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IIPEAMBYJIA / PREAMBLE
PO3POBJIEHO / DESIGNED:

KepiBuuk po6ouoi rpynu / Head of the project team:

Axoeie lzop Boeoanoeuu, kanoudam mexuiuHux Hayk, ooyeum, ooyeum CneyianbHoi
kagedpu Ne 5 [ncmumymy cneyianbroco 36 3Ky ma 3axucmy iHgopmayii Hayionanvrnozo
mexHiuno2o yHigepcumemy Yxpainu “Kuiscoxuti nonimexniunuu incmumym imeni leops
Cixopcoxoco” / Ihor YAKOVIV, Candidate of Technical Sciences, Associate Professor,
Associate Professor at the Special Department No.5 Institute of Special Communication
and Information Protection of the National Technical University of Ukraine “Igor Sikorsky
Kyiv Polytechnic Institute”.

Unenu pobdouoi rpymnu / Project team members:

Cybau leop IOpitiosuu, dokmop mexuiunux Hayk, npoghecop, 3asioysay CneyianvHoi
kageopu Ne 5 [ncmumymy cneyianvHo2o 36 3Ky ma 3axucmy ingpopmayii Hayionanonoeo
mexniuno2o yHigepcumemy Ykpainu “Kuigcokuii nonimexuiunuu incmumym imeni leopsi
Cixopcovkozo™” / Thor SUBACH, Doctor of Technical Sciences, Full Professor, Head of the
Department of the Special Department No.5 Institute of Special Communication and
Information Protection of the National Technical University of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”.

Mukumiox  Apmem  B’auecnasosuu, oOoxmop ¢inocogii, 3acmynnux 3asioysaua
Cneyianvroi kageopu Ne 5 ITncmumymy cneyianibHo2o 38 53Ky ma 3axucmy iHgopmayii
Hayionanvnoco mexuniunoco yuieepcumemy Vipainu “Kuigcokuti nonimexuiynuu
incmumym imeni l2opsa Cikopcwvrozo” / Artem MYKYTIUK, Doctor of Philosophy, Deputy
Head of the Department of the Special Department No.5 Institute of Special Communication
and Information Protection of the National Technical University of Ukraine “Igor Sikorsky
Kyiv Polytechnic Institute”.

Jlanoe JImumpo Bonooumuposuy, O0OKmop mexHiyHux HayK, npogecop, npoghecop
Cneyianvnoi kageopu Ne 5 [ncmumymy cneyianvno2o 36’s3Ky ma 3axXucmy iHgopmayii
Hayionanbnoeco mexuiunozo ymuisepcumemy Vxpainu  “Kuigcokuti noaimexuiunui
incmumym imeni lzops Cixkopcokozo ” / Dmytro LANDE, Doctor of Technical Sciences, Full
Professor, Professor at the Special Department of No.5 Institute of Special Communication
and Information Protection of the National Technical University of Ukraine “Igor Sikorsky
Kyiv Polytechnic Institute”.

Kunin Apmem Bikmopoguu, Kanouoam mexuiuHux Hayx, O0YeHm, Ha4aibHUuK 5 YNpasiiHHs.
Hepocasnozo yenmpy «ibepsaxucmy [lepocasnoi ciayaicou cneyianbHoeo 36°A3Ky ma
saxucmy Yxpainu / Artem ZHYLIN, Candidate of Technical Sciences, Associate Professor,
Head of the 5th Unit, The State Cyber Protection Center of the State Service of Special
Communications and Information Protection of Ukraine.
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THoniwyx Bikmopia Pomaniena, kKypcamwm mazcicmepcokoco Kypcy (cneyianvbHicmo
122 Komn'romephi nayku) Incmumymy cneyianivbHoeo 363Ky ma 3axucmy iHgopmayii
Hayionanvnoco mexuniunoco yuieepcumemy Vxpainu “Kuigcokuti nonimexuiyHuu
incmumym imeni leopsi Cikopcokoeo” / Viktoriia POLISHCHUK, master degree cadet
(Speciality: 122 Computer sciences) Institute of Special Communication and Information
Protection of the National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic
Institute”.

MHNOT'OAKEHO / AGREED:

HaykoBo-metoguuna KoMicist yHiBepcuTeTy 31 crnerianbHocTi F3 Komm totepHi Hayku /
Commission of the University on speciality F3 Computer sciences (mpoToko:n / minutes of
meeting N Bin / dated 20 )

I'onoBa HMKYVY-F3 (ans IC33I) / Head of the SMCU-F3 (for the ISCIP)

Irop CYBAU / Thor SUBACH

Meroauuna panga KIII im. Irops Cikopcekoro / The Methodological Council of Igor
Sikorsky Kyiv Polytechnic Institute (mpotokon / minutes of meeting No Big / dated
20 )
I'omoBa Meroguunoi panu / Head of the Methodological Council
Tersna XXEJISICKOBA / Tetiana ZHELIASKOVA

BPAXOBAHO / CONSIDERED:

1. MeroanuHi pekomeHpalii CeKTopy BHUIIOI ocBiTH HaykoBo-MeTonuyHOi pajau
MinictepcTBa OcBiTHM 1 Hayku Ykpainu (mporokon Ne 7 Big 06 motoro 2020 p.)
https://mon.gov.ua/ua/osvita/visha-osvita/naukovo-metodichna-rada-ministerstva-osviti-
inauki-ukrayini/metodichni-recomendaciyi-vo / Methodological Recommendations of the
Higher Education Sector of the Scientific and Methodological Council of the Ministry of
Education and Science of Ukraine (protocol No. 7 of February 06, 2020)
https://mon.gov.ua/ua/osvita/visha-osvita/naukovo-metodichna-rada-ministerstva-osviti-i-
nauki-ukrayini/metodichni-rekomendaciyi-vo.

2. CtanmapT BHINOI OCBITH 31 crerianbHocTi 122 KoM torepHi Haykw Juisi Apyroro
(MmaricTepcbkoro) piBHS BHINOi OCBITH https://mon.gov.ua/storage/app/media/vishcha-
osvita/zatverdzeni%?20standarty/2022/04/28/122-Kompyuterni.nauky-mahistr.393-
28.04.22.pdf / Standard of higher education of Ukraine of the second (master’s) level in
specialty 122 "Computer Science" https://mon.gov.ua/storage/app/media/vishcha-
osvita/zatverdzeni%?20standarty/2022/04/28/ 122-Kompyuterni.nauky-mahistr.393-
28.04.22.pdf.

3. Hamionansny pamky kBamidikamiii (IlocranoBa KaGinery MinictpiB Ykpainu Big 25
yepBHs 2020 Ne 519) / The National Qualifications Framework (Resolution of the Cabinet
of Ministers of Ukraine of June 25, 2020 No. 519).

4. Tlonoxennss npo  ocBitHi  mporpamu  KIII  im.  Irops  Cikopcbkoro
https://osvita.kpi.ua/node/137 / Regulations on Educational Programs at Igor Sikorsky
Kyiv Polytechnic Institute https://osvita.kpi.ua/node/137


https://mon.gov.ua/ua/osvita/visha-osvita/naukovo-metodichna-rada-ministerstva-osviti-inauki-ukrayini/metodichni-recomendaciyi-vo%20/
https://mon.gov.ua/ua/osvita/visha-osvita/naukovo-metodichna-rada-ministerstva-osviti-inauki-ukrayini/metodichni-recomendaciyi-vo%20/
https://mon.gov.ua/storage/app/media/vishcha-osvita/zatverdzeni%20standarty/2022/04/28/122-Kompyuterni.nauky-mahistr.393-28.04.22.pdf%20/
https://mon.gov.ua/storage/app/media/vishcha-osvita/zatverdzeni%20standarty/2022/04/28/122-Kompyuterni.nauky-mahistr.393-28.04.22.pdf%20/
https://mon.gov.ua/storage/app/media/vishcha-osvita/zatverdzeni%20standarty/2022/04/28/122-Kompyuterni.nauky-mahistr.393-28.04.22.pdf%20/
https://osvita.kpi.ua/node/137%20/%204
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5. Haka3 Anminictpaiii Jlep»aBHO1 ciTy>k0U CHelialbHOTro 3B 13Ky Ta 3aXUCTY 1HPOpMaIlii
Vkpainu Big 19 cepnas 2021 poky Ne 507 “IncTpykiis mpo MHOPSIOK oOpraHizarlii
MIPOBE/ICHHS IPAKTUYHOI Ta BIICHKOBO-MPOGECIHHO]T MiITOTOBKH 3/100yBayiB BUIIIOI OCBITH
B 3aKkiazi ocBiTU J[lepkaBHOI ciy>kOM cCHeliaIbHOTO 3B’SI3Ky Ta 3axHCTy i1HGopMairii
VYkpaian” / Order of the Administration of the State Service for Special Communications
and Information Protection of Ukraine of August 19, 2021, No. 507 “Instruction on the
procedure for organizing practical and military professional training of higher education
students in an educational institution of the State Service for Special Communications and
Information Protection of Ukraine”.

6. 3ayBa)keHHS 1 IPOMO3UIIT cTeHKXoIepiB — AamiHicTpariii JlepKcner3B 3Ky Ta 1HITUX
CHJIOBHX B1JIOMCTB CeKTOpy Oe3meku i o0opoHu Ykpainu. / Comments and suggestions from
stakeholders — the Administration the State Service for Special Communications and
Information Protection of Ukraine and other security and defense agencies of Ukraine.

7. [Ipono3uii Bix kypcanrtiB BunmyckHux KypciB IC331 KIII im. Iropst Cikopcwkoro. /
Suggestions from the graduate cadets ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.
OcBiTHIO TIporpamMy OOTOBOPEHO TIC/S HAAXO/KEHHS BCIX MOOakaHb Ta IPOIO3HUIIIN 1
yxBasieHO Ha 3aciganHi CneuianbHoi kadenpu Ne 5 IC33I KIII im. Irops Cikopcbkoro
nporokos / The educational program was discussed after receiving all the wishes and
suggestions and approved at the meeting of the Special Department No. 5 of the ISCIP Igor
Sikorsky Kyiv Polytechnic Institute (mpotokon / minutes of meeting No  Big / dated

20 )

EBOJIIOLIA OCBITHBOI MNPOIPAMHM / EVOLUTION OF THE
EDUCATIONAL PROGRAMME:

Houunarouu 3 2016 poxy na 6a3i Incmumymy cneyianvHo2o 36 ’3Ky ma 3axucniy
inpopmayii  Hayionanvnoeo  mexuiunoeo  yuigepcumemy  Vkpainu  “Kuigcokuti
nonimexuiunull incmumym imeni lzopsi Cikopcvkoeo™ 30itichioembcst niocomoska gaxisyis
3a 0CBIMHbO- npoqbeczuno;o npoepamoro (OIIll) “Komn’romepni cucmemu i mexnonoeii
cneyianvHo2o 38 3Ky Opyeoeo (Mazicmepcvkoeo) pieHs euwoi oceimu. /o po3pooneHHs.
OIIII 6ynu 3anyueni nposioni Haykogo-nedazociumi npayisnuxu Cneyianvroi kageopu Ne 5,
3000y8aui euwoi oceimu, npedcmasHuku Aominicmpayii [lepoiccneyszs’sisky ma  iHuux
CUNOBUX BIOOMCME ceKkmopy be3neku i 0boporu Ykpainu.

3a nepioo peanizayii OIIll 6i06ynucy npoyedypu ii OHOBNEHHs, NOB A3AHI 3
8DAXYBAHHAM: MEHOeHYil po3eumkKy [lepoccney3s’sisky, K 207108HO20 3AMOBHUKA
sunycknukie 3a oanoro OIIIl; eumoe “Imcmpykyii npo nopsaooxk opeauizayii npoeeoeHHs
NPaKmMuyHoi ma BiticbKo8o-npoghecilinoi nio2omosku 3000yeayie euujoi oceimu 6 3axKnaodi
oceimu JlepatcasHoi cnyacou cneyiaibHo2o 36 ’a3Ky ma 3axucmy iHgopmayii Yxpainu”,
3ameepodicenoi nakazom Aominicmpayii [lepoccneyss a3y 6io 19 cepnus 2021 poxy Ne 507,
sumoe Cmanoapmy suwoi oceimu 3i cneyianorocmi 122 Komn tomepri Hayku 01 Opy202o
(mazicmepcvko2o) pieHsa 8UWOL 0c8imu, 3ameepoxceno2o Hakazom Minicmepcmea oceimu i
Hayku Ykpainu 6i0 28 keimus 2022 poxy Ne 393 npono3uyiii cmetikxonoepie ma unyCKHUKI@
Incmumymy; nposedeno20 aHanizy 3ay8aj)ceHb ma peKoOMeHOayiu, wo Oyiu HaoaHi
eKCNepmHOI0 2PYNOI0 Ma 2ary3€8010 eKCNEPMHOI0 Paook.
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Since 2016, the Institute of Special Communication and Information Protection of the
National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute” has been
training specialists in the educational and professional program (EPP) “Computer systems
and special communications technologies” of the second (master’s) level of higher education.

Leading scientific and pedagogical workers of Special Department No. 5, higher
education students, representatives of the State Special Communication Service Administration
the State Service of Special Communications and Information Protection of Ukraine and other
law enforcement agencies of the security and defense sector of Ukraine were involved in the
development of the EPP.

During the implementation period of the EPP, its update procedures were carried out,
associated with taking into account:development trends of the State Special Communication
Service, as the main customer of graduates of this EPP; requirements of the “Instructions on
the procedure for organizing the conduct of practical and military-professional training of
higher education students in an educational institution of the State Service of Special
Communication and Information Protection of Ukraine”, approved by order of the
Administration of the State Service of Special Communication and Information Protection of
Ukraine dated August 19, 2021 No. 507, requirements of the Standard of Higher Education in
the specialty 122 Computer Science for the second (master’s) level of higher education,
approved by order of the Ministry of Education and Science of Ukraine dated April 28, 2022
No. 393; ; proposals of stakeholders and graduates of the Institute; the analysis of comments
and recommendations provided by the expert group and the industry expert council.
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1. MPO®LJIb OCBITHHOI MPOI'PAMU / EDUCATIONAL PROGRAMME

PROFILE

1 — 3aranbHa indopmanisi / General information

IToBua Ha3zBa 3BO Ta
HABYAJIHLHOTO MiPO3/IiTy /

Full name of HE institution and
faculty/institute

HartionanpHMIA TEXHIYHANA YHIBEPCUTET
VYkpainu “KuiBCbKUii MOMITEXHIYHUIH
iHCcTUTYTY iMeHi Irops Cikopchkoro”
[HCTHTYT cnienwianbHOTO 3B S3KY Ta
3axucTy iHopMmartii

National Technical University
of Ukraine “Igor Sikorsky
Kyiv Polytechnic Institute”
Institute of Special
Communication and
Information Protection

CrymiHp BHIIOT OCBITH Ta Ha3Ba
kBauigikarii /

Higher education degree and
qualification title

CrymiHb BHIIOT OCBITH — MaricTp
OcgiTHs KBamidikaris — Marictp 3
KOMIT FOTEpHUX HayK

Higher education degree —
Master’s

Qualification title — Master’s
degree in computer science

Odinitina nazsa OIl /
Educational programme official
title

Komm’toTepHi cucteMu i TeXHOIOT1i
CIIEIIaTbHOTO 3B SI3KY

Computer systems and special
communications technologies

Tun numomy ta o6csar OIT /
Diploma type and EP scope

Juriom Marictpa, oguHuaHUM, 90
KpEIUTIiB, TEPMiH MAroTOBKH 1 poku 4
MICSILIB

Master’s Degree, single, 90
credits, duration 1 year 4
months

IHdopmarris mpo akpeaurarito /
Accreditation information of EP

CepTudikaT mpo akpeauTaIiio OCBiTHROT
nporpaMu Buganui 28.11.2024, Ne 9345,
nivicauit o 01.07.2030 p.

Certificate of accreditation of
the EP issued on November
28,2024, No. 9345, valid
until July 1, 2030.

Huxon, piens BO /
Education cycle, level of HE

HPK Vkpainu — 7 piBens,
QF-EHEA — nmpyruit ik,
EQF-LLL — 7 piBenn

NQF Ukraine— level 7,
QF-EHEA - second cycle,
EQF-LLL — level 7

[epenymoBu / Prerequisites

o Incturyry npuiiMaroThCst:

- KypcaHTH [HCTUTYTY, 5Ki 3100yIH
BUIILYy OCBITY CTyIIeHsI OakanaBpa;

- UB1TBHI 0co6m BikoM 10 30 poKiB, sKi
MAalOTh BUIILy OCBITY CTYIICHS

OaxanaBpa, BiiOpaHi Ta BUBYCHI
nigposainamu [epxcnen3s’ 3Ky abo gki
0e3mocepeIHbO 3BEPHYIIHCS 3 3asSBOIO JI0
HayalbHUKA [HCTHUTYTY.

The following are admitted to
the Institute:

- cadets of the Institute who
obtained a bachelor’s degree;
- civilians under the age of 30
who have a bachelor’s degree,
selected and studied by units
of the State Service of Special
Communications and
Information Protection of
Ukraine or who directly
applied to the head of the
Institute.

®opma 3100yTTS OCBITH /
Forms of Education

[HcTuryniiina — oyHa (IeHHA)

Institutional — full-time (day)

MoBa(un) BUKTagaHHs /
Language (s) of instruction

Ykpaincbka

Ukrainian
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IaTepHeT-anpeca po3MileHHs
OIT / URL of the educational
program

https://osvita.kpi.ua/122 OPPM_KSTSZ

https://iszzi.kpi.ua/sk5/master.html#opp

ﬁm:ﬁ

2 — Merta ocBiTHbOI nporpamu / Educational programme purpose

Meroro OCBITHBO-TIPO(deCiitHOT Iporpamu
“KoMI’tOTepHI CHCTEMH 1 TEXHOIIOTIi CIIeI[ialIbHOTO
3B’S3Ky” € TIArOTOBKAa  BHCOKOKBaTi(hiKOBaAHHX
¢axiBuiB y Tramy3i iHpoOpMamifHHX TEXHOJOTIMH,
3IaTHUX PO3B’A3yBaTH CKJIaHi 3ajayi
JOCTITHUIIFKOTO Ta/ab0 1HHOBAIIHOTO XapakTepy 3
noOya0BH KOMIT FOTepHHUX, iHpOopMariitHo-
KOMYHIKAIifHUX Ta iH(QOpMamiiHO-yIpaBISIOIAX
cucteM 1 Mepexx ains moTped JlepcmensB’s3Ky 3
BUKOPHUCTAHHSIM: TEXHOJIOTIH MaTeMaTHYHOTO Ta
KOMII FOTEpPHOTO MO/JICITIOBAHHS; Cy4YaCHHX
TEXHOJIOTI IMpOTrpaMyBaHHs; METOIIB 300py, aHATI3Yy
Ta KOHCcogarmii po3mnoineHol iHp opMaIii;
TEXHOJIOT1i Ta METOJIIB MPOEKTYBAHHS, PO3POOICHHS
Ta 3a0e3MeYeHHs SKOCTI CKJIaJIOBUX iH(QOpMAIiiHHNX
TEXHOJIOTiM;  TEXHOJOTid  Bi3yamizamii JaHUX;
TEeXHONOTi imkeHepii 3HaHb, CASE-Texnomoriit
MOJEIIFOBaHHS Ta MPoeKTyBaHHs IT.

Merta ocBiTHBO-TIpOoeciiHOI TIpOrpaMu BiMOBimaE
crparerii po3Butky KIII im. Irops Cikopckkoro Ha
2020-2025 pokm mromo (GOopMyBaHHS CYCITUTECTBA

MalOyTHROIO Ha 3acajaXx KOHIEMIii CTaloro
pO3BHTKY Ta  (yHAaMeHTami3amii  MiArOTOBKH
(axiBiB.

The purpose of the educational and professional
program  “Computer systems and special
communications technologies” is to train highly
qualified specialists in the field of information
technologies, capable of solving complex tasks of a
research and/or innovative nature in the construction
of computer, information and communication and
information- control systems and networks for the
needs of the State Service of Special
Communications and Information Protection of
Ukraine using: mathematical and computer
modeling technologies; modern programming
technologies; methods of collecting, analyzing and
consolidating distributed information; technologies
and methods of design, development and quality
assurance of information technology components;
data  visualization technologies; knowledge
engineering technologies, CASE modeling and IT
design technologies.

The purpose of the educational and professional
program corresponds to the development strategy of
Igor Sikorsky Kyiv Polytechnic Institute for 2020-
2025 regarding the formation of future society based
on the concept of sustainable development and
fundamentalization of specialist training.

3 — Xapakrepuctuka ocBiTHbOI nporpamu / Educational programme characteristics

Ilpeomemua obracmo / Subject area

06’exkm(u) susuenns ma/abo OisibHocmi: TIPOLECH
300py, TpeacTaBieHHs, OOpoOkH, 30epiraHus,
repeadi Ta JOCTYIy 10 iHGopMaIlii B KOMI IOTEPHHUX
cucTeMax.

Llini Haeuanusa: HAOYTTS 34aTHOCTI pPO3B’S3yBaTH
3ama4l  JOCHIJHUIBKOTO Ta/ado  IHHOBALIIHOTIO
XapaxkTepy y cdepi KOMIT FOTEpHUX HayK.

Object(s) of study and/or activity: processes of

collecting,  presenting, processing,  storing,
transmitting and accessing information in computer
systems.

Learning objectives: acquiring the ability to solve
research and/or innovation problems in the field of
computer science.
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Teopemuunuti 3micm npeomemroi 0bracmi: CyqacHi
MOJIEITi, METOH, AJITOPUTMH, TEXHOJIOTIi, TIPOIIeCH Ta
CIOCOOM OTpPHMAaHHs, NPEACTaBICHHS, OOPOOKH,
aHamizy, mepenadi,  30epiraHHsI ~ JaHUX B
iHhOpMAIITHIX Ta KOMIT FOTEPHUX CHCTEMaX.
Memoou, memoouxku ma mexHoN02ll: METOOA Ta
ICOPUTMHU PO3B’A3aHHS TEOPETHYHUX 1 HPHUKIAIHUX
3a7ad  KOMITIOTEPHUX  HayK, MaTeMaThHyHe 1
KOMIT'IOTEPHE MOJIETIFOBAHHS, CYYacHI TEXHOJOTii
MporpaMyBaHHs;  MeTomd  300py, aHamizy Ta
KOHCOMiamnii po3noaiieHoi iH(opMartii; TeXHOJIOTIT Ta
METOJIU MPOCKTYBAHHS, PO3POOJICHHS Ta 3a0€3CUCHHS
AKOCTI CKIIAZIOBUX 1H(QOpMALIITHUX TEXHOJOT1H, METOAN
KOMIT'IOTepHOI Tpadiku Ta TexXHOJNOril Bisyamizarii
JTAHWX; TEXHOJIOTI1 imkenepii 3Hanb, CASE-texnomorii
MOJIEITFOBAHH Ta NpoekTyBaHHA [T.

Inempymenmu ~ ma  06nadHauHA:  PO3IMOJIUICHI
OOYHCITIOBaJIbHI  CHCTEMH; KOMIT FOTEpHI  MEpexi;
MOOLTBHI Ta XMapHi TEXHOJIOTi, CHCTEMH YIIPaBIiHHS
0azamMy  JaHWX, OIeEpaliiHi CHUCTEeMH, 3aco0H
Ppo3pobiieHHs iH(OpPMAIIITHAX CHCTEM 1 TEXHOJIOTIH.

Theoretical content of the subject area: modern
models, methods, algorithms, technologies,
processes and methods of obtaining, representing,
processing, analyzing, transmitting, storing data in
information and computer systems.

Methods, techniques, technologies: methods and
algorithms for solving theoretical and applied
problems of computer science; mathematical and
computer modeling, modern  programming
technologies; methods of collecting, analyzing and
consolidating distributed information; technologies
and methods of designing, developing and ensuring
the quality of information technology components,
computer graphics methods and data visualization
technologies; knowledge engineering technologies,
CASE technologies for modeling and designing IT.
Tools and equipment. distributed computing
systems; computer networks; mobile and cloud
technologies, database management systems,
operating systems, information systems and
technology development tools.

Opiecnmayis ocgimuvoi npoepamu / Scope

OcsitHBO-TIpOdeciiiHa

Educational and professional

OcHosHuti poxyc ocsimuvboi npoepamu / Main focus

[Mporpama CIIpsIMOBaHa Ha (bopmyBaHHS
KOMIICTCHTHOCTEH 3700yBayiB BHIOi OCBITH, IO
pOOJIATE MOXJIMBHM iX BCEOIYHHEH MpoQeciitHmii,
IHTEJIEKTyaJIbHUI Ta COLialbHUN PO3BHUTOK Yy Taiy3i
iH(MOpMAaITITHIX TEXHOJIOTIH.

[Iporpama 3abe3neuye HaOyTTS OCBITHBOT
kBaymidikamii IS BHKOHAHHA  NpodeciiHOoi
JUSUTBHOCTI, TIOB’13aHO1 3 MOOYIOBOIO KOMIT FOTEPHHX,
iHpOpMaliTHO-KOMYHIKaIIfHNX Ta i1H(OpMAaIiiHO-
YIOPaBISIOYMX CHUCTEMa 1 Mepexa sl ToTped
Jepxcrenss’si3Ky.

OcHoBHHU# (POKYC OCBITHBOI IPOTPaMU HaIIPABIECHHUI
Ha MO€THAHHS KJIACHYHO1T OCBITHBOI YHIBEpCUTETCHKOT

porpaMd HaBYaHHA 3 BHMOTaMH T'OJOBHOI'O
CTeHKXoyaepa, L0 J03BOJIIE BHUIyCKHUKAM MaTu
(haxoBi KOMIIETEeHIIi, 3aTpebyBaHi B
Jepxcnenss’a3Ky Ta cydacHUM puHKOM IT.

3n00yBadi BHINOI OCBITH MAalOTh MOXKIHBICTh
OTpUMAaTH 3HAaHHI 3 IHIIMX Traimy3ed HayKu,
HEOOXiHMX Y pi3HUX cdepax JIOACHKOT isUTbHOCTI,
3aBOSIKM  MOXJIMBOCTI  (OPMYBaHHS  THYYKO]

THIMBITyaIbHOT TPAEKTOPIii HABYAHHSI.
Karouosi cnosa:

Cy4acHi TEXHOJOTii MporpamyBaHHS, METOAU Ta
TEXHOJIOT1] MAIIMHHOTO HaBYaHHS, MOJETIOBAHHS
CHCTEM, BHUCOKOTIPOTYKTHUBHI po3nonineHi

00YHCITIOBAIbHI CHCTEMH, aIMiHICTPYBaHHS Ta 3aXHUCT

The program is aimed at forming the competencies of]
higher education students, which make possible their
comprehensive professional, intellectual and social
development in the field of information technologies.
The program ensures the acquisition of educational
qualifications for the performance of professional
activities related to the construction of computer,
information-communication  and  information-
management systems and networks for the needs of]
the State Service of Special Communications and
Information Protection of Ukraine.

The main focus of the educational program is on
combining the classical educational university
program with the requirements of the main
stakeholder, which allows graduates to have
professional competencies in demand in the State
Service of Special Communications and Information
Protection of Ukraine and the modern IT market.
Students of higher education have the opportunity to
acquire knowledge from other fields of science,
necessary in various spheres of human activity,
thanks to the possibility of forming a flexible
individual learning trajectory.

Keywords:

modern programming technologies, methods and
technologies of machine learning, system modeling,
high-performance distributed computing systems,




9/22

CHUCTEM YympaBiiHHS 0Oa3aMu JaHuX, 3a0e3le4eHHS
SKOCTI  Ta  PEBEPC-IKUHIPHAT  MPOTPaMHOTO
3a0e3reveHHs, OOpOOJCHHS HAJBEIMKUX MAaCHBIB
nanux, [T-ayaur.

administration and protection of database
management systems, quality assurance and reverse
engineering of software, processing of extremely
large data sets, IT audit.

Ocobnusocmi oceimnvoi npoepamu / Features

[MigrotoBka (¢axiBIiB 3IIHCHIOETECA y  CTaTycl
KypcaHTa. 3alydeHHS [0 BHUKJIAJAHHS HAaBYAIBHHUX
JUCHHILTIH (haxiBI[B 3 IHIIMX 3aKJaJliB BUIIOI OCBITH,
HayKOBHX YCTAaHOB Ta JlepKcIenss’ a3Ky.
MoOXUBICTh ~ BHUKIAJAaHHA  OKPEMHUX
KOMIIOHEHTIB aHIJIIICHKOIO0 MOBOIO.
[IpakTuku mpoBOAATHCA BiAMOBIAHO 10 “IHCTpyKINis
PO MOPSAAOK OpraHi3alii mpoBeneHHs MPAaKTUIHOI Ta
BilicbKOBO-TIpo(eciiiHol ~ miAroToBKM  3700yBayiB
BHUIIOI OCBITM B 3aKjiaai ocBith JlepKaBHOI ClyxOu
CHeIialbHOTO 3B’A3KYy Ta 3axXUCTy 1HQopMmariii
VYkpainu”, 3aTBep/pkeHOI Haka3zoM AJMiHICTparlii
JHeprkaBHOI ciTy>k0H CIIeLiabHOTO 3B 53Ky Ta 3aXUCTY
iHpopmaii Ykpainu Bix 19 ceprast 2021 poky Ne 507
Ta CKJIAJAETHCS 3!

- KibepHaBUaHHA B MEPUIOMY Ta TPETHOMY CEMECTpI,
SIKI TIPOBOIWTHCA Ha ImiaTrdopmi HagamsHOTO
curyartiiinoro nentpy kibepOesnexku [C331 KIII im.
Irops Cixopcpkoro;

- KibepHaBuaHHA B  JApYroMy  CeMecTpi  SiKi
mpoBoAAThCA Ha miardopmi TpeHiHroBoro meHTpPY
Ki6epuentpy UA30;

- BIICbKOBE CTa)XyBaHHS B TPETBOMY CEMECTpi, sKe
NPOBOIUTHCS B MiApo3xainax Jlepkcnenss’si3Ky Ta
BKJIIOUAE OMPAIIOBAHHS Ta aHali3 HEOOXITHOTO
MaTepianxy A HamwcaHHs KBamidikamiidHoi poboTw,
MIPOBEACHHSA BIIMOBIIHAX EKCIIEPUMCHTIB 1
JOCIIIKEHb.

OCBITHIX

Training of specialists is carried out in the status of a
cadet. Involvement of specialists from other
institutions of higher education, scientific institutions
and the State Service of Special Communications and
Information Protection of Ukraine in the teaching of]
academic disciplines.

The possibility of teaching individual educational
components in English.

Practices are conducted in accordance with the
“Instructions on the procedure for organizing
practical and military-professional training of higher
education applicants in the educational institution ofj
the State Service of Special Communications and
Information Protection of Ukraine”, approved by the
order of the Administration of the State Service of]
Special Communications and Information Protection
of Ukraine dated August 19 No. 507 of 2021 and
consists of:

- cyber training in the first and third semesters, which
are held on the platform of the Cyber Security
Training Situational Center of the ISCIP of Igor
Sikorsky Kyiv Polytechnic Institute;

- cyber training in the second semester, which are
held on the platform of the Training Center of the
UA30 Cyber Center;

- military internship in the third semester, which is
held in the units of the State Service of Special
Communications and Information Protection ofj
Ukraine and includes the processing and analysis of]
the necessary material for writing a qualification
work, conducting appropriate experiments and
research.

4 — IIpuaaTHiCTb BUILYCKHHMKIB 10 MPALEBJIAIITYBAHHA TA MOAAJIbIIOI0 HABYAHHS /
Eligibility of graduates for employment and further study

Ilpuoamuicms 0o npayesnrawmysanns / Eligibility for employment

[Ipodeciiina misapHICTH K npodecioHana 3 po3poOKu
MaTeMaTUIHOro, 1H(QOPMAMIHHOTO Ta MPOTPAMHOTO
3a0e3MeYCHHs] KOMIT'IOTEPHUX CHCTEM, Y Taiys3i
iHhOpMaIITHIX TEXHOJIOTIH, a TaKOX aaMiHiCcTpaTopa
0a3 TaHUX 1 CUCTEM.

BuIlycKHUKM ~ MOXYTh NpalioBaTH 32  TaKHUMH
npodeciamu 3rigHo 3 HamionansauM kiiacudikatopom
npodeciit JIK 003:2010, nanpuknai:

Professional activity as a professional in the
development of mathematical, information and
software of computer systems, in the field of]
information technology, as well as database and
system administrator.

Graduates can work in the following professions
according to the National Classification of]
Occupations DK 003:2010, for example
2131.1 Researcher (computer systems)
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2131.1 HaykoBwuit
CUCTEMH)

2131.2 AnminictpaTtop 6a3u JaHux

2131.2 AHamTHK 3 KOMI FOTEPHUX KOMYHIKaITiit
2131.2 AHaNITUK KOMIT FOTEPHUX CUCTEM

2131.2 AHamiTHK ONEpaliifHOTO Ta MPHUKIATHOTO
MIPOTPaMHOTO 3a0e3MeUeHHs

2131.2 [mxenep 3  aBTOMATH30BaHUX
KepyBaHHS BUPOOHUIITBOM

2131.2 ImxeHep 3 KOMIT IOTEPHUX CUCTEM
2131.2 lmxkenep 3 TporpamMHOrO  3a0e3reveHHS
KOMIT I0TEpiB

3amoBHMKOM  (haxiBImiB 31  cmemiasbHOCTI 122
Komm’totepHi Hayku BucTynae J[lepxaBHa ciyx0a
CIEIiaTbHOTO  3B’S3Ky Ta 3aXHCTy iHGOpMAIii
Ykpainu.

criBpoOiTHUK  (0OYHCITIOBAJBHI

CUCTEM

2131.2 Database administrator

2131.2 Computer communications analyst

2131.2 Computer systems analyst

2131.2 Analyst of operating and application software
2131.2 Engineer of automated production control
systems

2131.2 Computer systems engineer

2131.2 Computer software engineer

The State Service for Special Communications and
Information Protection of Ukraine acts as the
customer of specialists in the specialty 122 Computer
Sciences.

THooanvuwe nasuanns / Further study

3100yTTS OCBITH 32 OCBITHBOIO TPOTPAMOIO TPETHOTO
(OCBITHBO-HAYKOBOTO) pIBHA BHUIIOI OCBITH Ta
3100yTTS AOJATKOBHUX KBajidiKarmiii B CHCTEMI OCBITH
JOPOCIHUX.

Obtaining education under the educational program
of the third (educational and scientific) level of higher
education and obtaining additional qualifications in
the adult education system.

5 — Bukaanganns ta ouiHioBanHs / Teaching and assessment

Buknaoannus ma nasuanus / Teaching and studying

Jlekii, TpakTU4YHI Ta  CEMIHAPCBKI  3aHATTS,
KOMIT'IOTEpHI ~ MPaKTHKyMH;  KypcoBa  po0oTa;
caMmocCTiiiHa po0oTa 3 MOXKIIUBICTIO KOHCYJbTAIliN 3
BUKJIaJa4yeM; TEXHOJIOriS 3MIIIAHOTO HaBYaHHS,
MPAKTUKU Ta EKCKYpCii; BHKOHAHHS MaricTepChKoi
JACEPTAIIii.

Lectures, practical and seminar classes, laboratory
work and computer workshops; term paper;
independent work with the possibility of]
consultations with the teacher; blended learning
technology, practices and excursions; master’s thesis.

Oyinrosanns / Assessment

[ToTouHMii KOHTPOJIb Y BHTIISAL TAOOPATOPHUX 3BITIB,
KOHTPOJBHUX POOIT, CEMECTPOBHI KOHTPOIb y BUTIIAI
3aiKiB T4 THMCBMOBUX 1 YCHUX €K3aMCHIB, 3aXHUCT
KBamiQikamiiaoi podOTH MPOBAAITHCS BIATOBIAHO 0
[lonokeHHsT MPO CHUCTEMY OLIHIOBAaHHA Pe3yJbTaTiB
naBuanHs B KI1I im. Iropst Cikopcbkoro.

Current control in the form of laboratory reports,
tests, semester control in the form of tests and written
and oral examinations, defense of qualification work
are carried out in accordance with the Regulations on
the system of evaluation of learning outcomes in Igor
Sikorsky Kyiv Polytechnic Institute.

6 — IIporpamui komnereHTHOCTI / Programme competencies

Inmeepanvna komnemenmuicms / Integral competence

3a7a4yl  JOCIIIHULIBKOTO
xapaktepy |y  cdepi

3MaTHICTH  PO3B’SI3yBaTH
Ta/abo  iHHOBAILIIHOrO
KOMIT FOTEpHUX HayK.

Ability to solve research and/or innovation problems
in the field of computer science.
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3acanvni komnemenmuocmi (3K) / General competencies (GC)

3K 1 3matHicTh 10 aOCTPAKTHOT'O MUCIICHHS, aHATI3y
Ta CHHTE3Y.

GC 1 Ability to think abstractly, analyze and
synthesize.

3K 2 3xaTHicTh 3aCTOCOBYBATH 3HAHHS y IPAKTUIHUX
CUTYAITisIX.

GC 2 Ability to apply knowledge in practical
situations.

3K 3 3paTHICTh CHIKYBaTUCS AEP>KaBHOIO MOBOIO SIK
YCHO, TaK i MACEMOBO.

GC 3 Ability to communicate in the state language
both orally and in writing.

3K 4 31aTHICTS CHITKYBaTUCS iIHO3EMHOIO MOBOIO.

GC 4 Ability to communicate in a foreign language.

3K 5 3pgatHicTh BUMTHCS i OBOJIOAIBATA CyYaCHUMHU
3HAHHSIMU.

GC5 Ability to learn and master modern

knowledge.

3K 6 3naTHicTh OyTH KPUTHYHHUM 1 CAMOKPUTHYHHM.

GC 6 Ability to be critical and self-critical.

3K 7 3paTHicTh reHepyBaTH HOBI i€l (KpeaTUBHICTB).

GC 7 Ability to generate new ideas (creativity).

Daxosi komnemenmuocmi (PK ) / Professional competencies (PC)

PK 1 VY cBiIOMIIEHHS
KOMIT IOTEpHHX HayK.

TCOPCTUYIHUX 3acan

PC 1 Understanding the theoretical foundations of
computer science.

@K 2 3naTHICTh opMalTi3yBaTh MPEAMETHY 00IacTh
MHEBHOTO NPOEKTY Y  BUIJIAII BIITOBIIHOT
iH(MopMartiitHoi Mozerti.

PC 2 Ability to formalize the subject area of a
particular project in the form of an appropriate
digital model.

®K 3 3parHICTP BHKOPHUCTOBYBAaTH MaTeMaTHYHI
METOMU JUIsl aHamizy (OpMai30BaHUX MOJICIeH
IpeIMeTHOT 001acTi.

PC 3 Ability to use mathematical methods to
analyze formalized models of the subject area.

®K 4 3parnicte 30upaté 1 aHami3yBaTH JAaHi
(BKJIIFOYHO 3 BEJHMKHUMH), JJIs 3a0e3MedeHHs SKOCTI
MPUAHSATTS NIPOEKTHHUX PillICHb.

PC 4 Ability to collect and analyze data (including
big data) to ensure the quality of project decision-
making.

@K 5 31aTHICTD po3po0bsry, OTIMCYBAaTH,
aHaJIi3yBaTH Ta ONTUMI3yBaTH apXiTEKTYpPHI PillleHHS
iHpOpPMAaLIiHUX Ta KOMIT'IOTEPHHUX CHCTEM pPi3HOTO
MPU3HAYCHHS.

PC 5 Ability to develop, describe, analyze and
optimize architectural solutions for information and
computer systems for various purposes.

®K 6 3patmicte 3acTocoByBaTM  iCHYIOWi i
pPO3pO0IIATH HOBI aITOPUTMH PO3B’SI3yBaHHS 3a7ad y
ragy3i KOMII I0OTEpHHUX HayK.

PC 6 Ability to apply existing and develop new
algorithms for solving problems in the field of
computer science.

DK 7 31aTHICTD po3po0iaTu MIporpaMHe
3a0€3MeUeHHS  BIATIOBITHO 10 CPOPMYJIHOBAHUX
BUMOT 3 YpaxyBaHHSAM HasBHHX peECypciB Ta
00OMeKEHb.

PC 7 Ability to develop software in accordance with
the formulated requirements, taking into account
available resources and limitations.

®K 8 3parHicTh po3polONATH 1 peamizoByBaTH
MIPOEKTH 31 CTBOPEHHS MMPOTPAMHOTO 3a0€3MeUYCHHS, Y
TOMY 4YHCII B HemepeAOavdyBaHMX yMOBax, 3a
HEYITKMX BUMOT Ta HEOOXiJHOCTI 3aCTOCOBYBaTH HOB1
CTpaTeriyHi MiIXO0IU, BUKOPHUCTOBYBATH MpOTpaMHi

PC 8 Ability to develop and implement software
development projects, including in unpredictable
conditions, with unclear requirements and the need
to apply new strategic approaches, use software tools
to organize teamwork on the project.
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IHCTPYMEHTH JIJIs OpraHizauii KoMaHaHoI poOoTH Haf
MPOEKTOM.

®K 9 3parHicTs pO3poOIATH Ta agMiHICTPYyBaTH Oazu
JIaHHX Ta 3HAHb.

PC 9 Ability to develop and administer databases
and knowledge storage.

@K 10 3parHiCTh OIHIOBATH Ta 3a0e3MedyBaTH
SIKICTB IT-nmpoexris, iHpOpMaLiHHHIX Ta
KOMIT'FOTEPHUX CHCTEM PI3HOTO  TpPU3HAYCHHS,
3aCTOCOBYBATH MIXKHAPOIHI CTAHAAPTH OIIHKHU SKOCTI
nporpaMHoro 3abesrneueHHs 1HQOpMAIiHUX Ta
KOMIT FOTEDHUX CHCTE€M, MOJEINi OIIHKH 3PiJIoCTi

PC 10 Ability to evaluate and ensure the quality of
IT projects, information and computer systems for
various purposes, apply international standards for
assessing the quality of software for information and
computer systems, models for assessing the maturity
of information and computer system development

MIpoLIeCiB po3pobKku iH(bOpMaIliiHIX Ta | processes.
KOMIT FOTEPHHX CHCTEM.
®K 11 3patnicte iHimitoBaru, 1ianyBatu Ta [ PC 11 Ability to initiate, plan and implement

peari3oByBaTH MPOIIECH PO3POOKH iHDOpPMAIIHHIX Ta
KOMIT FOTEPHUX cucTeM Ta MPOrPaMHOTO
3a0e3meUeHHs, BKIIOYHO 3 HOro po3poOKoio,
aHalli30M, TECTYBaHHSIM, CHUCTEMHOIO IHTErpalli€lo,
BIIPOBAKCHHSM 1 CYIIPOBOJIOM.

processes for the development of information and
computer systems and software, including its design,
analysis, testing, system integration, implementation
and maintenance.

@K 12 3paTHICTh 3aCTOCOBYBATH KOMIUIEKC (hi3UIHOT
HiATOTOBKH BIMICBKOBOCTY)KOOBIIIB I  PO3BUTKY
3araJbHUX 1 CHemianbHuX — (DI3WIHUX  SKOCTEH,
(¢opMyBaHHs BiIHCHKOBO-TIPHKJIAIHUX HABUYOK Ta
BHXOBAHHS BOJILOBUX 1 TICHXI9HUX SKOCTEH.

PC 12 Ability to use a comprehensive physical
training program for military personnel to develop
general and special physical qualities, form military-
applied skills, and cultivate volitional and mental
qualities.

@K 13 YcBinoMIIeHHS TEOPETHYHHX 3acall po3poOKH
IT MPOEKTIB JUTS 00poOKH JIepKaBHUX
iH(hopMaIiitHUX pecypciB i iHpopMallii, BUMOTa 010
3aXHCTY $IKOT BCTAHOBIICHA 3aKOHOM, Ta 3/aTHICTh
(hopMarizoBaHOTO ONHCY TPEAMETHOI o00macti y
BUIJIAI MOJENI, IO BpPaxOBYE OCOOIHMBOCTI
3aCTOCYBaHHS KOMIT IOTEPHHMX TEXHOJIOTIH B paMKax
KPUTHYHOI iH(pOopManiiHOi iHppacTpyKTypH.

PC 13 An understanding of the theoretical foundations
of IT project development for processing state
information resources and information that is legally
protected, as well as the ability to formally describe the
subject area in the form of a model that takes into
account the specifics of the application of computer
technologies within the framework of critical
information infrastructure.

®K 14 3narHicTh 30MpaTé AOCTOBIPHI JaHi PO CTaH
00’€eKTiB KpUTHYHOT iH(OpMaIiifHOT iIHPpacTpyKTypH,
BUKOPUCTOBYBAaTH MaTeMaTHYHI METOJAU JJIs aHAli3y
(dopManizoBaHUX MOJeNell TEeXHOJOTiii 00poOKu
Jep KaBHUX iH(POpMaLiiHUX pecypciB Ta iHpopMarlii,
BHMMOTa LI0JI0 3aXUCTY SKOT BCTAHOBJIEHA 3aKOHOM, Ta
MPOBOIUTH  TOPIBHSUIBHUI aHaNli3 apXiTEeKTYpHHX
piTeHb TUTST CcIielrtiaTbHIX iHdopMartiiiHo-
KOMYHIKaIliHHUX CHCTEM.

PC 14 Ability to collect reliable data on the state of
critical information infrastructure objects, use
mathematical methods to analyze formalized models
of state information resource processing
technologies and information whose protection is
required by law, and conduct comparative analysis
of architectural solutions for special information and
communication systems.

®K 15 3parHicte  po3poONsATH  KOMIT IOTEpHi
TeXHONOTil 00poOKkn iH(opMamii BIAMOBITHO 1O
BUMOT MIOJO TOPSAKY OOpPOOKH  JepiKaBHHX
iHdopmariitnux pecypciB Ta iHdopmarii, BHUMOTa
[IOI0 3aXHCTy SIKOi BCTAHOBIICHA 3aKOHOM, B
iHbOpMAIITHIX, ENeKTPOHHUX KOMYHIKAIlifHUX Ta
1HpOpMaLITHO-KOMYHIKAI[IHHUX CHCTEMaXx.

PC 15 Ability to develop computer information
processing technologies in accordance with the
requirements for the procedure for processing state
information resources and information, the
protection of which is required by law, in
information, electronic  communication and
information and communication systems.
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7 — IIporpamui pesyabtatu HaB4yanusa (ITPH) /
Programme learning outcomes (PLO)

IPH 1 Maru crienianizoBaHi KOHIENTYalbHI 3HAHHS,
[0 BKJIIOYAIOTh Cy9dacHI HAYKOBi 3M00yTKH y cdepi
KOMIT FOTEpHUX HAYK 1 € OCHOBOO JJIsi OPUTIHAIEHOTO
MHUCIIEHHSI Ta TPOBEACHHS [OCIHIIKEHb, KPUTHYHE
OCMHCIICHHS TIpo0ieM y cepi KOMIT IOTepHUX HayK
Ta Ha MEXI raxy3eil 3HaHb.

PLO 1 Have specialized conceptual knowledge,
which includes modern scientific achievements in
the field of computer sciences and is the basis for
original thinking and research, critical understanding
of problems in the field of computer sciences and on
the border of fields of knowledge.

INPH2 Maru coemiaii3oBaHi yMiHHS/HaBUYKH
po3B’s3aHHS  TpoOJeM  KOMITIOTEPHHX  HayK,
HEOOXimHI IS TIPOBENCHHS IOCHTIIKEHL Ta/abo

MPOBA/KCHHST 1HHOBAIIMHOT MiSUTBHOCTI 3 METOI0
PO3BUTKY HOBHX 3HaHb Ta IPOLECIYP.

PLO 2 Have specialized skills for solving computer
science problems necessary for carrying out research
and/or innovative activities for the purpose of
developing new knowledge and procedures.

IPH 3 3po3yMiyio i HEABO3HAYHO JAOHOCHUTH BIIACHI
3HaHHsS, BHCHOBKM Ta apryMeHTramiro y cdepi
KOMITIOTEpHUX HayK 10 (QaxiBmiB 1 HedaxiBIis,
30KpeMa JI0 0cCi0, Skl HABYAKOThCA.

PLO 3 Convey own knowledge, conclusions, and
arguments in the field of computer sciences clearly
and unambiguously to specialists and non-specialists,
in particular to the persons who are studying.

IIPH 4 Yupasmatu pobounMu Tporiecamu 'y cdepi
iHpOpMaIiHNX TEXHOJOTIH, SKi € CKIaJHUMH,
Herepen0adyBaHUMH  Ta  NOTPeOyIOTh ~ HOBHUX
CTpaTEeTiYHMX IiIXOIiB.

PLO 4 Manage work processes in the field of
information technologies, which are complex,
unpredictable and require new strategic approaches.

IPH 5 OriHroBaty pe3ybTaTh IisIbHOCTI KOMaH]I Ta
KOJIEKTHBIB y cdepi iHGOpMaNIHHUX TEXHOJOTIH,
3a0e3nedyBaTH eeKTUBHICTD 1X AiSUTBHOCTI.

PLO 5 Evaluate the activity results of teams and
collectives in the field of information technologies,
ensure the effectiveness of their activities.

INPH 6  Po3pobnsith  KOHUENTyalbHY
iHpopMaLiiiHOT 200 KOMIT IOTEPHOT CUCTEMHU.

MOJEIb

PLO 6 Develop a conceptual model of an

information or computer system.

IPH 7 Po3po0naru Ta 3acTOCOBYBAaTH MaTeMaTH4Hi
METOIM IUIS aHaJTi3y iHQOPMAIiHIX MOJIEITCH.

PLO 7 Develop and apply mathematical methods
for the analysis of information models.

IPH 8 Po3pobiaTu MareMaTHdHi MOJIENi Ta METOIN
aHami3y MaHuX (BKJIIOYHO 3 BEIMKUMHM).

PLO 8 Develop mathematical models and data
analysis methods (including big data).

INPHY Po3pobmsite anropuTMidHEe Ta MporpamMHe
3a0e3MeveHHsT Ul aHali3y JaHuX (BKJIIOYHO 3
BEITUKAMH).

PLO 9 Develop algorithmic support and software
for data analysis (including big data).

INPH 10 [IIpoexkryBatn apXiTeKTypHi pilIEHHS
iHQOpPMAaLIHUX Ta KOMIT'IOTEPHHUX CHCTEM pPi3HOTO
MPU3HAYCHHS.

PLO 10 Design architectural solutions of
information and computer systems for various
purposes.

IIPH 11 CrBoproBaTi HOBi aJITOPUTMH PO3B’SI3yBaHHA
3amad y cdepl KOMITIOTEpPHUX HAyK, OIIHIOBATH iX
e(EKTUBHICTh Ta OOMEKEHHS Ha 1X 3aCTOCYBaHHSL.

PLO 11 Create new algorithms for solving problems
in the field of computer sciences, evaluate their
effectiveness and limitations on their application.

IIPH 12 TIpoekTyBaTh Ta CYHIpOBOIKYBaTH Oa3u
JTAHWX Ta 3HAHb.

PLO 12 Design and and

knowledge bases.

support databases
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MNPH 13 OuminroBatn Ta 3a0e3nedyBaTH  SIKICTh
iHhQopMaIitHUX Ta KOMIT IOTEPHHX CHCTEM Pi3HOTO
MpU3HAYCHHSI.

PLO 13 Assess and ensure the quality of
information and computer systems for various
purposes.

IIPH 14 TectyBatu nporpamHe 3a0e3Me4eHHs.

PLO 14 Test the software.

IIPH 15 BusiBnsatu moTpeOH MOTSHITIHHIX 3aMOBHUKIB
11010 aBTOMaTH3allii 00poOKH iHpopMarii.

PLO 15 Identify the needs of potential customers
regarding the automation of information processing.

MNPH 16 Bukonysatm pocmimpkenas y cdepi | PLO 16 Conduct research in the field of computer
KOMIT FOTEpHHX HayK. sciences.
IIPH 17 Busenstu ta ycyBatu mpoOnemHi cutyauii B | PLO 17 Identify and eliminate problematic

Tporieci  eKCIuTyararlii IporpaMHoOro 3a0e3INedeHHs,
(dopMyimoBaTi 3aBIaHHSA I Horo Moamdikarii abo
PEIHKUHIPUHTY.

situations during software operation, formulate tasks
for its modification or reengineering.

IIPH 18 30uparu, ¢popmaiizyBaTH, CHCTEMAaTH3YBaTH
i aHaJTi3yBaTH NMOTpedU Ta BUMOTHU 10 iHpopMaIiitHo1
ab0 KOMIT'FOTEPHOI CHCTEMH, IO PO3POOIIETHCH,
EKCIUTYyaTyEThCS YU CYIPOBOKYEThCH.

PLO 18 Collect, formalize, systematize, and analyze
the needs and requirements for the information or
computer system being developed, operated or
supported.

IIPH 19 AmanizyBatu Cy4acHHH CTaH 1 CBITOBI
TEHACHLIi PO3BUTKY KOMII'IOTEpHHX HayK Ta
iH(hOpMAIIITHIX TEeXHOJOT 1.

PLO 19 Analyze the current state and global trends
in the development of computer sciences and
information technologies.

ITPH 20 Po3puBary 3aranbHi i criemianbHi (i3wdHI
SKOCTI 111 (QopMyBaHHS BiliCBKOBO-TIPUKIATHUX
HaBUYOK Ta BHXOBAHHA BOJBOBUX 1 TICHXIYHHX
SIKOCTEM.

PLO20 To enhance general and specialized
physical attributes for the establishment of military-
applied skills and the nurturing of volitional and
mental traits.

IPH 21 CrBoproBaTu Ta IOCIIKYBaTH iH(OpMAITiiHi
Ta MaTeMaTHdHI MOJeNli CHCTeM 1 TIpOIeciB, IO
JIOCITIIKYIOTBCS, 30KpeMa 00’ €KTIB aBTOMATH3allii.

PLO 21 o create and investigate informational and
mathematical models of systems and processes under
study, including automation objects.

ITPH 22 Maru cneniami3oBaHi 3HAaHHS KOHIIEILIIH,
MNOJITHK ~ Ta  METOJOJIOTIH 3aCTOCYBaHHS
KOMIT'FOTEpHUX TEXHOJIOTiH 3abe3nedeHHs: 00poOKu
JiepKaHuX 1HPOPMAIIIHHAX PECYPCIB.

PLO 22 To possess specialized knowledge of
concepts, policies, and methodologies for the
application of computer technologies for processing
state information resources.

IIPH 23 Maru cneuianizoBaHi yMiHHS/HaBHYKH
PO3B’si3aHHS MPOOJIEM 3aCTOCYBAaHHS KOMIT IOTEPHHX
TEXHOJIOT1H KPUTHYHOT iHpopMamiiHHOT
1HGPACTPYKTYpH.

PLO 23 To possess specialized problem-solving
skills in the application of computer technologies for
critical information infrastructure.

IIPH 24 VYmupasnsatu poGounmu mpouecamu y cdepi
iHQopMaIliHHAX TEXHOJIOTIH 11 OOPOOKH JIeprKaBHUX
iHpopMaIifHIX pecypciB Ta iHpOpMAIlii, BIMOTa MIOA0
3aXHUCTY SIKOi BCTAHOBJIEHA 3aKOHOM, SIKi € CKJIQTHUMH Ta
OTPeOYIOTH HOBHUX CTPATETIYHHX ITiIXO/IIB.

PLO 24 To manage complex and demanding IT
workflows for processing state information
resources and information protected by law,
requiring innovative strategic approaches.

IIPH 25 Bonoaité yKpaiHCBKOIO Ta 1HO3EMHOIO
MOBaMH Ha piBHI, JOCTaTHROMY JUIS YCHOTO 1
MMUCBMOBOTO  OOroBOpeHHS  ()axOBUX  IHTaHb,
3JIIHCHEHHSI HAyKOBOT Ta/ab0 mpodeciiHo1 AisTbHOCTI,
MIPEeICTaBICHHs Pe3yIbTaTiB JOCTIHKEHb.

PLO 25 To possess proficiency in Ukrainian and a
foreign language sufficient for oral and written
discussions of professional matters, conducting
scientific and/or professional activities, and
presenting research findings.
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8 — PecypcHe 3a0e3nevyenHs peantizauii nporpavm /
Resource provision for programme implementation

Kaopose 3a6e3neuenns / Staffing

BiamoBimHO 10 KaapoBHX BEUMOT OO0 3a0€3MCUCHHS
MPOBAKEHHS OCBITHBOT JISIIIBHOCTI IS
BIJIMTOBITHOTO PIiBHS BHUINOi OCBITH, 3aTBEPKCHHX
[TocranoBoro Kabinery MinictpiB Ykpainu Big 30
rpynast 2015 p. Ne1187 B unHHIN peaakiIii.
3aydeHHs 10 BUKJIAJAaHHS podeciiiHO-OpiEHTOBaHMX
JMCIUTLTIH (axiBIiB-TIPaKTHKIB y cdepi
KOMIT FOTEpHHX HayK, sSIKi MalOThb HAyKOBHM CTYIiHb
Ta/abo BuUEHE 3BaHHS Ta TPALIOIOTh 32 OCHOBHHM
MicrieM po6otu craHoBUTE 70 %.

In accordance with the staff requirements for
ensuring the implementation of educational
activities for the corresponding level of HE,
approved by the Resolution of the Cabinet of
Ministers of Ukraine of December 30, 2015, No.
1187 in the current version.

The involvement of practicing computer science
professionals with scientific degrees and/or
academic titles who work in their primary field of
employment in the teaching of professionally
oriented disciplines is 70%.

Mamepianono-mexniune 3a6e3neuenns / Material-technical support

BigmoBiZHO O  TEXHOJOTIYHHUX
MaTepialbHO-TEXHIYHOTO 3a0e3MEeYeHHsT OCBITHBOI
TISUTBHOCTI  BIATIOBIAHOTO pIiBHSA BHIIOI  OCBITH,
3arBepkeHnx [locranoBoro Kabinery MiHicTpiB
VYkpaiau Big 30 rpyaas 2015 p. Nel187 B umHHIN
penakiii.

BukopucraHHs Ccy4acHOT0 MaTepialbHO-TEXHIYHOTO
3a0e3MeUYeHHSs, a ceMe:

- HABYATHLHUN CHUTYalliifHM MEHTp 3 Kibepebesmeku
IC33I KIII im. Iropsa Cikopcrkoro;

- kablHeT TIpynM pearyBaHHS Ha  IHIMJICHTH
komm 'torepHoi Oe3mexku CSIRT-ED IC33I KIII im.
Irops Cikopcbkoro;

- KOMIT'IOTEpHI ~ Jlaboparopii 3
KOMII'FOTEpHIUMHU pOOOYNMHE MIiCIISIMHU;

BUMOI  IOJO

0o0JIaTHAaHUMH

- CIIemiaizoBaHi aymatopii 3 BiIOBITHAM
00J1aTHAHHSIM;

-meHTp  ¢I3WYHOTO  BUXOBaHHI Ta  CIOPTY
“ITomiTexHIK”;

- MyJIbTUMEITHE 00IaTHAHHS;

- Ta 1HIIE.

In accordance with the technological requirements
for the material and technical support of educational
activities of the relevant level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine of
December 30, 2015, No. 1187 in the current version.
Modern material and technical support is used, and
seme:

- educational situational center for cyber security of
ISCIP Igor Sikorsky Kyiv Polytechnic Institute;

- the office of the computer security incident response
group CSIRT-ED of ISCIP Igor Sikorsky Kyiv
Polytechnic Institute;

- computer laboratories with equipped computer
workplaces;

- specialized classrooms with appropriate equipment;

-the center of physical education and sports
“Polytechnic”;

- multimedia equipment;

- and other.

Inghopmayitine ma HasuanrbHo-memoouune 3abesneyents /
Information and methodical support of the educational process

KopucryBanns HaykoBo-TexHigHOIO 6i0J1i0TEKOIO Ta
iHmmMu iHpopmMartiitanmu pecypcamu KIII im. Irops
Cikopcbkoro, OiOMIOTEKOI HAaBYATBHOTO BiIJILTY
IC33I KIII im. Irops Cikopchkoro Ta CrelialbHOO
oi6miorexoro IC33I KIII im. Irops Cikopcbkoro.

Use of the Scientific and and other information
resources of Igor Sikorsky Kyiv Polytechnic Institute,
the library of the educational department of the ISCIP
Igor Sikorsky Kyiv Polytechnic Institute and the
special library of the ISCIP Igor Sikorsky Kyiv
Polytechnic Institute.
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9 — AkagemiuHa MoOiIBHICTB / Academic mobility

Hayionanvna xpeoumna mobinvnicme / National credit mobility

MOXIHBICTh YKIQJaHHA YrojJ Ipo aKaJIeMidyHy
MOOUIBHICTD He Tepe0ayueHa y 3B Ky 3 creiudikoro
MiATOTOBKH 3700yBayiB BUINOI OCBITH 3a JaHOHO
OCBITHBO-TIPO(ECIHHOIO TPOTPAMOIO.

The possibility of concluding agreements on
academic mobility is not provided for in connection
with the specifics of the training of applicants for
higher education under this educational and
professional program.

Misxcnapoona kpeoumna mooinvnicms / International credit mobility

MoXJIHBICTh  YKJIQMaHHS YTOI TPO aKaJaeMidHy
MOOLIBHICTD, PO TPUBAJL MIXHAPOJHI MPOEKTH, SIKi
nependavyaroTh BKJIIOYEHE HaBYaHHSA 3/100yBadiB
BUILIOT OCBITH (3a pilIeHHAM TonoBu
Jlepkcren3B’si3Ky).

Possibility of concluding academic mobility contracts
and long-term international partnerships that involve
embedded learning for higher education students (as
determined by the Head of the The State Service for
Special Communications and Information Protection
of Ukraine).

Haesuanus inozemuux 3006ysauie BO

/ Study of Foreign applicants of HE

Hapuanus iHO3eMHHX 3m100yBadiB BHWIOI OCBITH 3a
JaHOIO  OCBITHBO-TIPO(ECiHHOI0  Mporpamor0  He
niepeadadeHo.

This educational and professional program is not
open to international higher education students.
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2. IIEPEJIIK OCBITHIX KOMITIOHEHTIB / EDUCATIONAL COMPONENTS

dopma
Kpenuru .
Kon / o : €KTC/ | MAcyMoBOIO
Ocgitai komnorenty / Educational Components KOHTPOJIO /
Code ECTS .
. Final control
credits
measure form
O060B’3K0Bi (HOPMaTUBHI) KOMIIOHEHTH /
Required (standard) components of the EP
uka 3araabHoi niaroroBku / General training cycle
IaTenexTyanpHa BiacHiCTh Ta mareHTo3HaBCTBO / Intellectual . .
301 3 3aiik / credit
Property and Patent Law
Craymit inHOBaniiiHuii po3BuUTOK / Sustainable Innovative . .
302 H p 4 3anik / credit
Development
[IpakTuuHuil Kypc iHO3eMHOI MOBH JUIsl IJIOBOI KOMYHIKaIli / . .
303 pax yP AN MYHIKALL 3 3amik / credit
Foreign Language Course for Professional Communication
uxa npodeciitnoi mixroroBku / Professional training cycle
o1 ®iznune BuxoBaHHs / Physical Education 4 3anik / credit
Indopmariitni  TexHonorii B HAIlOHANBHIM  cHCTeMi
1o 2 kibepoOesneku / Information Technologies in the National Cyber 4 3anik / credit
Security System
10 3 OO0Opobnenns HaaBenukux wMacwBiB mannx / Processing of 4 eK3aMeH /
Extremely Large Data Sets examination
CyuacHi TexHoJjiorii nporpamysanss / Modern Programmin . .
o 4 Y . porpamy & & 4 3anik / credit
Technologies
Moperni, METOIM 1 TEXHOJIOTII 1HXeHepii 3HaHb Ta MAITUHHOTO
IO 5 HaByauHsa / Models, Methods and Technologies of knowledge 3 3aiik / credit
Engineering and Machine Learning
10 6 Posnoaineni oduucmoBanbHi cuctemu / Distributed Computing 4 eK3aMeH /
Systems examination
AZIMIHICTpYBaHHS Ta 3aXUCT CUCTEM YIPaBIiHHA 0a3aMH JaHUX
o 7 / Administration and Protection of Database Management 3 3aiik / credit
Systems
3ale3mevyeHHs SKOCTI Ta pPEBEPC-IHKUHIPUHT MPOrpaMHOTO
o 8 3abesrmeuenHs / Quality Assurance and Software Reverse 4 3ammik / credit
Engineering
3abe3nedeHHs SKOCTI Ta pPEBEPC-IKUHIPUHT TIPOTPAMHOTO
o9 3abesneuenHs. KypcoBa poGora / Quality Assurance and 1 3anik / credit
Software Reverse Engineering. Coursework
Buxonanus maricrepcbkoi muceprartii / Preparation of Master’s 3aXHUCT /
o 10 . 14
Thesis defense
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IIpaxTuku / Practices

O 11 | Kibepnasuanus / Cyberlearning 3 3anik / credit

I10 12 | BiiickkoBe craxxyBanns / Military Internship 9 3amik / credit

Bubipkosi komnonenTn / Elective components

Huka npodgeciiinoi mixroroBku / Professional training cycle

Bu6ipxosa quctmmutina 1 3 d-Karamory /

1B 1 Elective Subject 1 from P-Catalogue

5 3aiik / credit

Bubipkosa mucruriina 2 3 ®-Karanory / 5

1B 2 Elective Subject 2 from P-Catalogue

3aiik / credit

BubipkoBa guciumiina 3 3 @-Karanory /

1B 3 Elective Subject 3 from P-Catalogue

5 3aiik / credit

Bubipkosa nmucrumiina 4 3 ®-Karanory /

1B 4 Elective Subject 4 from P-Catalogue

4 3aiik / credit

Bubipxosa mquctnmutina 4 3 d-Karamory /

1B 5 Elective Subject 4 from P-Catalogue

4 3aiik / credit

3arajpHuN 00CSaT 000B’ I3KOBUX KOMIIOHEHTIB /

Total scope of the required components: 67

3arajabHUM 00CAr BUOIPKOBUX KOMIIOHEHTIB /

Total scope of the elective components: 23

OO6cAr OCBITHIX KOMIIOHEHTIB, 1110 3a0€3Me4yI0Th 3100y TTs
KoMmreTeHTHocTel Bu3HaueHux CBO /

Total scope of the educational components aimed at acquisition of
competencies specified in the Higher Education Standard

59

3ATAJIBHUM OBCSTI OCBITHBOI IPOI'PAMM /

TOTAL SCOPE OF THE EDUCATIONAL PROGRAMME 20
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3. CTPYKTYPHO-JOI'TYHA CXEMA OCBITHbBOI ITPOI'PAMM /
STRUCTURAL-AND-LOGICAL SCHEME of THE EDUCATIONAL

PROGRAMME
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4. DPOPMA ATECTAIII 31OBYBAYIB BUIIIOI OCBITH /
THE FORM OF ATTESTATION FOR DEGREE PURSUERS

AtecTariis 3100yBadiB BHUILOI OCBITH 3a OCBITHbO-TIpodeciiiHo mporpamoro “Komm rotepHi
CUCTEMH 1 TEXHOJIOTIi CHeiaJbHOro 3B’SI3Ky~ 3A1MCHIOEThCS y (opMi MyOJIYHOTO 3axHCTy
kBamiQikaiiHoi podoTH, 1O 3abe3redye OIIHIOBAHHS JOCSITHEHHS pe3y/ibTaTiB HaBUYaHHS,
BU3HAYEHUX OCBITHBOIO NMPOIPAMOI0 Ta 3aBEPILIYETHCA BHJAYEI0 JOKYMEHTa BCTAHOBIIEHOT'O 3pa3Ka
PO NPUCYIKEHHS IOMY CTYNEHsI MaricTpa 3 MPUCBOEHHSAM KBali(iKallii: MaricTp 3 KOMIT IOTEPHHUX
HayK, 32 OCBITHbO-TIpodeciiiHol0 nmporpamoro “Komm’roTepHi CUCTEMH 1 TEXHOJIOTIi CHeliaabHOTro
3B’SI3KY.

Kaanigikauiiina pobota Mae nepeadavyaTu po3B’si3aHHS CKJIaJHOT 3a/1a41 TOCIAHULIBKOT0 Ta/abo
IHHOBAIIIIIHOTO XapakTepy y cepl KOMII IOTEPHUX HAYK.

Kpamigikauiiina po6oTa He NOBMHHA MICTHUTH aKaJeMIYHOro IuiariaTy, ¢anbcudikarii,
(dhabpukarii.

Kaanigikauiiina po6ora Mae OyTu po3MilieHa Ha caiiTi abo y myOaidyHOMY peno3uTopii 3akiany
BHIIIOT OCBITH 200 MOTO CTPYKTYPHOTO MiIPO3ALTY.

OnpuntoiHeHHs KBai(ikaifHUX poOiT, 0 MICTATH iHPOPMaLi0 3 0OOMEKEHUM JOCTYIIOM,
CJIL I 31MCHIOBATH BIAIIOBIIHO O BUMOT 3aKOHOJAaBCTBA.

Assessment of higher education students for the educational and professional program
“Computer systems and special communications technologies” is carried out in the form of a public
defense of a qualification work, which ensures the assessment of the achievement of learning outcomes
defined by the educational program and ends with the issuance of a document of the established sample
on awarding him the degree of master with the qualification: master of computer science, according to
the educational and professional program “Computer systems and special communications
technologies”.

The qualification work should provide for solving a complex task of a research and/or innovative
nature in the field of computer science.

The qualification work should not contain academic plagiarism, falsification, fabrication.

The qualification work should be posted on the website or in the public repository of the higher
education institution or its structural unit.

The publication of qualification works containing information with restricted access should be
carried out in accordance with the requirements of the legislation.
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5. MATPUIIA BIITOBITHOCTI MTPOT' PAMHUX KOMIIETEHTHOCTEN
KOMIIOHEHTAM OCBITHBLOI ITIPOT'PAMM /
COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS
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6. MATPULA 3ABE3IIEYUEHHSA ITPOT'PAMHUX PE3YJIBTATIB
HABYAHHS BIIMOBITHUMU KOMIIOHEHTAMM OCBITHBOI
IMPOI'PAMUA / COMPLIANCE MATRIX OF PROGRAMME LEARNING
OUTCOMES WITH PROGRAMME COMPONENTS
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