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IIPEAMBYJIA / PREAMBLE
PO3POBJIEHO / DESIGNED:

Kepieuuk po6ouoi rpynu / Head of the project team:

Axosig leop bozoanosuu, xanouoam mexwiuHux Hayk, Ooyenm, Ooyewm Cneyianvroi
xagedpu Ne 5 Incmumymy cneyianvnozo 36 ‘a3ky ma saxucmy ingopmayii Hayionansnozo
mexniuno2o yHisepcumenty Yipainu “Kuigcokuii nonimexniunuil incmumym imeni leops
Cikopcorozo™ / Thor YAKOVIV, Candidate of Technical Sciences, Associate Professor,
Associate Professor at the Special Department No.5 Institute of Special Communication
and Information Protection of the National Technical University of Ukraine “Igor Sikorsky
Kyiv Polytechnic Institute”.

Ynenu poboygoi rpymnu / Project team members:

Cybau leop KOpiiiosuy, doxmop mexuiunux nayk, npogpecop, 3agidyeau Cneyiansroi
xagpeopu Ne 5 Incmumymy cheyianonozo 36 asxy ma 3axucmy ingopmayii Hayionarsnozo
mexuiuno20 ynieepcumemy Yipainu “Kuiecokuii nonimexniunuii incmumym imeni leops
Cixopcvrozo™ / Thor SUBACH, Doctor of Technical Sciences, Full Professor, Head of the
Department of the Special Department No.5 Institute of Special Communication and
Information Protection of the National Technical University of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”.

Muxumiox  Apmem  B’auecnasosuy, Ookmop inocogii, zacmynnux 3aeidyeaua
Chneyianenoi kagedpu Ne 5 Incmumymy cneyianonozo 36’a3ky ma 3axucmy iHgopmayii
Hayionanonozo mexmiunozo ynieepcumemy Ywpainu “Kuiscexuii nonimexuiunuii
incmumym imeni leopsa Cixopcorozo™ / Artem MYKYTIUK, Doctor of Philosophy, Deputy
Head of the Department of the Special Department No.5 Institute of Special Communication
and Information Protection of the National Technical University of Ukraine “Igor Sikorsky
Kyiv Polytechnic Institute”.

Jlanoe [mumpo Bonooumupoeuy, O0okmop mexuiuHux Hayx, npogecop, npogecop
Creyiansroi kageopu Ne 5 Tncmumymy cneyianvrozo 36’a3ky ma 3axucmy inghopmayii
Hayionanenozo mexniunoco  yuwieepcumemy Vipainu “Kuiscoxuii nonimexuiunuii
incmumym imeni leops Cikopcokoeo” / Dmytro LANDE, Doctor of Technical Sciences, Full
Professor, Professor at the Special Department of No.5 Institute of Special Communication
and Information Protection of the National Technical University of Ukraine “Igor Sikorsky
Kyiv Polytechnic Institute”.

Kunin Apmem Bikmopoeuu, Kanouoam mexuiuHux Hayx, 00yenm, HauyanoHux 5 YNpasIiHHs
Hepacasnozo yenmpy xibepsaxucmy [epowcasmoi cyxcbu cneyianbhnozo 36°A3Ky ma
saxucmy Ypainu / Avtem ZHYLIN, Candidate of Technical Sciences, Associate Professor,
Head of the 5th Unit, The State Cyber Protection Center of the State Service of Special
Communications and Information Protection of Ukraine.
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Tloniwyyx  Bikmopia Pomaniena, kypcanm mazicmepcokozo Kypcy (cneyianenicme
122 Komn'tomephi nayxku) Incmumymy cneyianenozo 36’a3ky ma 3axucmy ingopmayii
Hayionanenozo mexniunozo yuigepcumemy Vipainu “Kuigcokuii  nonimexuiunuii
incmumym imeni leops Cixopcexozo” / Viktoriia POLISHCHUK, master degree cadet
(Speciality: 122 Computer sciences) Institute of Special Communication and Information
Protection of the National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic
Institute”.

HOT'OJI’)KEHO / AGREED:

HaykoBo-mMeTonuuHa KoMicist yHiBepcuTeTy 3i cnenianbnocti F3 Komm’rotepri Hayku /
Commission of the University on speciality F3 Computer sciences (mporokon / minutes of
meeting Ne 3 /Bin/ dated <5 /25 207%)

Tonosa HMKY-F3 (ans IC33I) / Head of the SMCU-F3 (for the ISCIP)

. Irop CYBAY / Thor SUBACH

Meroandna pana KIII iM. Irops Cikopcskoro / The Methodological Council of Igor
Sikorsky Kyiv Polytechnic Institute (mporokon / minutes of meeting Ne % Bin / dated
of &5 20.49)

l'onoa Meroamanoi pamu / Head of the Methodological Council

Terana XEJIICKOBA / Tetiana ZHELIASKOVA

BPAXOBAHO / CONSIDERED:

1. Meromuyni  pekoMeHnauii cexktopy BHmOl ocBiTH HaykoBo-meTomuuHOi pam
Minicrepcta ocBith i Hayku Vkpainm (mpotoxox Ne 7 Bin 06 motoro 2020 p.)
https://mon.gov.ua/ua/osvita/visha-osvita/naukovo-metodichna-rada-ministerstva-osviti-
inauki-ukrayini/metodichni-recomendaciyi-vo / Methodological Recommendations of the
Higher Education Sector of the Scientific and Methodological Council of the Ministry of
Education and Science of Ukraine (protocol No. 7 of February 06, 2020)
https://mon.gov.ua/ua/osvita/visha-osvita/naukovo-metodichna-rada-ministerstva-osviti-i-
nauki-ukrayini/metodichni-rekomendaciyi-vo.

2. Cranpapt BHIIOi OCBiTH 3i chemianbHOCTi 122 KOMITIOTEpHI Hayku s APYroro
(MaricTepcekoro) pisHsg Bumoi ocBit https:/mon.gov.ua/storage/app/media/vishcha-
osvita/zatverdzeni%20standarty/2022/04/28/122-Kompyuterni.nauky-mahistr.393-
28.04.22.pdf / Standard of higher education of Ukraine of the second (master’s) level in
specialty 122 "Computer Science” https://mon.gov.ua/storage/app/media/vishcha-
osvita/zatverdzeni%?20standarty/2022/04/28/ 122-Kompyuterni.nauky-mahistr.393-
28.04.22.pdf.

3. HauionaneHy pamky kBamidikaniii (ITocranoBa Kabinery MinicTpiB Ykpaiuu Bin 25
uepBHs 2020 Ne 519) / The National Qualifications Framework (Resolution of the Cabinet
of Ministers of Ukraine of June 25, 2020 No. 519).

4. Tlomoxennst  mpo  oceithi  nporpamu  KIII  im.  Irops  Cikopcskoro
https://osvita.kpi.ua/node/137 / Regulations on Educational Programs at Igor Sikorsky
Kyiv Polytechnic Institute https://osvita.kpi.ua/node/137
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5. Haka3 Anminictpanii JlepixaBHoi cITy:x01 CriemiansHOro 38’ 3Ky Ta 3aXucTy indopmarii
Yxpainn Bix 19 cepnus 2021 poxy Ne 507 “Tactpykuis mpo mopsiiox opramizarii
NPOBEICHHS NPAKTHYHOI Ta BiHCBKOBO-NIpodeciiHol miAroToOBKH 3100yBadiB BUILOT OCBITH
B 3aKJali OcBiTH JlepkaBHOi CIyXOM CIHENianbHOrO 3B’SI3Ky Ta 3aXMCTy iH(opMarii
Ykpaiun” / Order of the Administration of the State Service for Special Communications
and Information Protection of Ukraine of August 19, 2021, No. 507 “Instruction on the
procedure for organizing practical and military professional training of higher education
students in an educational institution of the State Service for Special Communications and
Information Protection of Ukraine”.

6. 3ayBakeHHsI | IpoONo3uii cTelKkxonaepis — Anminicrpauii Jeprcnenss’s3Ky Ta iHIuX
CHJIOBHX BI/IOMCTB CeKTOpy Oe3meku i 060ponn Ykpainu. / Comments and suggestions from
stakeholders — the Administration the State Service for Special Communications and
Information Protection of Ukraine and other security and defense agencies of Ukraine.

7. Ilpomo3uiii Bin Kypcantis BumyckHux kypcie IC33I KIII im. Irops Cixopcbkoro. /
Suggestions from the graduate cadets ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.
OcgitHIO nporpamy 06roBOpEHO MiCiis HAAXOMKEHHS BCiX MOGAkaHb Ta TPOIO3HMLIMN i
yXBajieHO Ha 3acinanHi Creuianbnoi kapeapu Ne 5 IC33I KIII iM. Irops Cikopchbkoro
npotokon / The educational program was discussed after receiving all the wishes and
suggestions and approved at the meeting of the Special Department No. 5 of the ISCIP Igor
Sikorsky Kyiv Polytechnic Institute (mporokon / minutes of meeting Ne o Bin / dated
05.05. 2025)

EBOJIIOLISI OCBITHBOI TPOTPAMH / EVOLUTION OF THE
EDUCATIONAL PROGRAMME:

Towunarouu 3 2016 poxy na 6asi Incmumymy cneyianonozo 36’s3Ky ma 3axucniy
ingopmayii  Hayionanenoco  mexniunozo  yuisepcumemy  Vipainu — “Kuiscexuii
nonimexnivHui incmumym imeni leopa Cikopcekozo” 30iticHioemocs nidzomoska axisyie
3a ocgimuvo-npogpeciiinoro npoepamoio (OIII) “Komn'tomepni cucmemu i mexnonozii
cneyianbHo2o 36°a3ky” Opyeoeo (mazicmepcbkozo) pisHs euwyoi oceinu. Jlo po3pobnents
OIII bynu sanyueni nposioni naykoeo-nedazoziuni npayienuxu Cneyiansnoi kagedpu Ne 5,
3000y6aui euwoi ocgimu, npedcmaeHuku Aominicmpayii [lepoiccneyse’szky ma inwiux
cunosux gioomcme cekmopy besnexu i 06oponu Yxpainu.

3a nepiod peanizayii OIIIl 6id6ynuce npoyedypu ii oHOBIeHHS, no6’a3aHi 3
6PaxyeaHHaAM. meHOenyill po3sumky Jlepiccneyss’izKy, K 20108HO20 3AMOSHUKA
sunycxknuxie 3a danoto OIIlI; eumoz “Incmpyxyii npo nopsdox opeanizayii npoeedenns
NPaKmMu4HOi ma 6iticbko60-npoeciiinoi nidcomosxu 3006yeayie euwyoi oceimu 6 3axnadi
ocgimu [lepowcasHoi cryscbu cneyianenoeo 36’s3Ky ma saxucmy ingopmayii Vpainu”,
3ameepodicenoi Hakazom Aominicmpayii [lepaccneyse a3ky 6io 19 cepnns 2021 poxy Ne 507;
eumoz Cmanoapmy euwyoi ocsimu 3i cneyianenocmi 122 Komn tomepri nayku ona opyeo2o
(mazicmepcobkoeo) pisHa 6uwjoi 0ceimu, 3ameepoiCceH020 HAKAZOM Minicmepcmea ocgimu i
nayku Ykpainu 6io 28 keimns 2022 poxy Ne 393 nponosuyiii cmeiixxondepie ma sunyckuuxie
Incmumymy,;  npoeedenozo ananisy 3ayeadicen» ma pexomendayiii, wo 6y Hadawi
eKCHepmHOIO 2PYNO0 Ma 2any3e60i0 eKCNEPHIHOIO PAOoio.



5122

Ilpu onoenenni OIIIl 6ynu eneceni sminu 3 epaxysannam Ilocmanoeu Kabinemy
Minicmpie Vpainu €io 30 cepnua 2024 Ne 1021 “ITpo enecenns 3min 0o nepenixy 2anyseii
SHAHb | CheyianbHOCMeEN, 3a AKuMU 30IICHIOEMbCA NI020Mo6Ka 3000yeauis euwyoi ma gaxoseoi
nepeosuwoi oceimu”’.

Since 2016, the Institute of Special Communication and Information Protection of the
National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute” has been
training specialists in the educational and professional program (EPP) “Computer systems
and special communications technologies” of the second (master’s) level of higher education.

Leading scientific and pedagogical workers of Special Department No. 5, higher
education students, representatives of the State Special Communication Service Administration
the State Service of Special Communications and Information Protection of Ukraine and other
law enforcement agencies of the security and defense sector of Ukraine were involved in the
development of the EPP.

During the implementation period of the EPP, its update procedures were carried out,
associated with taking into account:development trends of the State Special Communication
Service, as the main customer of graduates of this EPP; requirements of the “Instructions on
the procedure for organizing the conduct of practical and military-professional training of
higher education students in an educational institution of the State Service of Special
Communication and Information Protection of Ukraine”, approved by order of the
Administration of the State Service of Special Communication and Information Protection of
Ukraine dated August 19, 2021 No. 507, requirements of the Standard of Higher Education in
the specialty 122 Computer Science for the second (master’s) level of higher education,
approved by order of the Ministry of Education and Science of Ukraine dated April 28, 2022
No. 393; proposals of stakeholders and graduates of the Institute; the analysis of comments
and recommendations provided by the expert group and the industry expert council.

During the update of the EPP, changes were made taking into account the Resolution of
the Cabinet of Ministers of Ukraine dated August 30, 2024, No. 1021 “On Amendments to the
List of Fields of Knowledge and Specialties for which Higher and Professional Pre-Higher
Education Seekers are Trained.”
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1. MIPO®LJIb OCBITHBOI ITPOI'PAMH / EDUCATIONAL PROGRAMME

PROFILE

1 - 3aransna indopmanisi / General information

IToBna Ha3zsa 3BO Ta
HaBYaIbHOTO MipO3/iTy /
Full name of HE
mnstitution and
faculty/institute

HanjoHa/bHYI TeXHIYHMIA YHIBEPCHTET
YkpainH “KHiBCbKHii MO TeXHIYHIH
IHCTHTYTY iMeHi Irops Cikopcekoro”
IHCTHTYT criemiabHOTO 3B’ A3KY Ta
3axHCTy iHdopMail

National Technical University of
Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute” Institute of Special
Communication and Information
Protection

CTymiHb BHILIOI OCBITH Ta
Ha3Ba KBanmidikarii /

CryniHb BHIIOT OCBITH — MaricTp
OcsiTHs kBaridikaris — MaricTp 3

Higher education degree — Master’s
Qualification title — Master’s degree in

Higher education degree | KOMIIOTepHHX HayK computer sciences
and qualification title
Ipodeciiina kBanipikanis | Ilpucsoenns npodeciiitoi kBanipikauii | Awarding of a professional qualification

(3a HasBHOCTI) /
Professional qualification

He repebadeHo

1s not foreseen

Odiniitna Hazsa OI1/ KoMir'roTepHi cHCTeMH i TeXHOJIOrii Computer systems and special
Educational programme CTIETaJIbHOTO 3B S3KY communications technologies

official title

Ty gumomy Ta o6csr JlHIioM Maricrpa, ofuHuYHHIH, 90 Master’s Degree, single, 90 credits,
OI1/ Diploma type and KPE/IMTIB, TEpMiH MiroToBkyu 1 pokn 4 | duration 1 year 4 months

EP scope MiCSILIB

Indopmaris npo CeprH(ikaT npo aKpeauTalio Certificate of accreditation of the EP
aKpeauTariio / OCBITHBOI POTPaMH BHIAHHI issued on June 21, 2025, Ne 15025, valid

Accreditation information
of EP

21.06.2025 p., Ne 15025, nilicuuit 1o
01.07.2030 p.

until July 1, 2030

Ik, piers BO /
Education cycle, level of

HE

HPK VYkpaiuu — 7 piBeHb,
QF-EHEA — npyruii uuko,
EQF-LLL — 7 piBeHs

NQF Ukraine-— level 7,
QF-EHEA - second cycle,
EQF-LLL —level 7

Ilepexymoru / Jo IHcTHTYTY npHiiMaloThes: The following are admitted to the
Prerequisites - KypcaHTH IHCTUTYTY, sKi 37100y/mH Institute:
BHIIIY OCBITY CTyHeHs OakanaBpa; - cadets of the Institute who obtained a
- IMBLIBHI 0co6H BikoM 110 30 pokiB, bachelor’s degree;
AKi MAIOTh BHILY OCBITY CTYIIEHS - civilians under the age of 30 who have
6akanaepa, BifiOpaHi Ta BHBYEHI a bachelor’s degree, selected and studied
mipo3iiamMu Jlepixcner3s’ s3ky abo by units of the State Service of Special
sKi 6e3mocepeHbO 3BEPHYIIHCH 3 Communications and Information
3asBOJO JI0 Ha4yallbHHUKa IHCTUTYTY. Protection of Ukraine or who directly
applied to the head of the Institute.
@opma 3100y TTs ocBiTH / | IHCTHTYIIIHHA — OYHa (eHHa) Institutional — full-time (day)

Forms of Education

Moga(H) BHKIagaHHS /

Language (s) of
instruction

YxpaiHcbka

Ukrainian
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Inreprer-anpeca
po3mimenns OIT/ URL of
the educational program

https://osvita.kpiua/F3_OPPM KSTSZ

https://iszzikpi.ua/skS/master.html#opp

2 — Mera ocsiTboi nporpamu / Educational programme purpose

Meroro OCBITHBO-NIpoeciiHol nporpaMu
“KoMIm’'IoTepHI CHCTEMH 1 TEXHOJOTii CleNialbHOro
3B’A3Ky” € IATOTOBKAa  BHCOKOKBaJTi(hiKOBaHMX
daxiBuip y ramysi iHpOpMauifiHMX TeXHOJNOriH,
31aTHUX PO3B’A3YBaTH CKJIAHI 3a1a4i JOCIiTHUIEKOTO
Ta/abo  iHHOBaliifHOro Xxapaktepy 3 nOGYIOBH
KOMIT'IOTEPHHX, 1H(QOpMaliliHO-KOMYHIKalifiHUX Ta
iHpopMaNiiHO-yNIPABIAIOYMX CHCTEM 1 Mepex s
notpe®  JIepHKCIEU3B's3Ky 3 BHKOPHCTaHHAM:
TEXHOJIOTIH ~ MaTeMaTHYHOIO Ta KOMII'HOTEPHOIO
MOJIENIOBaHHs; Cy4acHHX TEXHOJOTiil nporpamyBaHHs;
MeTofIiB 360py, aHAN3y Ta KOHCONiallii po3no/IiIeHoT
iHpopmarii; TeXHONOriii Ta METOIiB MPOEKTYBaHHS,
po3pobneHHs Ta 3ale3NedeHHs SKOCTI CKIIAZOBHX
inopManiffHIX TeXHOJIOriH; TexHooriil Bizyamizamii
JaHMX; TEeXHONOTiH iHkeHepii 3maHp, CASE-
TEXHOJIOT1H MOJle/IIOBaHHA Ta NpoeKTyBanHs IT.

Mera ocBiTHbO-TipodeciiiHol mporpamMu  Bifinosijae
ctparerii po3Butky KIII im. Irops Cikopchkoro Ha
2020-2025 poxu mono (GOpMyBaHHS CyCIiNLCTBA
MaiOyTHBOTO Ha 3aca/iaX KOHLIETIL] CTAJOr0 PO3BHTKY
Ta (yHJaMeHTaNi3amil MAroTOBKH (haxiBiiB.

The purpose of the educational and professional
program “Computer systems and special
communications technologies” is to train highly
qualified specialists in the field of information
technologies, capable of solving complex tasks of
a research and/or innovative nature in the
construction of computer, information and
communication and information- control systems
and networks for the needs of the State Service of
Special Communications and Information
Protection of Ukraine using: mathematical and
computer modeling technologies; modem
programming technologies; methods of collecting,
analyzing and  consolidating  distributed
information; technologies and methods of design,
development and quality assurance of information
technology components; data visualization
technologies; knowledge engineering
technologies, CASE modeling and IT design
technologies.

The purpose of the educational and professional
program corresponds to the development strategy
of Igor Sikorsky Kyiv Polytechnic Institute for
2020-2025 regarding the formation of future
society based on the concept of sustainable
development and fundamentalization of specialist
training.
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3 — Xapakrepucruka ociTaboi nporpamu / Educational programme characteristics

IIpeomemna obnacme / Subject area

O6’exm(u) eueuenns ma/ado OisabHOCMI: TIpOLECH
360py, mpe/cTaBleH s, 06pobku, 36epiranus, nepenadi
Ta JOCTymny 10 iHpopMaLlii B KOMIT FOTEPHHX CHCTEMaX.
L]ini naéuanus: HabyTTA 30aTHOCTI PO3B’A3yBaTH 3a/1ayi
AOCIIHMLBKOTO Ta/ab0 iHHOBAWIHHOTO XapakTepy y
cdepi KOMI IOTEpHHX HaYK.

Teopemuynuii 3micm npeomemnoi o6aacmi: cydacHi
MOJieni, METOH, aIrOPHTMH, TeXHOJIOrii, MpOlEeCH Ta
crocobM  OTpHMaHHS, HOpejCTaBlIeHHs, O06poOKH,
aHanisy, nepenayi, 30epiranHs faHux B indopMariitaux
Ta KOMIT'IOTEPHHUX CHCTeMaXx.

Memoou, memoduxu ma mexnonoeil: MeTomgM Ta
ITOPHTMH PO3B’A3aHHS TEOPETHYHUX 1 NPHKIAJHHMX
3a/1a4 KOMIT FOTEPHHX HayK; MaTeMaTHYHE i KOMIT IOTEpHE
MOJICTIOBaHHSA, CydacHi TEXHOJOTii IpOrpamyBaHHs;
MeTo/M 300py, aHalizy Ta KOHCOJIAl{i pO3MoiiIeHoi
inpopmalii; TEXHONOTii Ta METOAM NpPOEKTyBaHHS,
po3pobneHHs Ta 3abe3leyeHHA AKOCTI  CKIAJOBHX
IHQOPMANiHUX ~TeXHOMOTiH, METOIM KOMII'IOTEpHOI
rpaikd Ta TeXHOJOril Bidyami3allii JaHHX; TEXHONOTil
imkenepii 3HaHb, CASE-TexHonorii MoJemoBaHHA Ta
npoektyBanHs IT.

Incmpymenmu ~ ma  oOnaouanus: PO3IOAILIEH]
O0YHCIOBATBHI  CHCTEMM; KOMITIOTEPHI  Mepe:i;
MOOLUIbHI Ta XMapHi TEXHONOTii, CHCTEMH YTpaBJiHHA
OasaMu JaHMX, ollepalliifHi cHcTeMH, 3ac00H po3pobieHHs
iH(popMaIIHHMX CHCTEM i TeXHOJIOT L.

Object(s) of study and/or activity: processes of
collecting, presenting, processing, storing,
transmitting and accessing information in
computer systems.

Learning objectives: acquiring the ability to solve
research and/or innovation problems in the field of
computer science.

Theoretical content of the subject area: modern
models, methods, algorithms, technologies,
processes and methods of obtaining, representing,
processing, analyzing, transmitting, storing data in
information and computer systems.

Methods, techniques, technologies: methods and
algorithms for solving theoretical and applied
problems of computer science; mathematical and
computer modeling, modem programming
technologies; methods of collecting, analyzing and
consolidating distributed information;
technologies and methods of designing, developing
and ensuring the quality of information technology
components, computer graphics methods and data
visualization technologies; knowledge engineering
technologies, CASE technologies for modeling and
designing IT.

Tools and equipment: distributed computing
systems; computer networks; mobile and cloud
technologies, database management systems,
operating systems, information systems and
technology development tools.

Opienmayis oceimnvoi

npozpamu / Scope

OcgiTHBO-TIpo(eciiina

Educational and professional

Ocnosnuii oxyc ocgimuwoi

npozpamu / Main focus

IIporpama CIIpSIMOBaHa Ha (dopMyBaHHS
KOMIMETeHTHOCTeH 3700yBawis BHI[OT OCRITH, IO
poOIATh MOMUIMBHM iX BceOiunmil mnpodeciitnmii,
IHTeNeKTyalbHHH Ta COLIaJBHHI PO3BHTOK y raiysi
1H(opMaIHHHX TEXHOJIOTIH.

IIporpama 3a6e3neuye HaOyTTs OCBITHBOI KBamidhikarii
JJIsI BAKOHAHHS npodeciifHol TiSIbHOCTI, OB’ A3aHO1 3
o0y noBoo KOMIT'IOTepHHX, iHpopManiiiHo-
KOMYHiKallifHUX Ta  iHpopMaliiiHo-ynpaBIfognx
cHCTeMa i Mepexka i notpel [lepikcenenss’ a3Ky.
OcHoBHH# hOKyC OCBITHROT MPOrpaMH HamNpaBieHHii Ha
TIOEHAHHS KJIACHYHOI OCBITHBOI YHiBEpPCHTETCHKOT
OporpamMM  HaBYaHHA 3  BHMOTAaMH  TOJIOBHOTO
CTEHKXONJepa, INO [O3BOJSIE BHIYCKHMKaM MaTH

The program is aimed at forming the competencies
of higher education students, which make possible
their comprehensive professional, intellectual and
social development in the field of information
technologies.

The program ensures the acquisition of educational
qualifications for the performance of professional
activities related to the construction of computer,
information-communication and  information-
management systems and networks for the needs of]
the State Service of Special Communications and
Information Protection of Ukraine.

The main focus of the educational program is on
combining the classical educational university
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(axosi komnerenuii, 3aTpeGyBani B [lepiKcnenss’ssky
Ta cy4acHHUM puHKoM IT.

3n06yBaui BUIOT OCBITH MalOTh MOKIIUBICTh OTPUMATH
3HaHHA 3 IHIKX ramysell HayKH, HeoOXiTHHMX y Pi3HHX
chepax moncekoi MISTBHOCTI, 3aBJSKH MOMIHMBOCTI

¢opmyBaHHs THy4koi IHIHMBIZyambHOI TpaekTopii
HaBYaHHS.

Kniowosi cnosa:

CydacHi TeXHOJOrii MNporpaMyBaHHs, METOAM Ta
TEXHONOTIi MAIIHHHOTO HAaBYaHHS, MOJEIIOBAHHA
CHCTEM, BHCOKOTIPOYKTHBHI po3noineHi
004HCITIOBaNIbHI CHCTEMH, aAMIHICTPYBaHHS Ta 3aXHCT
CHCTEM ynpaBliHHA O0a3amMu gaHux, 3a6e3medyeHHs
SKOCTI Ta peBepC-1HKHHIPHHT TIPOTPaMHOTO
3abe3neueHHs, OOpOONEHHS HAJBENWKHX MAacHBIB

naHux, IT-ayaur.

program with the requirements of the main
stakeholder, which allows graduates to have
professional competencies in demand in the State
Service of Special Communications and
Information Protection of Ukraine and the modern
IT market.

Students of higher education have the opportunity
to acquire knowledge from other fields of science,
necessary in various spheres of human activity,
thanks to the possibility of forming a flexible
individual learning trajectory.

Keywords:

modern programming technologies, methods and
technologies of machine learning, system modeling,
high-performance distributed computing systems,
administration and protection of database
management systems, quality assurance and reverse
engineering of software, processing of extremely
large data sets, IT audit.

Ocobausocmi oceimuuoi

npozpamu / Features

Ilingroroska daxiBiiB 3AIHCHIOETBCS Y CTATYCl KypCaHTa.
3anydeHHs 10 BHKJIAJaHHS HAaBYAIBHHX JHCLHILIIH
¢axiBUiB 3 iHIMX 3aKJafiB BULIOI OCBIiTH, HAYKOBHX
ycTaHoB Ta JlepiKcrelss 13Ky .
MoxJHBiCTE  BHUKIAJaHHS OKpEMHX
KOMIIOHEHTIB aHIJIIHCHKOI0 MOBOIO.
IIpakTHkH MpOBOAATHCSA BiAMOBIAHO A0 “IHCTPYKILis PO
NOpSANIOK  OpraHizanii TNpoOBeNEHHs MPaKTHYHOI Ta
BilicbKOBO-TIpodeciiiHol miAroToBKH 3106yBayiB BHIIOT
OCBiTM B 3aKknajgi ocBiTH JlepxaBHoi  ciyk6H
CIIEIIaIbHOTO 3B’ A3KY Ta 3aXHCTy iHpopManii Ykpainu”,
3aTBep/DKEHOI HakazoM AJMiHicTpauii [lepikaBHOI]
Cyx0H cremialbHOro 3B’sI3Ky Ta 3axXHCTy iHpopManii
Vkpainu Big 19 cepmHa 2021 poky Ne 507 Taw
CKJIQJIA€ThCA 3:
- KiGepHaBYaHHA B NEPIIOMY Ta TPETLOMY CEMECTPI, SKi
IIPOBOJAHMTECS Ha wargopmi HapyansHoTO
cHTyalliifHoro neHTpy kibepbesnmexn IC331 KIII im.
Irops CikopcbKoro;

- KiDepHaB4YaHHA B IPYTOMY CEMECTpi AKi NPOBOAATHCS
Ha nnardopmi TperinroBoro uenrpy KiGepuentpy
UA30;

- BIiCbKOBE CTaXXyBaHHSl B TPETHOMY CEMECTpi, SIKE
TPOBOIMTECA B miposginax JlepKcrenss’ssky Tal
BKJIOYae ONpalloBaHHA Ta aHali3 HeoOXiZHOro
marepiaqy Ui HanMCcaHHA KBanmidikauiiinoi po6oTtw,
NpOBENEHHS BIANOBITHUX KCIIEPHMEHTIB 1 JOCIIiIKEHb.

OCBITHIX

Training of specialists is carried out in the status of]
a cadet. Involvement of specialists from other
institutions of higher education, scientific
institutions and the State Service of Special
Communications and Information Protection of]
Ukraine in the teaching of academic disciplines.
The possibility of teaching individual educational
components in English.

Practices are conducted in accordance with the
“Instructions on the procedure for organizing
practical and military-professional training of]
higher education applicants in the educational
institution of the State Service of Special
Communications and Information Protection of]
Ukraine”, approved by the order of the
Administration of the State Service of Special
Communications and Information Protection of]
Ukraine dated August 19 No. 507 of 2021 and
consists of:

- cyber training in the first and third semesters,
which are held on the platform of the Cyber Security
Training Situational Center of the ISCIP of Igor
Sikorsky Kyiv Polytechnic Institute;

- cyber training in the second semester, which are
held on the platform of the Training Center of the
UA30 Cyber Center;

- military internship in the third semester, which is
held in the units of the State Service of Special
Communications and Information Protection of]
Ukraine and includes the processing and analysis of]
the necessary material for writing a qualification
work, conducting appropriate experiments and
research.
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4 — IIpuaaTHIiCTL BHIYCKHHKIB 10 NPANEBIAMTYBAHAS T NOJAILIION0 HABYAHHS /
Eligibility of graduates for employment and further study

IIpuoammuicme 0o npayesnawmysanns / Eligibility for employment

[podeciiina aisnbHICTL K mpodecionana 3 po3pobku
MareMaTHyHoro, iHdopMaliiHOro Ta MPOrpPaMHOIO
3a0e3neyeHHs KOMI'IOTEPHMX CHCTEM, Vy  ramysi
iHpopMalifHUX TEXHONOTIH, a TakoX aaMiHicTpaTopa
0a3 faHMX 1 cHCTEM.

BHUIyCKHUKH  MOXYTh  IPAllOBaTH 332  TaKHMH
npodecismu 3rinHo 3 HamioHanbHuM kiacugikatopom
npodeciit JIK 003:2010, nanpuknaz:
2131.1 HaykoBuii  cmiBpoGiTHHK
CHCTEMH)

2131.2 AaminictpaTtop 6a3u naHHX
2131.2 AHamiTHK 3 KOMIT'IOTEPHHX KOMYHIKaIlii
2131.2 AHaniTHK KOMIT'FOTEPHHUX CHCTEM
2131.2 Ananitik  omnepaniiinoro Ta
nporpaMHoro 3abe3nedeHHs

2131.2 InkeHep 3 aBTOMAaTH30BaHHX CHCTEM KepyBaHHS
BHPOOHHITBOM

2131.2 TmxeHep 3 KOMIT'IOTEpPHHUX CHCTEM

(oOuMcMIOBaNBHI

NPHKIAHOTO

2131.2 Tmxenep 3  mporpamHoro  3abe3neveHHs
KOMII'IOTepiB
3aMOBHHUKOM ¢axisuis 3 CHELiaIbHOCT]

F3 Komn’rotepHi Hayku BHcTynae [lepxaBHa ciyx6a

CIEIiaNbHOrO 3B’ 43Ky Ta 3aXHCTY iHdopMallii YkpaiHu.

Professional activity as a professional in the
development of mathematical, information and
software of computer systems, in the field of]
information technology, as well as database and
system administrator.

Graduates can work in the following professions
according to the National Classification of]
Occupations DK 003:2010, for example

2131.1 Researcher (computer systems)

2131.2 Database administrator

2131.2 Computer communications analyst

2131.2 Computer systems analyst

2131.2 Analyst of operating and application
software

2131.2 Engineer of automated production control
systems

2131.2 Computer systems engineer

2131.2 Computer software engineer

The State Service for Special Communications and
Information Protection of Ukraine acts as the
customer of specialists in the specialty F3 Computer
Sciences.

Iooanvwe naguanns / Further study

3100yTTa OCBITH 3a OCBITHBOK NpPOrPamMOI0 TPETHOTO
(OCBITHBO-HAYKOBOI'0) PiBHS BHILIOT OCBITH Ta 3106y TTH
J0/IaTKOBHMX KBai(ikalliii B CHCTEMI OCBITH JOPOCIHX.

Obtaining education under the educational program
of the third (educational and scientific) level of]
higher education and obtaining additional
qualifications in the adult education system.

S — Buknananns ta oninioBannsi / Teaching and assessment

Buxnaoanus ma nasuanns / Teaching and studying

Jlekuii, npakTM4HI Ta  CeMIHapChKi  3aHATTH,
KOMIT'IOTEPHI ~ NPakTHMKyMH;  KypcoBa  poGoTa;
caMocTifiHa po6oTa 3 MOMUIMBICTIO KOHCYJIbTAallifi 3
BHKJIQa4€M; TEXHOJIOTIA  3MIMIaHOTO  HaBYaHHS,
NPaKTHKM Ta €KCKypcil, BHMKOHAaHHS MaricTepchbKoi
Jycepranii.

Lectures, practical and seminar classes, laboratory
work and computer workshops; term paper;
independent work with the possibility of
consultations with the teacher; blended learning
technology, practices and excursions; master’s
thesis.

Oyintosanns / Assessment

[ToTouyHHMii KOHTpOJIB y BHUIIAAI TaGOpaTOPHHX 3BITIB,
KOHTPOJIbHUX POOIT, CeMeCTPORHil KOHTPOJIb y BUIIIAI
3a0iKiB Ta THMCBMOBHX 1 YCHHX €K3aMeHiB, 3aXHCT
kBajidikaniinoi po6OTH NPOBagATHCA BIANOBIAHO [0

Current control in the form of laboratory reports,
tests, semester control in the form of tests and
written and oral examinations, defense of]
qualification work are carried out in accordance
with the Regulations on the system of evaluation of]
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[lonoxeHHs TNIPO CHCTeMY OLIHIOBaHHS pPe3YIbTATiB
nas4anHs B KI1I iM. Irops Cixopceskoro.

learning  outcomes
Polytechnic Institute.

in Igor Sikorsky Kyiv

6 — IIporpamui koMnerenTHocti / Programme competencies

Inmezpanvna komnemenmuicme / Integral competence

31aTHICTh PO3B’A3YBaTH 3a[adi JOCHiIHHIBKOTO Ta/abo
IHHOBaIliHOTO XapakTepy y chepi KOMIT'IOTEPHUX HAYK.

Ability to solve research and/or innovation
problems in the field of computer science.

3azansni komnemenmuocmi (3K) / General competencies

3K 1 31arHicTs 10 aGCTPaKTHOTO MUCIIEHHS, aHANTI3Y Ta
CHHTE3Y.

Ability to think abstractly, analyze and synthesize.

3K 2 31aTHIiCTh 3aCTOCOBYBATH 3HAHHS Y NPaKTHYHHX
CHTYaLlisX.

Ability to apply knowledge in practical situations.

3K 3 3paTHICTE CHINKYBaTHCA JEpiKaBHOK MOBOIO SK
YCHO, TaK i MHCEMOBO.

Ability to communicate in the state language both
orally and in writing.

3K 4 3garHicTh CHUIKYBAaTHCS iIHO3EMHOK MOBOIO.

Ability to communicate in a foreign language.

3K 5 3parHicTe BUMTHCA ¥ OBOJIONIBaTH Cy4acHHMHM
SHAHHAMH.

Ability to learn and master modern knowledge.

3K 6 3natHicTh 6yTH KPHTHIHHM I CAMOKPHTHYHHM.

Ability to be critical and self-critical.

3K 7 3natHicTs reHepyBaTH HOBI ifiel (KpEeaTHBHICTB).

Ability to generate new ideas (creativity).

Daxoei komnemernmuocmi (PK )

/ Professional competencies

DK 1 VYcBigoMieHHS
KOMII'FOTCPHHX HayK.

TCOPETHYHHX 3acajg

Understanding the theoretical foundations of
computer science.

@K 2 3natHicTe (QopMali3yBaTH mpeaMeTHY 06IIacTeh
NEBHOI0  MpPOEKTYy Yy  BHMNILI  BiATOBigHOI
iHdopMaLiiHoi Mofei.

Ability to formalize the subject area of a particular
project in the form of an appropriate digital model.

®K 3 3partHicTb BHKOPHCTOBYBaTH MareMaTHYHI
METOJHM JUid aHamizy (QopMmanizoBaHux Mojeneil
npeaMerHol obacri.

Ability to use mathematical methods to analyze
formalized models of the subject area.

@K 4 3natHicTh 30HMpaTH i aHAII3yBaTH JaHi (BKJIIOYHO
3 BEJMKMMH), Ui 3a0e3l€4eHHA SAKOCTI MPHUHHATTS
NIPOEKTHHX PILIEHB.

Ability to collect and analyze data (including big
data) to ensure the quality of project decision-
making.

@K S 31aTHicTh po3po6IATH, OMHCYBATH, aHANI3YBaTH
Ta ONTHUMI3YBaTH apXiTeKTypHi pillieHHA
iHpOpMaliHHNX Ta KOMI'IOTEPHHX CHCTEM Ppi3HOTO
IpH3HA4YEHHS.

Ability to develop, describe, analyze and optimize
architectural solutions for information and
computer systems for various purposes.

@K 6 31aTHICTE 3aCTOCOBYBATH iCHYIOUI 1 po3pobIsTH
HOBi aIrOpHTMM pO3B’S3yBaHHS 3alad y rainysi
KOMIT FTOTEpPHHX HayK.

Ability to apply existing and develop new
algorithms for solving problems in the field of
computer science.
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®K 7 3naTHicTh po3pobIaTH MporpamHue 3abe3neyeHHs
BiIMIOBI/THO 110 chOpMY/IBOBaHHX BHMOT 3 YpaxyBaHHIM
HafABHHUX PeCypciB Ta oOOMeKeHb.

Ability to develop software in accordance with the
formulated requirements, taking into account
available resources and limitations.

@K 8 31aTHiCTh po3po6NATH i peani3oByBaTH NPOEKTH
31 CTBOPEHHs IPOTPaMHOro 3abe3ledeHHs, Y TOMY
4HCIll B Henepe0adyBaHHX YMOBaX, 32 HEYiTKHX BHMOT
T4 HeoOXIAHOCTI 3aCTOCOBYBaTM HOBi Crpareriumi
MiJXOIH, BHKOPHCTOBYBATH NPOTPaMHi IHCTPYMEHTH
AJ1 opraHizanii KOMaHZHOI pOOOTH Hajl MPOEKTOM.

Ability to develop and implement software
development projects, including in unpredictable
conditions, with unclear requirements and the need
to apply new strategic approaches, use software
tools to organize teamwork on the project.

®K 9 3narnicTe po3pobaTH Ta agMiHicTpyBaTH Gasu
JIaHHX Ta 3HaHb.

Ability to develop and administer databases and
knowledge storage.

@K 10 3jaTHiCTL OLIHIOBaTH Ta 3abe3MedyBaTH SKiCTh
IT-mpoexTiB, iHOpMalmiHHMX Ta KOMI'HOTEPHHX
CHCTEM  PIi3HOTO  MOPU3HAYCHHS,  3aCTOCOBYBAaTH
MDKHapOJIHI CTaHIAapTH OLIHKHM SKOCTi MPOrpaMHOTO
3abesneueHHs 1HQOpMALIHHUX Ta KOMI'IOTEPHHMX
CHCTeM, MOJIe/Ii OLIHKH 3pLIOCTi MpOIeciB po3pobku
iHpOpMaLiHHIX Ta KOMIT IOTEPHHX CHCTEM.

Ability to evaluate and ensure the quality of IT
projects, information and computer systems for
various purposes, apply international standards for
assessing the quality of software for information
and computer systems, models for assessing the
maturity of information and computer system
development processes.

@K 11 3pardicTs  iHiNiIOBAaTH, IUIAHYBaTH Ta
peanizoByBaTH MpOIECH Po3pobku iHpopMaLiiHKX Ta
KOMIT' IOTCPHHMX CHCTCM Ta OpOrpaMHOTO 3a6e3meucHHs,
BKJIIOYHO 3 HOro po3poOkoro, aHali30M, TeCTyBaHHAM,
CHCTEMHOIK)  iHTerpaui€io,  BOPOBa[UKEHHAM 1
CYIPOBOJOM.

Ability to initiate, plan and implement processes
for the development of information and computer
systems and software, including its design,
analysis, testing, system integration,
implementation and maintenance.

@K 12 31aTHICTh 3aCTOCOBYBATH KOMIUIEKC (izHuHOT
OiIrOTOBKK  BiliCbKOBOC/IY)KOOBUIB /Ul PO3BMTKY
3aralbHEX 1 cHelliaslbHUX  i3HYHMX — SKOCTeEH,
¢bopMyBaHHs BiHCHKOBO-TIPHKJIAIHHX HaBHYOK Ta
BHXOBaHHS BOJIBOBHX 1 IICHXIYHHX SKOCTEH.

Ability to use a comprehensive physical training
program for military personnel to develop general
and special physical qualities, form military-
applied skills, and cultivate volitional and mental
qualities.

@K 13 VcinomneHHs TEOPETHYHHX 3acaj po3pobKu
IT npoekTiB 11s 06pobkH AepskaBHHX iH(OpMAaIiHHUX
pecypciB i iHdopManii, BUMOra IIOZO 3aXHCTy SAKOi
BCTaHOBJIEHA 3aKOHOM, Ta 3aTHICTh OpMaTi3oBaHOro
ONHCY MpeAMETHOoi obnacTi y BHMIJIAAI MoJel, IO
BpaxoBye OCOOJIMBOCTI 3aCTOCYBaHHS KOMII FOTEPHHX
TEXHOJIOTIH B paMKaX KpHTHYHOI iHpopManiiHOT
iH}pacTpyKTypH.

An understanding of the theoretical foundations of IT
project development for processing state information
resources and information that is legally protected, as
well as the ability to formally describe the subject
area in the form of a model that takes into account the
specifics of the application of computer technologies
within the framework of critical information
infrastructure.

©®K 14 3parHicTh 30MpaTH NOCTOBIPHI JaHi NPO CTaH
06’€KTiB KPUTHYHOI iHopMauiiiHoi iHppacTpyKTypH,
BHUKOPHCTOBYBaTH MaTeMAaTHYHI METOIOM Ui aHANIi3y
(GopmanizoBaHux Mozened TexHonoriii  oBpobku
JepxaBHMX iHQOpMaLifHUX pecypciB Ta iHdopmarli,
BHMOT'a II[0JI0 3aXHCTY AKOi BCTAHOBJIEHA 3aKOHOM, Ta
NpPOBOJWTH  INOPIBHAIBHHI aHami3 apXiTeKTypHHX
pillleHb ISt CIelianbHUX indopmariitHo-
KOMYHIKal[Il{HUX CHCTEM.

Ability to collect reliable data on the state of
critical information infrastructure objects, use
mathematical methods to analyze formalized
models of state information resource processing
technologies and information whose protection is
required by law, and conduct comparative analysis
of architectural solutions for special information
and communication systems.

®K 15  3jarHictTe  po3pobiATH  KOMI'HOTEpHi
TeXHoJIoTii 06pobky iH(opMallii BiANOBiAHO A0 BHMOT

Ability to develop computer information
processing technologies in accordance with the
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IO/I0 TOPAAKY 0OpobkM JepkaBHHX iH(OpMaliiHuX
pecypciB Ta iH(opmarii, BUMOra MO0 3aXHCTy SKOT
BCTaHOBJIEHA 3aKOHOM, B iHpopMaliHHUX,
CNIEKTPOHHMX ~KOMYHIKallifHMX Ta indopmaniiiHo-
KOMYHIKalliifHUX cHcTeMax.

requirements for the procedure for processing state
information resources and information, the
protection of which is required by law, in
information, electronic communication and
information and communication systems.

7 — Ilporpamui pe3yabtarn Hapuanus (IIPH) /
Programme learning outcomes

IIPH 1 Matu cnenianizoBaHi KOHUENTyalbHi 3HAaHHS,
IO BKIKYaKTh Cy4YacHi HayKoBi 3100yTkH y cepi
KOMIT'FOTEPHHX HAayK 1 € OCHOBOIO VISl OPHIiHAIbLHOIO
MHCJICHHS Ta NPOBCACHHA JOCH/DKCHB, KpHTHYHC
OCMHCIICHHS TIpo6ieM y cdepi KOMIT'IOTEpHHX Hayk Ta
Ha MEeXi ranysei 3HaHb.

Have specialized conceptual knowledge, which
includes modern scientific achievements in the
field of computer sciences and is the basis for
original  thinking and rescarch, critical
understanding of problems in the field of computer
sciences and on the border of fields of knowledge.

INPH2 Martu choeniami3oBaHi  yMiHHA/HaBHYKH
PO3B’sA3aHHsA NpobieM KOMII'IOTepHHX HayK, HeoOXiHi
JIsl IPOBEJEHHs JOCHKeHb Ta/abo npoBaKeHHs
IHHOBaUiiHOi MISTBHOCTI 3 METOI PO3BMTKY HOBHMX
3HaHb Ta MPOLERYp.

Have specialized skills for solving computer
science problems necessary for carrying out
research and/or innovative activities for the
purpose of developing new knowledge and
procedures.

IIPH 3 3po3yMino i HeABO3HAYHO IOHOCHTH BIACHI
3HaHHs, BHUCHOBKH Ta apryMeHranito y cdepi
KOMIT'IOTEPHHX Hayk Jo ¢axiBmiB i Hedaxisuis,
30KpeMa JIo ocid, SKi HaBYaIOThCH.

Convey own knowledge, conclusions, and
arguments in the field of computer sciences clearly
and unambiguously to specialists and non-
specialists, in particular to the persons who are
studying.

IIPH 4 VYnpapnatu pobounmu mpolecamu y cdepi
iHpOpMaNifHHX TEXHOJOTIH, AKi € CKIAJHUMH,
HeriepenbadyBaHHMH  Ta  noTpebyloTh  HOBHX
CTpaTeriyHuX MigXOoiB.

Manage work processes in the field of information
technologies, which are complex, unpredictable
and require new strategic approaches.

IIPH S OuinroBaTy pe3yabTaTH AisAIBHOCTI KOMaHL Ta
KOJEKTHBIB y cdepi iHpopMamiiiHMX TeXHOJOTIH,
3abe3neyyBaTH e(pEKTHBHICTD IX JifAbHOCTI.

Evaluate the activity results of teams and
collectives in the field of information technologies,
ensure the effectiveness of their activities.

INPH6  Po3pobnsaTH  KOHLeNTyanbHY
iH(popMariiHoi a00 KOMII IOTEPHOT CHCTEMH.

MOI€EJb

Develop a conceptual model of an information or
computer system.

ITPH 7 Po3pobnsATH Ta 3aCTOCOBYBATH MaTeMaTHYHi
METO/IM /U1s aHaizy iHhopMaLiiHkuX MoieneH.

Develop and apply mathematical methods for the
analysis of information models.

IIPH 8 Po3po6naATH MaTeMaTH4Hi MOJeNi Ta METOIH
aHali3y JaHUX (BKJIFOYHO 3 BETMKHMH).

Develop mathematical models and data analysis
methods (including big data).

IIPHY Po3pobnaty anroputMidHe Ta mpoOrpamHe
3a0esrneyeHHss A aHaNi3y JaHuX (BKJIOYHO 3
BEIHKHMH).

Develop algorithmic support and software for data
analysis (including big data).

IIPH 10  TlpoekTyBaTH  apXiTeKTypHi  pillleHHS
iHpopMaNiffHHX Ta KOMIT'IOTEPHHX CHCTEM pPi3HOTO
NpH3HAYEHHS.

Design architectural solutions of information and
computer systems for various purposes.
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ITPH 11 CrBOpIOBaTH HOBI AITOPHTMH pPO3B’S3YBaHHS
3afad y cdepi KOMI'IOTEpPHHX HayK, OIUHIOBATH IX
e(eKTHBHICTh Ta 06MEKEHHS Ha iX 3aCTOCYBaHHS.

Create new algorithms for solving problems in the
field of computer sciences, evaluate their
effectiveness and limitations on their application.

ITPH 12 TpoeKTyBaTH Ta CYNPOBO/DKYBATH Ga3H JaHHX
Ta 3HaHb.

Design and support databases and knowledge
bases.

INIPH 13 OuwminloBatn Ta 3a0c3NeyyBatd  AKIiCTh
iHQOpPMaLIHHHX Ta KOMIT'IOTEPHHX CHCTEM Pi3HOTO
TpH3HAYEHHS.

Assess and ensure the quality of information and
computer systems for various purposes.

ITPH 14 TecTtyBaTH nporpaMue 3a6e3nedeHHs.

Test the software.

IIPH 15 Bussiaty notpebH MOTEHIIMHMX 3aMOBHHKIB
10710 aBTOMarK3auii 06podku iHdopmanii.

Identify the needs of potential customers regarding
the automation of information processing.

INPH 16 BuxoHyBaTH
KOMIT'JOTEPHHX HayK.

JocmiukeHHS Yy cdepi

Conduct research in the field of computer sciences.

1IPH 17 BusBIATH Ta ycyBaTH NpoOJeMHi CHTyallii B
mpoueci  eKcIulyartalii HporpaMHOro  3abesredeHHs,
(bopMymoBaTi 3aBmaHHA UL Horo Momu¢ikanii aGo

PEIHKHHIPHHTY.

Identify and eliminate problematic situations
during software operation, formulate tasks for its
modification or reengineering.

ITPH 18 36uparu, hopmanizyBaTH, cHCTEeMaTH3yBaTH i
aHani3yBaTH IOTpeOH Ta BAMOTH JI0 iHdopMalliiinoi a6o
KOMIT'IOTEPHOI ~ CHCTEMH, INO  pO3pobnseThes,
EKCILTyaTy€eThCs UM CYNIPOBOIKYEThCH.

Collect, formalize, systematize, and analyze the
needs and requirements for the information or
computer system being developed, operated or
supported.

CBITOBI
HayKk Ta

IIPH 19 AmnanisyBaTH cyd4acHMH cTaH i
TEHJIEHIIT  PO3BHUTKY  KOMII FOTEPHHX
iHopMaLiiHUX TEXHOOTA.

Analyze the current state and global trends in the
development of computer sciences and information
technologies.

IIPH 20 PospuBaTH 3araibHi i crenianbHi ¢izuysi
AKOCTI I (OpMyBaHHA  BiHCBHKOBO-NIPHK/IAIHHX
HAaBHYOK Ta BAXOBaHHA BOJIbOBHUX 1 IICHXIYHHX SKOCTEH.

To enhance general and specialized physical
attributes for the establishment of military-applied
skills and the nurturing of volitional and mental
traits.

ITPH 21 CrBoproBaTH Ta JOCIILKYBaTH iHpOpMalliiiai Ta
MaTeMaTH4YHI MOZieni CHcTeM 1 mpomecis, 1o
JIOCIIKYIOTBCS, 30KpeMa 06’ €KTiB aBToMaTH3aILi.

To create and investigate informational and
mathematical models of systems and processes under
study, including automation objects.

IIPH 22 Maru crneniajgi3oBaHi 3HaHHS KOHIIGIMIii,
IOJITHK Ta METOMOJIOTIH 3aCTOCYBAaHHS KOMIT IOTEPHHX
TeXHomorid  3abesnmedeHHs  OOpoOKH  JepikaHMX
indopManiiHuX pecypcis.

To possess specialized knowledge of concepts,
policies, and methodologies for the application of
computer technologies for processing state
information resources.

INPH23 Maru crhemiamizoBaHi  yMiHHS/HaBHYKH
pO3B’sB3aHHA MpobneM 3aCTOCYBaHHS KOMIT FOTEPHHX
TEXHOJIOTiH KPHTHYHOI iHpopMaLiiiHOi iIHppacTpyKTypH.

To possess specialized problem-solving skills in
the application of computer technologies for
critical information infrastructure.

IIPH 24 Vnpasnati poboummu mpouecamu y cepi
iHpOpMaLiiHHX TexHONOTIH 1ns 0OpoGKM HepkaBHHX
iHopMallifHuX pecypciB Ta HpopMalii, BUMOra oo
3aXHCTY SKOi BCTAHOBJIEHA 3aKOHOM, 5IKi € CKIaHHMH Ta
noTpedyIoTh HOBHX CTpaTeridHuX MiIXOIiB.

To manage complex and demanding IT workflows
for processing state information resources and
information protected by law, requiring innovative
strategic approaches.
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IPH 25 Bonoaity yKpaiHCBKOKO Ta 1HO3€MHOIO
MOBaMH Ha piBHI, JOCTATHBOMY JUIS YCHOro i
MUCbMOBOTO  OOroBOpeHHsT  (p)aXOBHX  IIHMTaHb,
3/ificCHeHHs HayKkoBoi Ta/abo mpodeciiHoi isIbHOCTI,

Mpe/ICTaBIEeHHS Pe3yIbTaTiB NOCTIKEHb.

To possess proficiency in Ukrainian and a foreign
language sufficient for oral and written discussions
of professional matters, conducting scientific
and/or professional activities, and presenting
research findings.

8 — PecypcHe 3a6e3neuenns peajizanii mporpamu /
Resource provision for programme implementation

Kaopoee 3abesneuenns / Staffing

BianoBiqHO [0 KaapoBHX BHMOI IIOAO0 3abe3nedyeHHs
MPOBAJKCHHS OCBITHbOI HisTBHOCTI IS BiAHOBiZHOTO
PIBHA BHIIOI OCBIiTH, 3aTBepKeHHX IlOCTaHOBOIO
KabGinery MinictpiB Ykpaiuu Bix 30 rpymus 2015 p.
Nel187 B uunHIN penakiii.

3anydeHHs 10 BHKIaaHHA NpodeciiiHo-opieHTOBaHHMX
JUCIHUILTIH (axiBIiB-NPAKTHKIB y chepi KOMIT' I0TepHUX
HayK, sIKi MaloTh HayKOBHH CTYIIiHb Ta/ab0 BYeHe 3BaHHA
Ta TMpaLoiOTh 33 OCHOBHUM MicClieM pOoOOTH CTaHOBHTh
70 %.

In accordance with the staff requirements for
ensuring the implementation of ecducational
activities for the corresponding level of HE,
approved by the Resolution of the Cabinet of
Ministers of Ukraine of December 30, 2015, No.
1187 in the current version.

The involvement of practicing computer science
professionals with scientific degrees and/or
academic titles who work in their primary field of
employment in the teaching of professionally
oriented disciplines is 70%.

Mamepiansno-mexniune 3abesneuenns / Material-technical support

BimoBilHO 10  TEXHONOTIYHMX  BHUMOI  ILOJO
MaTepianbHO-TEXHIYHOTO  3a0e3nedeHHss  OCBITHLOI
NisUTbHOCTI  BIATIOBITHOTO  pPiBHY  BHINOI  OCBITH,

saTBep/ukeHHX  Ilocranoeoro  KaGimery  Minictpis
Yxpainu i1 30 rpyaua 2015 p. Nel 187 B unHHi#H pepakaii.
BHKOpHCTaHHA  Cy4acHOTO — MaTepialbHO-TEXHIYHOIO
3a0e3MedyeHH s, a ceMe:

- HaBYILHHH CUTyaliiiHH LeHTp 3 Kibepebesneku 1C331
KIII im. Irops Cikopcbkoro;

- KabIHeT rpymH pearyBaHHs Ha IHLHIEHTH KOMIT FOTEPHOT
6esnexu CSIRT-ED IC331 KITI im. Irops Cikopcbkoro;

- KOMII'IOTepHi naboparopii 3 o0naTHaHUMH
KOMII’FOTEpHUMH pOOOYHMH MICITAMH;

- Clielliai3oBaHi ayIUTOPIi 3 BiATIOBIIHHM 0GJIa{HAHHSIM;
- IIeHTp (i3HIHOTO BUXOBaHHA Ta criopty “TlonmiTexHik™;
- MyJIbTHMeiiHe 00aIHaHHS;

- Ta 1HIIE.

In accordance with the technological requirements
for the material and technical support of educational
activities of the relevant level of HE, approved by the
Resolution of the Cabinet of Ministers of Ukraine of
December 30, 2015, No. 1187 in the current version.

Modem material and technical support is used, and
seme:

- educational situational center for cyber security of
ISCIP Igor Sikorsky Kyiv Polytechnic Institute;

- the office of the computer security incident response
group CSIRT-ED of ISCIP Igor Sikorsky Kyiv
Polytechnic Institute;

- computer laboratories with equipped computer
workplaces;

- specialized classrooms with appropriate equipment;
-the center of physical education and sports
“Polytechnic™;

- multimedia equipment;

- and other.

Ingpopmayiiine ma nasuaneno-memoouune 3abesneyens /
Information and methodical support of the educational process

Kopucrypanns HayxoBo-Texnignoro 6iGniorexoio Ta
IHOWMMH iH(opMauiliaumu pecypcamu KIII im. Irops
Cikopcpkoro, 6i6nioTexoro HaBuaibHOrO Biginy IC331
KIII iMm. Irops Cikopckkoro Ta cHeliajJbHOIO
6i6niotexoto IC33I KIII im. Irops Cikopcbkoro.

Use of the Scientific and and other information
resources of Igor Sikorsky Kyiv Polytechnic Institute,
the library of the educational department of the ISCIP
Igor Sikorsky Kyiv Polytechnic Institute and the
special library of the ISCIP Igor Sikorsky Kyiv
Polytechnic Institute.
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9 — Akanemiuna MoGinbHicTs / Academic mobility

Hayionanena kpeoumna mobinenicme / National credit mobility

MOKIHBICTE  yKNafaHHS Yroi INpo akaJeMiuHy
MOGLITBHICTE He NependadeHa y 38’sKy 3 creludikoro
MiArOTOBKH 3700yBaduiB BHLIOI OCBITH 3a JaHOIO
OCBITHBO-ITIpOeCiiHOO POrPaMolo.

The possibility of concluding agreements on
academic mobility is not provided for in
connection with the specifics of the training of
applicants for higher education under this
educational and professional program.

Mixcnapoona kpeoumna mobinsnicme / International credit mobility

MoxnuBicTh  yKIaJaHHA Yroj TMpo  aKafeMiyHy
MOOLIBHICTh, PO TPHBaNi MDKHApOAHI NPOEKTH, fAKi
nepe10ayaloTh BKIIOYEHE HaBYaHHA 3100yBayiB BHIIOT
ocBiTH (3a pimeHHAM ["onoBH [lepkcnenss’ a3Ky).

Possibility of concluding academic mobility
contracts and long-term international partnerships
that involve embedded learning for higher education
students (as determined by the Head of the The State
Service for Special Communications and Information
Protection of Ukraine).

Hasuanns inozemnux 3006ysavie BO /

Study of Foreign applicants of HE

Hapyanns iHo3eMHHX 37100yBaqiB BHILOT OCBITH 32 JAHOIO
OCBITHBO-TIPO(eciiiHOIO IPOrpaMoro He nependayeHo.

This educational and professional program is not
open to international higher education students.

10 — Ilpouenypa npucBocHHs npodeciiinnx xBanidixaniii / Procedure for
awarding professional qualifications

He nependbaveHo
KBaJTi(pikaii.

IPHCBOEHHA  TipodeciiHOl

The awarding of a professional qualification is not
provided
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2, IIEPEJIIK OCBITHIX KOMITIOHEHTIB / EDUCATIONAL COMPONENTS

Kon/ €EKTC/ o
Coge Ocsitai kommnonerTs / Educational Components ECTS m]gm?
credits | Final control form
Obon’s13K0Bi (HOpMATHBHI) KOMIIOHEHTH /
Required (standard) components of the EP
Iuxn 3aranbrol migroroeku / General training cycle
301 InTenexkTyansHa BIacHiCTh Ta MaTeHTo3HaBcTBO / Intellectual Property and § VB / Final test
Patent Law
302 | Cramwit iHHoBaLliifRMii po3uTOK / Sustainable Innovative Development 4 |3anik/ Final test
[pakTHyHMi Kypc iHO3eMHOI MOBM [uis JUTOBOi Komywikauii / Foreign e
303 Language Course for Professional Communication & ooy Finaliest
Iuxen npodeciiinoi minrorosku / Professional training cycle
I1O 1 | ®iznune BuxoBanus / Physical Education 4 3anik / Final test
Incopmaniiini TeXHoOri B HaIlOHANBHH crcTeMi kiGepGesneku / Information ik / Fi
noz Technologies in the National Cyber Security System # / Final test
1o 3 O6pobrieHHst HaABEMKMX MacHBiB JaHuX / Processing of Extremely Large 4 i T
Data Sets
T1O 4 | Cyuaci TexHonorii nporpamysanns / Modem Programming Technologies 4 3auik / Final test
Mozeni, MeToau i TeXHoNOTii iHXKeHepil 3HaHL Ta MAIIMHHOTO HABYAHHS /
IO 5 [Models, Methods and Technologies of knowledge Engineering and Machine| 3 3anix / Final test
Leaming
IO 6 | Posnozineni oGuncmopambHi cictemu / Distributed Computing Systems 4 3anik / Final test
A/IMIHICTpYBaHHA Ta 3aXHCT CHCTEM YNpaBliHHA 6asaMu  jgaHux / ; :
o7 Administration and Protection of Database Management Systems . e Ranal st
3abesrieueHHs AKOCTI Ta PeBePC-IHKMHIPHHT TPOTPaMHOTO 3abe3nedeHHs / i s
Here Quality Assurance and Software Reverse Engineering “ S Final test
3abesmnedeHns AKOCTI Ta PEBEPC-IHKMHIPUHI NPOTPAaMHOTO 3aGe3NCYCHHS.
ITO 9 |Kypcoa pobota / Quality Assurance and Software Reverse Engineering. 1 3anik / Final test
Coursework
I1O 10| Bukonanus MaricTepebkoi ucepTanii / Preparation of Master’s Thesis 14 | Baxucr / Defense
IlpaxTaku / Practices
IO 11|Kibeprapuanns / Cyberleaming 3 3anik / Final test
11O 12| BiiicekoBe craxxyBanns / Military Internship 9 3anik / Final test
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Bubipxosi kommonenTn / Elective components

Iuxn npodeciiinoi minroroskn / Professional training cycle

IB 1

BubipkoBa qucimiuiiba 1 3 d-Karanory /
Elective Subject 1 from P-Catalogue

Ex3amen / Exam

Bubipkosa mucimruiina 2 3 O-Karaory / 5
Elective Subject 2 from P-Catalogue

Ex3amen / Exam

Bubipxosa mucimiuiina 3 3 ®-Karanory /
Elective Subject 3 from P-Catalogue

Exzamen / Exam

1B 4

Bubipkopa nucumruiina 4 3 ®-Karanory /
Elective Subject 4 from P-Catalogue

3anik / Final test

IIB 5

Bubipxosa mucimmiina 4 3 ®-Karanory /
Elective Subject 4 from P-Catalogue

3anik / Final test

3aranbHui 00cAT 000B’I3KOBUX KOMITOHEHTIB /
Total scope of the required components:

67

3aranbHuii 00cAT BHOIPKOBHX KOMIIOHEHTIB /
Total scope of the elective components:

23

OOcAr OCBITHIX KOMIIOHEHTIB, I110 3a6e3MeYyI0Th 3100y TTA KOMIETEHTHOCTEl

BH3HayeHux CBO /
Total scope of the educational components aimed at acquisition of]
competencies specified in the Higher Education Standard

59

3ATAJIBHAH OBCST OCBITHLOI ITIPOTPAMM /
TOTAL SCOPE OF THE EDUCATIONAL PROGRAMME
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3. CTPYKTYPHO-JIOI'TYHA CXEMA OCBITHBOI ITIPOT'PAMM /
STRUCTURAL-AND-LOGICAL SCHEME of THE EDUCATIONAL
PROGRAMME

Icemectp ' II cemectp : III cemecrp

[3aBemmesernx mxocTi T2 pesepc- —>
| DXEEIDHNT OPOTPAaMHOTO ——— ‘

sabesneqenny
xypcosa pobora

|

Cyuacai rexmonorii - .o Inbopuaniiin rexmonorii s - searicrepesnel
OPOTPaM) BaHHT ; HAMOHATRAIE CHCTEMI KiSepSesness j Ancegrank

Moaem, setomm 1 Texmozonii
| EEHepI] THANS T3 MANHEROTD —P : ) )
: CHCTEMH T >

ADIMICTPYEANHE T2 SaXHCT
CHCTEM VOpaEmEne Sasaum —»

Obos’asxosi |_l
(mopsatusni) kovmonenTr (Il saraasHoi nitroTosxu) Ll Tpasrasn
Ofos’s3xosi

(o i) xosmonerrry (I npodeciiinof mix i) D Buxonanua MaricTepebioi ancepranii
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4. POPMA ATECTAIIII 3J0BYBAYIB BUII[Oi OCBITH /
THE FORM OF ATTESTATION FOR DEGREE PURSUERS

ATecTauis 3100yBaqiB BUIIOI OCBITH 3a OCBiTHBO-TpodeciiiHoto mporpamoro “Komm’roTepHi
CHCTEMH 1 TeXHOINOri CcremialbHOro 3B’s3Ky” 3ZificHIOETECH y dopMi myGriuHOro 3aXUCTy
KkBanmiikauiiHoi poboTH, o 3abesnedye OLIHIOBAHHS [OCATHEHHS pe3yIbTATIB HABYAHHS,
BU3HAYEHUX OCBITHBOIO IIPOTPAMOI0 Ta 3aBEPUIYEThCS BHIAYEIO0 JOKyMEHTa BCTAHOBJIEHOIO 3paska
TIpO NPUCYIDKeHHSA HOMY CTyIIeHs Marictpa 3 NPHCBOEHHAM KBaliikawii: MaricTp 3 KOMII'IOTEPHHX
HayK, 33 OCBiTHBO-TIpo(eciiiHoo mporpamoro “KoMIT’loTepHi CHCTEMH i TEXHOJOri CrelialbHOro
3B’S3Ky”.

Kpam¢ikauiiina po6ora mae nepebauatu po3s’ s3aHHs CKIAHOT 3a/1a4i JOCII THUIILKOTO Ta/abo
IHHOBAI[IHHOTO XapaKTepy Y cepi KOMITIOTEpHHX HayK.

Kpanipikamiiina po6oTa He NOBHMHHA MICTHTH aKaJeMiuHOTO IUIariaTy, dbamscudikaii,
¢abpukauii.

Kganidikauiiina po6ota Mae 6yty posmimena Ha caiiti abo y my6miunoMy pernosuropii 3aKiamy
BHILO1 OCBITH 200 HOTO CTPYKTYPHOTO MiApO3/iiy.

Onpumonrents kpanidikanifinux poBit, mo MicTATH iHpopMaLiio 3 0GMeXeHHM J0CTyIIOM,
CJIiJ 3M1HCHIOBATH BiIOBiHO 1O BUMOT 3aKOHONABCTBA.

Assessment of higher education students for the educational and professional program
“Computer systems and special communications technologies” is carried out in the form of a public
defense of a qualification work, which ensures the assessment of the achievement of learning outcomes
defined by the educational program and ends with the issuance of a document of the established sample
on awarding him the degree of master with the qualification: master of computer science, according to
the educational and professional program “Computer systems and special communications
technologies™.

The qualification work should provide for solving a complex task of a research and/or innovative
nature in the field of computer science.

The qualification work should not contain academic plagiarism, falsification, fabrication.

The qualification work should be posted on the website or in the public repository of the higher
education institution or its structural unit.

The publication of qualification works containing information with restricted access should be
carried out in accordance with the requirements of the legislation.
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5. MATPULIA BIAIIOBIJHOCTI ITPOI'PAMHUX KOMIIETEHTHOCTEM
KOMITIOHEHTAM OCBITHHOI ITPOI'PAMM /
COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH
PROGRAMME COMPONENTS
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6. MATPUIIA 3ABE3IIEYEHHSI TIPOTPAMHUMX PE3YJIbTATIB
HABYAHHA BIAITIOBIJHUMH KOMIIOHEHTAMM OCBITHBOI
IMPOT'PAMH / COMPLIANCE MATRIX OF PROGRAMME LEARNING
OUTCOMES WITH PROGRAMME COMPONENTS
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