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NMPEAMBYJIA /| PREAMBLE

PO3POBJIEHO / DESIGNED:
KepiBuuk pobouoi rpymnu / Head of the project team:

Camotinos leop Borooumuposuu, kanouoam mexniyHux Hayk, ooyenm, doyenm CneyianvHoi kageopu
M [ IC33I KIII im. Izops Cixopcwkozo [ IThor SAMOILOV, candidate of technical sciences, associate
professor, associate professor of the Special department A2 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic
Institute.

Ynenu pobouoi rpynu / Project team members:

Tonv Braducnae [Imumposuu, kanouoam mexHivHux Hayk, npoghecop, 3asioyeay Cneyianvroixagheopu
M [ IC33I KIII im. Izopa Cixopcokozo | Vladyslav Hol, candidate of technical sciences, professor, head of
the Special department A2 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

leanuenxo Cepeili Onexcandposuy, OOKMOp MeXHIYHUX Hayk, npogecop, npogecop Crneyianvrol
kagheopu Ne 1 IC331 KIII im. l2ops Cixopcwvkoeo | Sergiy lvanchenko, doctor of technical sciences, professor,
professor of the Special Department M2 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Onexciuuyx Aumon Muxkonatioguy, 0OKmop mexHiuHuUX Hayk, npogecop, npogecop CneyianvHoi
kagheopu Ne 1 IC331 KIII im. I2ops Cikopcokoeo | Anton Oleksiichuk, doctor of technical sciences, professor,
professor of the Special department Mo 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Konomoneyv Muxona Mukonatioguy, kaHouoam mexHIYHUX Hayk, ooyenm, ooyenm CreyianbHol
kageopu Ne 1 IC331 KIII im. Ieops Cixopcvrozo | Mykola Konotopets, candidate of technical sciences,
associate professor, associate professor of the Special department Ao 1 ISCIP of the Igor Sikorsky Kyiv
Polytechnic Institute.

Cmopuax Aumon Cepeitiosuy, Kanouoam mMexHiYHUX HAyK, ooyewm, ooyenm CrneyianvHol
kagheopu Ne 1 IC331 KTII im. Ieops Cixopewvroeo | Anton Storchak, candidate of technical sciences, associate
professor, associate professor of the Special department Mo 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic
Institute.

IHaxonvuenxo /[mumpo Bimanitioguy, mumuacose UKOHYIOUUL 0008 'A3KU OUPEeKmopa 0enapmamenny
kibepzaxucmy Aominicmpayii Jepoccneyse’ssky [ Dmitro Pakholchenko, urgently appointed Director of the
Department of CyberDefense of the State Special Communications Service of Ukraine.

bapxanenxo Kupuno Muxonaiiosuu, ingicenep opyeoi kameeopii nabopamopii Cneyianvhoi kagedpu
M 1/ Kyrylo Barkhalenko, second category engineer of the laboratory of the Special Department /2 1.

Hocunuyx ~ Okcana  Bonooumupisna, — Kypcawm — mazicmepcbkozo — Kypcy — (cheyianbHicmb
F5 Kibepbesnexa ma 3axucm ingpopmayii) IC331 KTII im. lzops Cixopcorozo | Oksana Yosipchuk, master's
student (specialty F5 Cybersecurity and Information Protection) Igor Sikorsky Kyiv Polytechnic Institute.
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IMOr'OJ)KEHO / AGREED:

HaykoBo-MeToauuHa KoMicist yHiBepcHuTeTy 3i crieriansHocTi F5 KibepoOesneka ta 3axuct indopmarti / The
Scientific and Methodological Commission of the University on speciality F5 Cybersecurity and data
protection (mporokon / minutes of meeting Ne Bix / dated 20_ )

T'onosa HMKV-F5 (mms IC33I) / Head of the SMCU- F5 (for ISCIP)

Bnagucnas I'OJIb / Viadyslav HOL

Metomnuna pama KIII im. Irops Cikopcskoro / The Methodological Council of Igor Sikorsky Kyiv
Polytechnic Institute (mporokoxn / minutes of meeting Ne Bin / dated 20_ )
T'onosa Metoamunoi paxu / Head of the Methodological Council

Tersana JKEJISICKOBA / Tatiana ZHELIASKOVA

BPAXOBAHO / CONSIDERED:

3axon Yxpainu 6io 27.03.2025 Ne 4336-1X Ilpo enecenns 3min 00 Oesikux 3aKoHie YKpainu w000
saxucmy iHgopmayii ma Kibepzaxucmy OepicasHux IiHpopmayitinux pecypcie, 00'ekmie KpumuuHoi
iHgopmayitinoi inghpacmpykmypu.

Haxkaz Aominicmpayii Jlepacasnoi ciysicou cneyianvroeo 36 s3xy ma 3axucmy ingopmayii Yrpainu
Ne865 6io 29.12.2025 Ilpo 3ameepodicenHs npoghecitimux cmanoapmis y cepi 3axXucmy KpumuyHoi
iHpacmpyxmypu.

Ocgimuvo-npogpecitiny npocpamy 002080peHO NICAA HAOXOONCEHHS B6CIX NPONO3UYIl, NOOANCAHL |
3aysadicenb 6I0 3000y8auie SUWOL 0CEIMU, BUNYCKHUKIE MA CMEUKXondepié i CX6AleHO HA 3dCIOAHHI
Cneyianvuoi kagpeopu Ne 1 IC331 K111 im. leops Cikopcokoeo (npomoxoa Ne  6i0 2026 poky).

Law of Ukraine dated March 27, 2025 No. 4336-1X On introducing changes to certain laws of
Ukraine to protect information and cyber protection of government information resources, critical objects
information infrastructure.

Order of the Administration of the State Service for Special Communication and Protection of
Information of Ukraine No. 865 dated December 29, 2025 On the approval of professional standards in the
field of protection of critical infrastructure.

The educational and professional program was discussed after receiving all the proposals, wishes and
comments from higher education students, graduates and stakeholders and approved at a meeting of the
special department MNe 1 of the ISCIP of Igor Sikorsky Kyiv Polytechnic Institute (minutes Ne  of
__2026).

EBOJIIOIIA OCBITHBOI TIPOT'PAMM / EVOLUTION OF THE EDUCATIONAL
PROGRAMME:

Ocsimnvo-npocpeciiina npoepama “besnexa Oepocasuux ingopmayivinux pecypcie” 0Opyeozo
(mazicmepcokoeo) pisns euwoi ocsimu 3a cneyianvhicmio F5 Kibepbesnexka ma 3axucm ingopmayii €
npasonacmynnuyero OIIIl “besnexa depocasnux ingopmayitinux pecypcis” Opyeozo (Macicmepcbkoo)
piens suwyoi oceimu 3a cneyianvuicmio 125 Kibepbesneka, axa o6yna sanouamrosana y 2016 poyi 3 memoio
nI020MOBKU BUCOKOKBANIMIKOSAHUX (haxisyie cmynens suuoi oceimu mazicmp 015 npo@eciinol JisibHocmi
Ha nocadax opearie ma niopo3oinis /lepoiccneyss si3ky.

2019 pix — onosnennsn OIIIl y 36°53Ky 3 nepexo0om HA HOBUL MePMIH HAGYAHHS 3000y6auie suujol
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oceimu (1 pix 4 micays).

2021 pix — onosnenns OIIIl 3 memorw epaxysanns Cmandapmy euwjoi oceimu 3a CneyiarbHiCmio
125 Kibepoesnexa ons Opyeoeo (mazicmepcwvkoeo) pisHs euwoi oceimu (Haxaz MOH Yxpainu Ne 332 6i0
18.03.2021). IIpusedeno 0o cmanoapmy Ha36u KOMNEMEHMHOCMell Ma NPOSPAMHUX Pe3YIbMamie HAGUAHHS.

2023 pix — onosnenns OIIIl 3 memoro epaxysanns.: [locmanoeu Kabinemy Minicmpie Yxpainu 6io
16.12.2022 Ne 1392 “llpo eHecenusi 3miH 00 nepeniky eanyseli 3HaHb [ chneyianibHocmel, 3d SKUMU
300licHIOEMbCSL nideomoska 3000ysauis euwoi oceimu”; Haxaszie Minicmepcmea Exonomixu Ykpainu 6io
29.12.2022 Ne 5573 ma e6io 25.10.2021 Ne 810-21“IIpo 3zameeposicennss 3minu 00 HAYIOHANBHOO
kaacugpixamopa JIK 003:2010”. Onosunace Hazea cneyianvnocmi 125 Kibepbesneka ma 3axucm
iHghopmayii, 8HeceHo 3MIHU U000 NPUOAMHOCIT 00 NPAYEBNIAUIMYBAHHS BUNYCKHUKIG.

2024 pix — onoenenns OIIll 3 memow epaxyeanns nponosuyii 6i0 Kl Aominicmpayii
epoiccneyss 13Ky wo0o 8npo8adN#CeHHs. 3MIH 8 0C8IMHbO-NPOQECIliHY NPOSPaMy Ni020MOBKU MA2iCmpie 3d
cneyianvricmio 125 Kibepbesnexa ma 3axucm inghopmayii (6x. Ne5352/BC 6io 27.02.2024).

2025 pix — onoenenns Ol 3 memoro epaxysanus: Iocmanosu Kabinemy Minicmpis Ykpainu 6io 30
cepnus 2024 poxy Ne 1021 “IIpo enecenns 3min 00 nepenixy eanyseii 3HAHb | CNeYiaIbHOCMel, 3a SIKUMU
30TUCHIOEMbCS. nid2omoska 3000yseauie suwoi ma ¢axosoi nepedsuwoi oceimu’”; Haxazy Minicmepcmea
Exonomixu Yrpainu 6io 13.12.2024 Ne 27751 “IIpo 3ameeposicennss 3minu 0o Ne 14 nayionanvrozo
kracughikamopa J[K 003:2010”.

The Educational and Professional Program “Security of State Information Resources” of the second
(master's) level of higher education in the specialty 125 Cybersecurity and Information Protection is the
successor to the EPP “Security of State Information Resources” of the second (master's) level of higher
education in the specialty 125 Cybersecurity, which was launched in 2016 to train highly qualified
specialists of the master's degree for professional activities in the positions of bodies and units of the State
Special Communications Service.

2019 - update of the EPP in connection with the transition to a new term of study for higher
education students (1 year 4 months).

2021 - update of the EPP to take into account the Standard of Higher Education in the specialty
125 Cybersecurity for the second (master's) level of higher education (Order of the Ministry of Education
and Science of Ukraine Ne 332 of 18.03.2021). The names of competencies and program learning outcomes
were brought in line with the standard.

2023 - update of the EPP to take into account: Resolution of the Cabinet of Ministers of Ukraine
M 1392 0f 16.12.2022 “On Amendments to the List of Fields of Knowledge and Specialties for the Training
of Higher Education Applicants”; Orders of the Ministry of Economy of Ukraine Ne 5573 of 29.12.2022
and No 810-21 of 25.10.2021 “On Approval of Amendments to the National Classifier SC 003: 2010”. The
name of the specialty 125 Cybersecurity and Information Protection was updated, and changes were made
to the employability of graduates.

2024 - update of the EPP to take into account the proposal from the SCCI of the State Special
Communications Service of Ukraine to introduce changes to the educational and professional program for
masters in the specialty 125 Cybersecurity and Information Protection (inc. Ne5352 / BC of 27.02.2024).

2025 - update of the EPP to take into account: Resolution of the Cabinet of Ministers of Ukraine
dated August 30, 2024 No. 1021 “On Amendments to the List of Fields of Knowledge and Specialties for
Training of Higher and Professional Higher Education Applicants” was taken into account’; Order of the
Ministry of Economy of Ukraine dated 13.12.2024 No. 27751 “On Approval of Amendments to No. 14 of
the National Classifier DK 003:2010".
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1. MIPO®LIIb OCBITHLOI ITPOI'PAMM / EDUCATIONAL PROGRAMME PROFILE

1 — Baraanna indopmanisi / General information

[ToBHa Ha3Ba 3akjaxy BUIIO! OCBITH Ta
HaByanbHOTro mixpo3nity / Full name
of higher education institution and
faculty / educational and scientific
institute

HamioHansHu TEXHIYHUAN
yHIBepCUTET YKpaiHu
“KuiBCHKUI MO TEXHITHUH
iHCTUTYTY iMeHi Irops
Cikopcpkoro”, IHCTUTYT
CIEIiabHOTO 3B’ SA3KY Ta
3axuCTy iHbOopMarii

National Technical University
of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”, Institute
of special communication and
information protection

CryniHb BHIIOI OCBITH Ta Ha3Ba
ocBiTHROI KBamiikarii / Higher
education degree and education
qualification title

Cryninb — marictp,
KBamidikaris — Marictp 3
KibepOe3neKkn Ta 3aXuCTy
iHpopmarii

Degree - master, qualification -
master's degree in
cybersecurity and data
protection

[Ipodeciiina kBamidikaris (3a
nassHocTi) / Professional qualification

He mrepenbaueno mprucBoeHHS
npodeciiinoi kBaigikarii

No provision for the award of
professional qualifications

Odimifina Ha3Ba OCBITHBOI IIpOTpamMu /
Educational programme official title

besneka nep:xaBHUX
iH(pOpMaLlifHUX pecypciB

Security of state information
resources

Tun numaomMy Ta 00CsT OCBITHBOT
nporpamu / Diploma type and
educational programme volume

Jurmom Marictpa, 90
KpEeIWTiB, TEPMiH HAaBYaHHS
1 pix 4 micsi

Master's degree, 90 credits,
duration of study 1 year
4 months

Iadopmariis mpo akpeaurarito /
Accreditation information of the
educational programme

CepTudikaT mpo akpeauTario
Ne 15033, Buganuit
HamionansHUM areHTCTBOM 13
3a0e3IeUeHHs IKOCT1 BUILIOT
ocsitu 21.06.2025, niticHuii 10
01.07.2030

Accreditation certificate

Ne 9817, issued by the National
Agency for Higher Education
Quality Assurance on
24.12.2024, valid until
01.07.2030

Huk, piBeHb BUIOT OCBITH /
Education cycle, level of higher
education

HPK VYkpainu — 7 piBens,
QF-EHEA — npyruii nuki,
EQF-LLL — 7 piBens

NQF of Ukraine - level 7, QF-
EHEA - second cycle,
EQF-LLL - level 7

IMepemymosu / Prerequisites

CTyneHs: 6akangaBpa

Bachelor's degree is required

dopwma 3100yTTs1 ocBiTH / FOorms of
education

Ouna (n1eHHa)

Full-time (day)

Moga(n) Bukmagants / Language(s) of
instruction

YkpaiHcbka

Ukrainian

IHTepHeT-aapeca po3MilIeHHs
ocsiTHboi niporpamu / URL of the
educational programme

https://osvita.kpi.ua/F5_OPPM
_BDIR

2 — Meta ocBiTHbOI mporpamu / Educational programme purpose

The purpose of the educational and professional
“Security of State
to
specialists who are able to solve complex

Information

train  highly qualified

in the field of

MeTor0  OCBITHBO-TIpO(ECIHHOI ~ Iporpamu

“besneka JEpKaBHUX iHpopMaLiiHUX | program
pecypcis” € miaroroBka | Resources” s
BHUCOKOKBami(iKOBaHUX  (paxiBIliB, 3AaTHUX

BUpPINIYBAaTH CKJaJHI 3a4a4yl 1 mpodieMu y

ramysi 1HpopMaLiiHuX TexHouoriH, | information

kibepOe3neku Ta 3AIMCHIOBATH 1HHOBALIWHY
npodeciiiHy TisUIbHICTh JJIs1 NPOEKTYBAHHS,
po3po0OKH, BIPOBAKEHHS, CYMNPOBOAY Ta
ayJMTy 3aXUIIeHUX 1H(OpMAIIfHUX CHCTEM Ta
3ac001B 3aXHCTY.

problems and challenges
technology, cybersecurity and
carry out innovative professional activities for
the design, development, implementation,
maintenance and audit of secure information
systems and security tools.

The purpose of the educational and professional
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Mera OCBITHBO-TIpO(eciitHOT nporpamMu
Bignosigae crparerii po3sutky KIII im. Irops
Cikopcbkoro Ha  2025-2030 poxu  mromo
dbopMyBaHHS CYCHUIBCTBA MalWOyTHHOTO Ha
3acajiax KOHIEMINI CTaJloro pO3BUTKY Ta
¢dbynaamenTanizanii miAroToBKU (axiBIiB.

program corresponds to the development
strategy of Igor Sikorsky Kyiv Polytechnic
Institute for 2025-2030 to form the society of
the future based on the concept of sustainable
development and fundamentalization of
training.

3 — XapakrepHucTHKA 0cBiTHHO0I mporpamu / Educational programme characteristics

Ilpeomemna obnacms / Subject area

O06’eKTH BUBYEHHS:

- CcydacHl TpoIlecd  JOCHIDKCHHS, aHali3y,
CTBOpeHHS Ta 3alesnedeHHs (YHKIIOHYBaHHS
iHQopMaIiftHuX CcHUCTEM 1 TEXHOJOTIH, I1HIIHX
Oi3Hec-omepaliiHuX TpoIeciB  Ha  00’eKTax
iHpopMalifHOT  AISTBHOCTI T4  KPUTHYHHX
inppacTpykryp chepu iHpopmarliitHOT Oe3neKu
Ta/abo xibepbe3neKy;

- inpopmaninHi CHUCTEMU (indopmariiitno-
KOMYHiKaIiiiHi, iHpopmariitHo-
TEJeKOMYHIKaIliiiHi, ABTOMAaTH30BaHi) Ta
TEXHOJIOTI];

- iHppacTpykTypa  00’€KTiB  iH(opMamiiHOi

TiSUTBHOCTI Ta KPUTHYHUX 1HQPACTPYKTYP;

- CHCTEMH Ta KOMIUIEKCH CTBOPEHHS, 00pOoOKH,
nepenayi, 30epiraHHs, 3HUILNEHHS, 3aXUCTy Ta
BigoOpakeHHsI JanuX (iHpopMaIiitHUX MOTOKIB);
indopMarmiiini pecypcu pi3HHX KiaciB (B T.d.
JepkaBHi iHQOpMaIIiiHi pecypcn);

- IporpaMHe Ta IporpaMHO-anapaTHe
3abe3nedeHHs (3aco0m) Kibep3axucry;

- CHCTEMH YIpaBIiHHSL iH(opMaIiitHOO
0e3neKoro Ta/abo KibepOe3neKoro;

- TeXHOJIOrll, METOAW, MOJeJll Ta 3aco0u
in(dopMariiiHoi 6e3nexu Ta/abo KidbepOesneKH.

Lis1i HaBYaHHA
[ligroTtoBka (axiBiiB, 3maTHUX PO3B’s3yBaTH
3a7a4l  JTOCHIIHMAIBKOrO Ta/ab0 1HHOBAIIHHOIO
xapaktepy y cdepi iHdopmariiiHoi Ta/abo
KibepOe3mekw.

TeopeTuuHuUii 3MicT mpeIMeTHOI 001aCTi
TeopeTnuHi 3acagd HAyKOEMHUX TEXHOJIOTIMH,
¢i3uuHi 1 MaTemMaTu4Hi (QyHIaMEHTAIbHI 3HAHHS,
Teopii imeHTHUGIKAIil Ta NPUHHATTSA pilleHb,
CHUCTEMHOTO  aHallizy, CKJIaJIHHUX  CHCTEM,
MOJICJIIOBAHHSI Ta ONTHMIi3alii NMPOLECIB, Teopis
MaTeMaTHYHOI CTATUCTHKU, KpUIITOrpadiaHoro Ta
TEXHIYHOTO 3axUcTy iH(opmarii, Teopii pU3HUKIB
Ta 1HIIUX MDKIUCHUIUTIHAPHUX TEOPiH 1 MPaKTHK
y ramy3i iHdopmauiiiHoi  Oesmeku  Ta/abo
KibepOe3nekH.

MeToau, METOAUKH TA TEXHOJIOTii
Metomu, MoOAem, METOOUKH Ta TEXHOJIOTI
CTBOPCHHsI, OOpOOKW, Tmepenavi, MpPUHMAaHHSI,

Objects of study:

- modern processes of research, analysis, creation
and maintenance of information systems and
technologies, other business operational processes
at information activity facilities and critical
infrastructures in the field of information security
and/or cybersecurity;

- information systems (information and
communication, information and
telecommunication, automated) and technologies;

- infrastructure of information activity objects and
critical infrastructures;

-systems and complexes for the creation,
processing, transmission, storage, destruction,
protection and display of data (information flows);

- information resources of various classes (including
state information resources);

- software and hardware (means) of cyber defense;

- information  security  and/or  cybersecurity
management systems;

- technologies, methods, models and tools of
information security and/or cybersecurity.

Learning objectives

Training of specialists capable of solving research
and/or innovation problems in the field of
information and/or cybersecurity.

Theoretical content of the subject area
Theoretical ~ foundations of  science-intensive
technologies, physical and mathematical
fundamental knowledge, theories of identification
and decision-making, system analysis, complex
systems, modeling and process optimization, theory
of mathematical statistics, cryptographic and
technical information security, risk theory and other
interdisciplinary theories and practices in the field
of information security and/or cybersecurity.

Methods, techniques and technologies
Methods, models, techniques and technologies for
creating, processing, transmitting, receiving,
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3HULIEHHS, BiZIOOpayKeHHS, 3aXUCTy
(kibep3axucty) 1HQOpPMALIMHUX peCypciB y
KiOepIipocTopi, a TaKOXX METOAM Ta MOICII

pPO3pOOKM Ta BHKOPUCTAHHS MNPUKIAJHOTO i
CIICITIaTi30BaHOTO IIPOTPaMHOTO  3a0e3MeUeHHs
JUIS BUpIMIEHHS TpoQeciiiHuX 3amad B Tamysi
iHpopMariitHoi Oe3nexu Ta/abo kibepOe3neKH.
Texnoiorii, mMerogu Ta MOIEIl MOCIIIKEHHS,
aHai3zy, YIpaBIiHHSI Ta 3a0e3MeYeHHs
Oi3Hec/onepaliifHuX TPOIECIB 13 3aCTOCYBaHHSIM
CYKYITHOCTI HOPMATUBHO-TIPaBOBUX Ta
OpraHizamiiHO-TEXHIYHAX METOIiB 1 3aco0iB
3aXUCTY iHpOpMaIIHHIX pecypcis y
kibepmpocTopi.

IncTpymenTH Ta 061aAHAHHS

3acobu, mpucTpoi, MepeKHe YyCTaTKyBaHHS Ta
Cepe/IOBHIIle, TMPHUKJIATHE Ta  CICIiali30oBaHe
MporpamMHe 3a0e3redyeHHs, aBTOMAaTH30BaHi
CHCTEMH Ta KOMIUICKCH MIPOEKTYBaHHS,
MO/ICITIOBAHHS, eKCIuTyaTarii, KOHTPOJIIO,
MOHITOPHHTY, 00pOOKH, BimOOpakeHHS Ta 3aXUCTY
naHux (IHQOpMaIiifHAIX MTOTOKIB), @ TAKOX METOMH 1

Moneni  Teopii  PU3MKIB  Ta  yNpaBIiHHI
iHpOpMaLliHHIMHU pecypcaMy TPH JOCIiKeHHI 1
CYTIPOBOKEHHI 00’ €KTIB iH(hopMartiiHOl

JisUTBHOCTI y Tammy3i iHdopManiiHoi 6e3nekn Ta/abo
KibepOe3nekH.

destroying, displaying, protecting (cybersecurity)
information resources in cyberspace, as well as
methods and models for developing and using
application and specialized software to solve
professional problems in the field of information
security and/or cybersecurity.

Technologies, methods and models of research,

analysis,  management  and  support  of
business/operational processes using a set of
regulatory, legal, organizational and technical

methods and means of protecting information
resources in cyberspace.

Tools and equipment

Tools, devices, network equipment and
environment, application and specialized software,
automated systems and complexes for designing,
modeling, operating, controlling, monitoring,
processing, displaying and protecting data
(information flows), as well as methods and models
of risk theory and information resource
management in the study and support of
information activities in the field of information
security and/or cybersecurity.

Opienmayisi ocgimuboi npoepamu / SCOpe

OcsitHBO-TIpOdeciiina

Educational professional

Ocnosnuil poxyc oceimuvoi npocpamu / Main focus

bazosuii ¢hoxyc ocsimnboi npoepamu — cucteMu Ta
MpoLleCH  KibeprpocTopy, CydacHI MeToAW Ta
3ac0o0M 3axXUCTy iH(popMaIiii.

Knouosi  cnosa:  kibepOesnieka, MaTeMaTUYHI
MeToNMu KiOepOe3nekn, CHUCTeMH 1 TEeXHOJOTIi
KibepOe3rnekn,  PO3BUTOK  3acO0iB  3aXUCTy
iHpOopMaIii.

The basic focus of the educational program is on
cyberspace systems and processes, modern methods
and means of information protection.

Key words: cybersecurity, mathematical methods of
cybersecurity, cybersecurity  systems  and
technologies, development of information security
tools.

Ocobnusocmi ocgimuvoi npoepamu / Features

[TinroroBka (haxiBI[iB 3MIMCHIOETBCS y CTaTyCl
KypcaHTa. 3ajydeHHs 10 BUKJIAaJaHHS HaBYAJIbHHUX
JTUCIIATUIIH (haxiBIiB 3 ITiIPO3/ILTIB
JlepKCHen3B’sI3Kky  IHIMUX HaBYAJIbHHMX 3aKJaJliB,
HAYKOBHUX YCTAaHOB.

[IpakTiku mpoBoAATECS BiAMOBiAHO 10 “THCTpYKITiT
PO TIOPSIOK OpraHizamii MpOBEACHHS MPAKTHIHOI
Ta BiliCbKOBO-TIpO(eciiiHOT MiAroTOBKH 3100yBaviB
BHUIIIOT OCBITH B 3aKJafii OCBITH JlepkaBHOI CITy:KOH
CHeHiaTbHOTO 3B’SI3Ky Ta 3axucry iHdopmarrii
VYkpainu”, 3aTBEpIKCHOI Haka3oM AIMiHICTpallii
HepxaBHOi coy)kOM cCHeLiaJIbHOTO 3B’SI3KY Ta
3axucty iHpopmaunii VYkpaimm Bix 19 cepnus
2021 poky Ne 507 Ta ckInamarThCs 3:

KiOepHaBUaHb, sIKi TPOBOAATHCS B APYroMy Ta
TPEThOMY ceMecTpax, Ha ruiatdopmi HapuansHOro

Specialists are trained in the status of cadets.
Involvement of specialists from the units of the
State service for special communications and
information services of Ukraine and other
educational institutions and scientific institutions in
teaching disciplines.

Practices are carried out in accordance with the
“Instruction on the procedure for organizing
practical and military-professional training of
higher education students in an educational
institution of the State service for special
communications and Information protection of
Ukraine”, approved by the order of the
Administration of the State service for special
communications and Information protection of
Ukraine of August 19, 2021, N 507, and consist of:
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cutyariiiHoro 1eHTpy KibepOesneku [C331 KIII
iM. Iropst Cikopcrkoro Ta matdopmi TpeHiHroBoro
uentpy Kibeprearpy UA30;

SKCIUTyaTalliifHOT TMPaKTUKH, SKa IMPOBOIAUTHCS B
Ipyromy cemectpi, Ha 6a3i Jlaboparopii TeXHITHOTO
axucty iH(popmamii IC331 KIII  im. Irops
CikopchKoro;

BiIiCBKOBOTO CTQ)KYBaHHS B TPEThOMY CEMECTpi SKe
MIPOBOANTHCS B Tipo3ainax JlepKcrerss’ a3Ky.

cyber exercises, which are held in the second and
third semesters, on the platform of the Training
situational center for cybersecurity of the ISCIP of
Igor Sikorsky Kyiv Polytechnic Institute and the
platform of the Training Center of the UA30 Cyber
Center;

operational practice, which is conducted in the
second semester, on the basis of the Laboratory of
technical information protection ISCIP of Igor
Sikorsky Kyiv Polytechnic Institute;

military internship in the third semester, which is
conducted in the units of the State special
communications service.

4 — TlpuaaTHiCTH BUNYCKHUKIB /10 MPaneBJIalITyBaHHs Ta nojaabimoro Hapuanus / Eligibility of
graduates for employment and further study

IIpuoamnicms 00 npayesnrawmysanns / Eligibility for employment

BigmoBinro mo  JlepkaBHoro  KiacudikaTopy
npodeciii  JIK 003:2010 BUMYCKHUKH MOXYTb
MmpaioBaT Ha TOcCajax, 0 BiJIMOBIIAIOTH

KIacuQikalifHuM yrpyTIOBaHHIM:

2132.2 Po3poOHUK cHCTEM 3aXHCTy iHpopMarii
2139.2 AHaNiTUK cCUCTEeM 3aXUCTy iHpopMaIii
2139.2 AHaNITUK 3 OI[IHKH BPa3TUBOCTEH

2139.2 AnaniTuk 3arpo3 O6e3meKu

23 IlpodecioHan B rajy3i OCBITH Ta HABYaHHS
3aMOBHUKOM (haxiBIiB 31 CHEIialbHOCTI
F5 KibepOesneka Ta 3axucT iHQOpMaIii BUCTYIAE
HepxaBHa ciyx0a croemiaabHOro 3B’SI3Ky Ta
3axucTy iHpopmalii YKpaiHu.

According to the State Classification of Professions
DK 003:2010, graduates can work in positions
corresponding to the classification groups:

2132.2 Developer of information security systems
2139.2 Analyst of information security system
2139.2 Analyst of vulnerability assessment

2139.2 Analyst of security threat

23 Professional in the field of education and
training

The customer for specialists in the specialty
F5 Cybersecurity and data protection is the State
service for special communications and information
protection of Ukraine.

Hooanvue nasuanmns / Further study

[IpomoBkeHHsT oOCBiTM 3a TpeTiM (OCBITHBO-
HayKOBHM) PiBHEM BHUIIOI OCBITH.
HaOyrTs nmomatkoBux kpasmigikaimiii B CHUCTEMI

OCBITH JIOPOCIIHX.

Continuing education at the third (educational and
scientific) level of higher education.

Acquisition of additional qualifications in the adult
education system.

5 — BukJaganns Ta ouinwoBannsi / Teaching and assessment

Buxnaoanns ma nasuanns / Teaching and studying

[porpamoro nependaueHo npoOIeMHO-OPIEHTOBAHE
HaBYaHHSI 3  HAOYTTSIM  KOMIIETEHTHOCTEH,
HEOOXIMHWX I TPOAYKYBaHHS HOBUX 17,
PO3B’sI3aHHS KOMITIEKCHUX TIPo0IieM y podeciiHii
ramysi, SKe BKIIOYa€ JIeKIii, TpaKTH4YHI Ta
CEeMIHApChKi  3aHATTS, TEXHOJIOTIS  3MIIIAHOTO
HaBYaHHS, IIJIrOTOBKA Ta 3aXHCT MaricTepchKoi
JUcepTariii.

The program provides for problem-based learning
with the acquisition of competencies necessary to
generate new ideas, solve complex problems in the
professional field, which includes lectures, practical
and seminar classes, blended learning technology,
preparation and defense of a master's thesis.

Oyiniosanns

/ Assessment

Bci BuaM HaBYaabHOI ISUIBHOCTI Ta KOHTPOJIbHI
3axoaud (YCHI Ta THCBMOBI 3aJlikM, €K3aMEHH,
TECTyBaHHS) OLIIHIOKOTHCS BIJIIIOBIAHO o
[onoxeHHst PO CUCTEMY OIIHIOBAHHS Pe3yJIbTaTIB
HaBuanHs B KIII im. Irops Cikopcbkoro 3a
CTOOAIEHOIO MIKAIOIO 3 MMOAAJBIIAM IePEBEACHHIM
B OIlIHKA YHIBEPCHTETChKOI mmKanu. HaBuyanHs
3aBEPIIYEThCS HAIMMCAHHIM 1 MyOJiYHUM 3aXHUCTOM
MaricTepchKoi AucepTarii.

All types of educational activities and control
measures (oral and written tests, exams, testing) are
evaluated in accordance with the Regulations on the
system of evaluation of learning outcomes in Igor
Sikorsky Kyiv Polytechnic Institute on a stobal
scale with further conversion to university scale
grades. The training ends with the writing and
public defense of a master's thesis.
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6 — IIporpamui komnerenTHOCTI / Programme competencies

Inmezpanvna xomnemenmuicms / Integral competence

3naTHICT ocobu pO3B’sA3yBaTH 3ajaui
TOCTITHALIBKOTO Ta/ab0 1HHOBAIIHHOTO XapakTepy
y coepi indopmamiiHoi  Oe3nmeku  Ta/abo
KiOepOe3neKH.

The ability of a person to solve research and/or
innovation problems in the field of information
security and/or cybersecurity.

3azanvhi Komnemenmuocmi

(3K) | General competencies

3K 13narnicte  3actocoByBatd  3HaHHs Yy | Ability to apply knowledge in practical situations.
NPaKTUYHHUX CUTYALIIsIX.

3K 2 3narnicte  mpoBomauté  jmocmimpkenHs  Ha | Ability to conduct research at the appropriate level.
BI/INIOBITHOMY DiBHi.

3K 3 3nmarnicte 1o  abcrpaktHoro mucienHs, | Ability to think abstractly, analyze and synthesize.
aHaJi3y Ta CUHTE3Y.

3K 4 3narnicts  omiHroBati Ta 3abesmeuysatu | Ability to evaluate and ensure the quality of work

SIKICTh BUKOHYBaHUX POOIT.

performed.

3K 5 3naTHiCTh CHiNKyBaTHCS 3 TMpeICTaBHUKAMU
iHIIUX TpogeciHiHuX Tpymn pi3HOro piBHA (3
eKCrepTaMu 3 IHIIMX Tany3eil 3HaHb / BUJIB
€KOHOMIYHOI JisSIIbHOCTI).

Ability to communicate with representatives of
other professional groups of different levels (with
experts from other fields of knowledge / types of
economic activity).

Daxosi komnemenmuocmi (LK) | Professional competencies

O®K 1 3natHicTh OOTPYyHTOBAaHO  3aCTOCOBYBATH,
IHTETpyBaTH, PO3POOISATH Ta YIOCKOHAIIOBATH
cydyacHi iH(opMaliiHi TexHoyorii, ¢i3uyHi Ta
MaTeMaTH4YHI MOJEIl, a TaKoX  TEXHOJOIil
CTBOPCHHS Ta BUKOPHUCTAHHA MPUKIATHOTO 1
CIEIiali30BaHOr0 MPOTrPaMHOTO 3a0e3MeUYCHHS s
BupilieHHss  mpodeciiHux 3amad y  cdepi
iH(opMariiiHoi 6e3nexu Ta/abo KidepOe3neKH.

Ability to reasonably apply, integrate, develop and
improve modern information technologies, physical
and mathematical models, as well as technologies
for creating and using application and specialized
software to solve professional problems in the field
of information security and/or cybersecurity.

®K 2 3gatHicTh pO3pOOIATH, BIPOBAIKYBATH Ta
aHaNi3yBaTH HOPMATHBHI JIOKYMEHTH, ITOJIO)KEHHS,

THCTpYKIIT 71 BUMOTH TEXHIYHOTO Ta
opraHi3aliifHoro CIIpSIMyBaHHS, a  TaKoX
iHTeTpyBaTH, aHaJi3yBaTH 1 BUKOPUCTOBYBaTH

Kpallli CBITOBI MPaKTHUKH, CTAHJAPTH y MpodeciitHii
JisubHOCTI B cdepi iHpopmaniiiHOi Oe3nexu ta/abo
KibepOe3neKkH.

Ability to develop, implement and analyze
regulations, provisions, instructions and
requirements of technical and organizational
direction, as well as integrate, analyze and use the
best world practices, standards in professional
activities in the field of information security and/or

cybersecurity.

®K 3 3parHicTh  AOCHIIKYBaTH, PO3POOIATH i
CYIIPOBOKYBATH METO U Ta 3acoou
indopMmariiinoi Oesrekn Ta/abo KibepOe3meku Ha
00’exTax iH(opManiiHOi AisTEHOCTI Ta KPUTUIHOL
1HOPACTPYKTYpH.

Ability to research, develop and maintain methods
and means of information security and/or
cybersecurity at information and critical
infrastructure facilities.

@K 4 3parnicte  aHamizyBaTH, po3poOyIATH i
CYIIPOBOJKYBAaTH CUCTEMY yIpaBIiHHS
iHpOpMaIiiiHOIO Oe3rekor Ta/abo KibepOesneKoro
opranizauii, ¢opMyBaTH CTpaTerito 1 MOJIITHKH
iH(popMaLiiHOT Oe3neku 3 ypaxyBaHHSAM
BITYM3HSHUX 1 MDKHAPOJHUX CTAHJAPTIB T4 BUMOT.

Ability to analyze, develop and maintain an
organization's  information  security  and/or
cybersecurity management system, formulate
information security strategy and policies, taking
into account national and international standards
and requirements.

®K 5 3gaTHicTe 40 OOCHIIOKEHHSA, CHCTEMHOI'O
aHamizy Ta  3abesnedeHHs ~— Oe3mepepBHOCTI
Oi3Hec/onepaliiHuX MPOLECIB 3 METOI BU3HAUCHHS
Bpas3JInBOCTEH 1HPOPMALIIIHUX CHCTEM Ta pecypcis,
aHaJIi3y PU3MKIB T4 BU3HAYCHHS OLIHKH 1X BIUTUBY Y
BIJIMOBIHOCTI 10 BCTAHOBJIGHOT —cTpaTerii i

Ability to research, system analysis and ensure the
continuity of business/operational processes in
order to identify wvulnerabilities of information
systems and resources, analyze risks and determine
the assessment of their impact in accordance with
the established strategy and policy of information
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nojmiTukn  iHQopMmaniiHOi  Oe3meku  Ta/abo

KibepOe3meKkn opranizartii.

security and/or cybersecurity of the organization.

@K 6 3gaTHicTh aHanmizyBaTH, KOHTPONIOBATH Ta
3a0e3MeuyBaTH CHCTEMY YHPAaBIiHHS JOCTYIOM JIO
iHhOpMaIifHIX pecypciB 3TiAHO BCTaHOBJICHOI
cTparerii 1 momiTUkK iHQOpMamiiHOI Oe3nmeKu
Ta/abo kibepOe3neKku opraHizaiiii.

Ability to analyze, control and provide a system of
access control to information resources in
accordance with the established strategy and policy
of information security and/or cybersecurity of the
organization.

OK 7 3maTHICTh OCTIKYyBaTH, PO3POOISITH  Ta
BIIPOBAKYBAaTH METOAM 1 3aX0gd  MPOTHAIl
KiOEepIHIHIEHTAM, 3MIHCHIOBATH MIPOLIEAYPH
YIpaBIiHHSA, KOHTPOIO Ta PO3CIITYBaHHSI, a TAaKOX
Ha/JaBaTH pPEKOMEHAALil MIOAO0 TOMEpPEeKeHHS Ta
aHaJi3y KiOepiHIIMJCHTIB B LILJIOMY.

Ability to research, develop and implement methods
and measures to counteract cyber incidents, carry
out management, control and investigation
procedures, as well as provide recommendations for
the prevention and analysis of cyber incidents in
general.

@K 8 3garHicTh  JOCHIPKYBAaTH,  pPO3pPOOIIATH,
BIIPOBAXKYBaTH Ta CYNPOBOKYBaTH METOIU 1
3acobu KpunTorpadiyHOro Ta TEXHIYHOTO 3aXUCTY
indopMmarii Ha 00’exTax iHGOpPMAIHHOT AiISITEHOCTI
Ta KpUTUYHOI iH(pacTpykTypH, B iHpOpMamiiHUX
cHCTEMAaX, a TaKoX 3JaTHICTh  OI[IHIOBATH
e(eKTUBHICTh ix BUKOPHCTaHHS, 3TiTHO
BCTaHOBJICHOI CTpaTerii 1 MOMTUKU iHPOpMaIiitHOT
Oe3meku Ta/abo KibepOe3neKn opranizaii.

Ability to research, develop, implement and
maintain methods and means of cryptographic and
technical protection of information at information
activities and critical infrastructure, in information
systems, as well as the ability to evaluate the
effectiveness of their use, in accordance with the
established strategy and policy of information
security and/or cybersecurity of the organization.

O®K 9 3natHicTh  aHamizyBaTH, pO3pOONATH i
CYIPOBOJKYBATH CUCTEMY ayJUTy Ta MOHITOPUHTY
epexTHBHOCTI (QyHKIIOHYBaHHA iHQOPMAIIHNX
CUCTeM 1  TexHoJorii, Oi3Hec/omepariitanx
mpolieciB B ranmysi iHdopmaniiiHoi Oe3nekn Ta/abo
KibepOe3nekn opraizaiii B IiIOMy.

Ability to analyze, develop and maintain a system
of audit and monitoring of the effectiveness of
information systems and technologies, business /
operational processes in the field of information
security and/or cybersecurity of the organization as
a whole.

@K 10 3gaTHicTs IPOBAANTH HAYKOBO-TIEAArOTIUHY
JiSUTBHICTD, TUTAHYBaTH HaBYAHHS, KOHTPOJIIOBATH i
CYIPOBOKYBAaTH POOOTY 3 NEPCOHAIOM, a TAKOXK
npuiiMaTtH  eQeKTHUBHI  pIllIEeHHs 3  TUTaHb
iHpopMaliiiHol Oe3nekn Ta/abo KidepOe3neKy.

Ability to conduct research and teaching activities,
plan training, monitor and support work with staff,
and make effective decisions on information
security and/or cybersecurity issues.

@K 11 3patHicTh peani3oByBaTH TEXHIUYHI BUMOTH
Ha OCHOBI TEXHIK OI[IHKM pIiBHS 3aXHINEHOCTI
iHpOpMaIlIHHUX ~ CHCTEM, TEXHOJIOTIH  aHalizy
MepexkeBoro Tpadiky Ta TNPUHIMITB TPOTHII
kibeparakam.

Ability to implement technical requirements based
on techniques for assessing the level of security of
information systems, technologies for analyzing
network traffic and principles of countering cyber
attacks.

®K 12 3parHicTh MIPOBOTUTH OCTIKEHHS,
MepeBipKy,  aHali3,  OI[iHIOBaHHA 00 €KTIiB
iH(opMaIiitHOI MISITFHOCTI MO0 iX BiATIOBITHOCTI
BAMOT'aM HOPMATHBHHUX JIOKYMEHTIB i3 TEXHIYHOTO
3axuUCTy iH(popMarlii.

Ability to conduct research, verification, analysis,
evaluation of information objects for their
compliance with the requirements of regulatory
documents on technical protection of information.

®K 13 3parHicTh  aHanmi3yBaTH, I1HTErpyBaTH i
BUKOPUCTOBYBAaTH  Kpalli  CBITOBI  NPaKTHKH,
MDKHapOAHI CTaHJapTH npu po3poOui

KpunrorpadidyHuX CHCTEM 3axucTy iHpopmauii B
CHeTiaTbHUX 1H(pOpMAaITi HHO-KOMYHIKaIli HHIX
cucTemMax.

Ability to analyze, integrate and use the best world
practices, international  standards in  the
development of cryptographic information security
systems in special information and communication
systems.

OK 14 3gatHICTH 3aCTOCOBYBAaTU KOMIUJIEKC
($i3uyHOl MIArOTOBKH BIMCHKOBOCITY)KOOBINB ISt
PO3BUTKY 3araJibHUX 1 CHEIalbHUX (Di3UdHuX
sKocTed, (OpPMyBaHHS  BIHCHKOBO-TIPUKIIATHIX
HAaBUYOK Ta BHXOBAaHHSA BOJIbOBHUX 1 ICHUXIYHHX

Ability to apply the complex of physical training of
servicemen for the development of general and
special physical qualities, the formation of military-
applied skills and the education of volitional and
mental qualities.
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SIKOCTEMN.

O®K 15 3gaTHICTh 3aCTOCOBYBATH TEXHOJOTII Ta
METOAM MAIIWHHOTO HAaBYaHHS JIJIsl aHANI3y JaHUX,
BUSIBJICHHS 3arpo3 1 aHOMaJiii, OLiHIOBaHHS PU3HKIB
Ta MIATPUMKH TPUAHATTS pIlIEHs Y Mporecax
kibep3axucry  iHpoOpMamiiiHux  pecypciB i
iHpOpMaLiHHO-KOMYHIKaIiTHUX CUCTEM.

Ability to apply machine learning technologies and
methods for data analysis, threat and anomaly
detection, risk assessment, and decision support in
the processes of cyber protection of information
resources and information and communication
systems.

7 — IIporpamui pesyabratn Hapuanns (ITIPH) / Programme learning outcomes

I[IPH 1 BinkHO  CHiIKYyBaTHCh  JCPXKAaBHOK  Ta

iHO3eMHOI0O MOBaMH, YCHO 1 TIHCBMOBO JIJISt
mpeAcTaBieHHS 1  OOroBOpPEHHS  Pe3yNbTaTiB
JIOCHIKEHD Ta IHHOBAIIIH, 3a0e31eyeHHs

OisHec\omepaliiHMx  TPOIECIiB  Ta  IHTaHb
mpodeciiiHoi misTPHOCTI B Tamy3i iH(popMariitHoi
Oe3meku Ta/abo Kibepbesneku.

Communicate fluently in the state and foreign
languages, orally and in writing, to present and
discuss  research and innovation  results,
business/operational processes and professional
issues in the field of information security and/or
cybersecurity.

ITPH 2 IaTerpyBaTtu byHIaMeHTabHI ta | Integrate fundamental and specialized knowledge to
CriemianbHi 3HAHHA JUIT PO3B’s3yBaHHS ckimamHux | Solve  complex information  security and/or
3a71a4 iHpopmartiitHoi Oe3mekn ta/abo | cybersecurity problems in broad or
KibepOe3rekn y HIAPOKHUX ab6o | multidisciplinary contexts.

MYJ'IBTI/I,HHCI_II/IHJ'IiHapHI/IX KOHTCKCTax.

ITPH 3 IlpoBaauTu JIOCITiTHUIIBKY ta/abo | Conduct research and/or innovation activities in the

IHHOBaIIHY MisTTBHICTE B cdepl iHPopMamiitHol
Oesmeku Ta/abo kibepOesmeku, a Takok B cdepi
TEXHIYHOTO Ta  KpuUOTOorpadiyHOro  3aXuCTy
iH(opMarii y kideprpocropi.

field of information security and/or cybersecurity,
as well as in the field of technical and cryptographic
protection of information in cyberspace.

[1PH 4 3actocoByBaTH, iHTErpyBaTd, po3poOIsTH,
BIPOBA/DKYBaTH Ta  yJOCKOHAIIOBAaTH  CydYacHi
iH(opMaIiiiHi TeXHONIOTii, (i3NYHI Ta MaTeMaTHIHI
METOJIU 1 MoJieni B cdepi iHPpopMaIiitHol Oe3neku
Ta/abo KibepOe3neKH.

Apply, integrate, develop, implement and improve
modern information technologies, physical and
mathematical methods and models in the field of
information security and/or cybersecurity.

ITPH 5 Kputnano OCMHCITIOBATH mpoOiieMu
iHnpopMarliifinoi Oe3neku Ta/abo KiOepOesrneku, y
TOMY YHCIT Ha MIXKTaTy3eBOMY Ta

MDKJIMCIMIUTIHADHOMY piBHI, 30KpeMa Ha OCHOBI
PO3YMIHHS HOBUX pE3yJNbTaTiB iHKEHEPHUX 1
¢di3MKo-MaTeMaTHYHUX HAayK, a TaKOX PO3BUTKY
TEXHOJIOTI ~ CTBOPEHHS  Ta  BUKOPHUCTAHHS
CHEIiali30BaHOr0 MTPOrPaMHOT0 3a0e3eUCHHS.

To critically comprehend the problems of
information security and/or cybersecurity, including
at the interdisciplinary and interdisciplinary level, in
particular, based on an understanding of the new
results of engineering and physical and
mathematical sciences, as well as the development
of technologies for creating and using specialized
software.

[1PH 6 AnamizyBaTh Ta OI[IHIOBAaTH 3aXHIICHICTh
CHUCTEM, KOMIUIEKCIB Ta 3aco0iB Kibep3axucry,
TEXHOJIOT11 CTBOPEHHS  Ta BUKOPHUCTaHHS
CIEIiali30BaHOr0 MTPOrPaMHOT0 3a0e3eUCHHSI.

Analyze and evaluate the security of systems,
complexes and means of cyber defense,
technologies for creating and using specialized
software.

[TIPH 7 O6rpynroByBatu BUKOPUCTAHHS,
BIIPOB/KYBAaTH Ta aHaNi3yBaTH Kpaili CBITOBI
CTaHAApPTH, TPAKTHKU 3 METOI PO3B’SA3aHHS
CKJIaJHMUX 3a1ad npodeciiiHol MisubHOCTI B raimysi
iHpopMaIliiiHoT Oe3neku Ta/abo KibepOe3neKH.

To justify the use, implement and analyze the best
international standards and practices in order to
solve complex problems of professional activity in
the field of information security and/or
cybersecurity.

I1PH 8 [ocxnimkyBaruy, po3po0naru i
CYIIPOBOIKYBaTH CUCTEMH Ta 3acobn
iHpopMmaIliiiiHoi Oe3mekn Ta/abo KkibepOe3nekn Ha
00’exkTax iHQOpMaLiiHOI MiSIBHOCTI Ta KPUTHYHOI
iHpPaCTPYKTypH.

Research, develop and maintain information
security and/or cybersecurity systems and tools at
information and critical infrastructure facilities.

I1PH 9 AnanizyBatu,
CYIPOBOKYBATU

po3pobIsATH i
cUCTEMY yIpaBIiHHS

Analyze, develop and maintain the organization's
information  security  and/or  cybersecurity




12/20

iHpopMaLiitHOIO Oe3nekoro Ta/abo KibepOesnexoro
opramizamii Ha ©6a3i crparerii 1  IOJITHKH
iHopmarriiinoi Oe3mexy.

management system based on the information
security strategy and policy.

ITPH 10 3a6e3neuyBatu  Oe3nepepBHicTh Oi3Hec /
OTICpAllIfHMX  TPOIECIB, a TaKOXX BHSBISITH
ypa3nuBocTi iH(QOpMaliiHUX CHCTEM Ta Pecypcis,
aHaNi3yBaTH  Ta  OI[HIOBATH  PH3MKH  JUIs
inopmarrifinoi Oe3nmekm Ta/abo  KibepOesmekn
opranizarii.

Ensure the continuity of business/operational
processes, as well as identify vulnerabilities of
information systems and resources, analyze and
assess risks to information security and/or
cybersecurity of the organization.

[1PH 11 AmnamnizyBatH, KOHTPOITIOBATH Ta
3abesmeuyBaté  edeKkTHBHEe  (PYHKIIOHYBaHHS
CHCTEMH YIPaBIiHHS JOCTYNOM 10 iH(popMamiiHnx
peCypCiB BIAMOBIAHO 10 BCTAHOBJICHUX CTpATeril i
nmomTukd  iHGopMmamiitHOi  Oe3mekm  Ta/abo
KiOepOe3meKku opranizartii.

Analyze, control and ensure the effective
functioning of the system of access control to
information resources in accordance with the
established strategy and policy of information
security and/or cybersecurity of the organization.

IMPH 12 {ocnimxyBaTH, PO3pOOIIATH Ta
BIIPOBA/KYBaTH METOAM 1 3aXOId  NPOTHIIT
KiOepiHIMIEHTaM, 301ACHIOBATH poLeaypy
yIpaBIiHHS, KOHTPOIIO Ta PO3CIiyBaHHSI, a TAKOXK
HaJaBaTH PEKOMEHJALIl 100 MONEepEe/DKEHHS Ta
aHaJi3y KiOepiHIM/CHTIB B LILJIOMY.

Research, develop and implement methods and
measures to counteract cyber incidents, carry out
management, control and investigation procedures,
as well as provide recommendations for the
prevention and analysis of cyber incidents in
general.

ITPH 13 JlocmimkyBaTH, PO3pOOIATH,
BIPOBA/KYBaTH Ta BUKOPHUCTOBYBATH METOIHM Ta
3ac00M KpUNTOrpagiyHOro Ta TEXHIYHOTO 3aXUCTY
iHpopMmalii 6i3Hec/onepaniiHUX MPOIECiB, a TAKOXK
aHaN3yBaTH 1 HagaBaTH OIIHKY e(eKTHBHOCTI iXx
BUKOPUCTAaHHS B iH(pOpMamiiHUX CcUCTeMaX, Ha
00’ekTax iH(GOpMaLiHHOT AISUTBHOCTI Ta KPUTUYIHOT
iH(bpacTpyKTypH.

To research, develop, implement and use methods
and means of cryptographic and technical protection
of information of business/operational processes, as
well as to analyze and evaluate the effectiveness of
their use in information systems, at information
activity facilities and critical infrastructure.

[1PH 14 Amnanizyaty, po3po0maTu i
CYIIPOBOJKYBATH CUCTEMY ayJUTy Ta MOHITOPUHTY
edeKkTUBHOCTI (YHKIIOHYBaHHA iH(pOpMAIiTHIX
CHCTEeM 1  TEXHOJOrid,  Oi3Hec\omepariiftHux
MpoI1IeciB y coepi iHpopMaIiHOT
ta\aboKiOepOe3neKu B MiTOMY.

Analyze, develop and maintain a system for
auditing and monitoring the effectiveness of
information systems and technologies,
business/operational processes in the field of
information and/or cybersecurity in general.

I1PH 15 3po3yminio i HEIBO3HAYHO JIOHOCHTH
BIIaCHI BHCHOBKM 3 TIpoOieM iH(opMaIliitHoi
Oe3nexn Ta/a0o0 KibepOe3meKu, a TaKoK 3HaHHS Ta
MOSICHEHHS, M0 X OOTPYHTOBYIOTH JIO IEpPCOHAIY,
MapTHEpPIB Ta iHIIUX 0Ci0.

Clearly and unambiguously communicate own
conclusions on information security and/or
cybersecurity issues, as well as knowledge and
explanations that justify them to staff, partners and
others.

I1PH 16 IlpuiimaTit  OOTpyHTOBaHI  pilleHHS 3
OpTraHi3alliifHO-TEXHIYHUX TMHUTaHb i1H(popMaIiifHOT
Oesnexkn Ta/abo kibepOesmekn y CKIamHUX 1
HernependavyyBaHUX yMOBax, y TOMYy 4YHCIH i3
3aCTOCYBaHHSIM Cy4YaCHMX METOJIB Ta 3aco0iB
OIITUMIi3allii, TPOTHO3yBaHHS Ta MPUIHSATTS PIllICHb.

To make informed decisions on organizational and
technical issues of information security and/or
cybersecurity in complex and unpredictable
conditions, including the use of modern methods
and tools for optimization, forecasting and decision-
making.

I1PH 17 Martu HaBUYKHU aBTOHOMHOTI'O i
CaMOCTIHHOTO HaBYaHHS y cdepi iHopMmariiHoT
Oe3neku Ta/abo KibepOe3neKkH 1 JOTUYHUX rary3en
3HaHb, aHaJi3yBaTH BJIACHI OCBITHI MOTpeOM Ta
00’ €KTHBHO OLIIHIOBATH Pe3yJIbTaTH HABYAHHSI.

Have the skills of autonomous and independent
learning in the field of information security and/or
cybersecurity and related fields of knowledge,
analyze their own educational needs and objectively
evaluate learning outcomes.

[TPH 18 IlnanyBatu HaBYaHHA, a TaKOoX
CYNpOBO/DKYBAaTH Ta KOHTPOJIIOBATH poOOTy 3
MEPCOHANIOM Yy HamnpsMmy iH(opmMariiiHoi Oe3nexu

Plan training, as well as support and monitor work
with staff in the field of information security and/or
cybersecurity.
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Ta/abo kibepOe3reKy.

IIPH 19 OGuparu, anHamizyBaTH 1 pPO3pOOISATH
OpUIaTHI THIOBI aHANITHYHI, PO3PaxyHKOBI Ta
eKCIIepUMEHTAJIbHI METOIHN Kibep3axucry,
pO3pOOIATH, peaizoByBaTH Ta CYIPOBOKYBATH
MPOEKTH 3 3axucTy iHQopmalii y kibepmpocrtopi,

Select, analyze and develop suitable standard
analytical, computational and experimental methods
of cybersecurity, develop, implement and support
projects for the protection of information in
cyberspace, innovation and intellectual property

IHHOBAIIIIHOT JUSUTBHOCTI Ta 3axucTy | protection.

IHTEJIeKTyabHOI BIIACHOCTI.

ITPH 20 CraButi  Ta  BupimryBath  ckiamadi | TO Set and solve complex engineering, applied and
IIDKCHEpHO-TIPUKJIaqHI ~ Ta  HaykoBi  3amaudi | scientific problems of information security and/or

indopmarrifinoi Oe3nekn Ta/abo KibepOe3meku 3
ypaxyBaHHSM BHUMOT BITYM3HSHUX Ta CBITOBHX
CTaHJIaPTiB Ta KpaluX MPaKTHK.

cybersecurity, taking into account the requirements
of national and international standards and best
practices.

ITPH 21 BukopucTOBYBaTH METOAM HATYpPHOTO,
($i3MYHOTO0 1 KOMIT'IOTEPHOTO MOJENIOBAHHS ISl
TOCTIKEHHS TIPOIIECIB, AK1 CTOCYIOTBCSI
iH(opMariiiHoi 6e3nexu Ta/abo KidepOe3neKH.

Use methods of natural, physical and computer
modeling to study processes related to information
security and/or cybersecurity.

[1PH 22 InanyBatu Ta BHUKOHYBaTH
eKCIIEPUMEHTAbHI 1 TEOPEeTWYHI JIOCIHIHKeHHS,
BHCYBaTH 1 TEPEBIpATH TilmoTe3w, oOupatu ais

Plan and perform experimental and theoretical
research, formulate and test hypotheses, select
appropriate methods and tools, perform statistical

bOro TpHIaTHI MeToAM Ta iHCTpyMeHTH, | data processing, assess the reliability of research
3MifiCHIOBaTH  CTaTHCTHYHY  00OpoOKy  manmx, | results, and justify conclusions.

OIIHIOBATH JOCTOBIPHICTH pe3ynbTaTiB

I[OCHiI[)KeHI), apryMeHTyBaTH BUCHOBKHU.

ITPH 23 O6rpynToByBaTt  BuOip  mporpamuoro | To justify the choice of software, equipment and
3abe3MeucHHs, YCTaTKyBaHHA Ta 1HCTpYMeHTIB, | tools, engineering technologies and processes, as

IH)KCHEPHUX TEXHOJIOTIH 1 TMPOIECiB, a TaKOK
oOMeXeHp IOoJ0 HUX B Tamy3i iHpopmariitHoi
Oe3nexu Ta/abo KibepOe3neKkn Ha OCHOBI Cy4acHHX
3HaHb Y CYMDKHHX Taly3sX, HAyKOBOi, TEXHIYHOI Ta
JIOBIJKOBOT  JIiTepaTypu Ta IHINOI JOCTYMHOI
iH(opMarrii.

well as restrictions on them in the field of
information security and/or cybersecurity based on
current knowledge in related fields, scientific,
technical and reference literature and other available
information.

[MPH 24 OuintoBatu ctaH iHGOPMALIiHHUX CHUCTEM,
po3momISATH  TOCHyrm  Oe3nmekn 1 oOmpaTH
MeXaHi3MH Oe3NeKH, BIPOBaKyBaTH TEXHOJIOTI4HI
pilliCHHS  IHHOBAIIIMHOTO  XapakTepy  II0JIO0
BUSBIIEHHS Ta OJIOKYBaHHS 3arpo3 iHQopMaIiitHuM

pecypcam.

Assess the state of information systems, distribute
security services and select security mechanisms,
implement innovative technological solutions to
identify and block threats to information resources.

ITPH 25 3acrocoByBatu METOINKHU 1010
OIIIHIOBaHHSI 3aXWINEHOCTI 00'€KTiB iH(pOpMaIliitHOI
TUSUTBHOCTI Ta JiepKaBHUX iHGOpMAIiTHIX pecypciB
BiJl HECAHKI[IOHOBAHOT'O JIOCTYITY.

Apply methods for assessing the security of
information objects and state information resources
from unauthorized access.

[1PH 26 BukopucroByBaTH pe3ylbTaTH aHANi3y
KpallluX CBITOBHX MpPAaKTUK, CTAHAAPTIB i3 3aXUCTy
iHpopMarnii mpu  po3poOui  KpunrorpadidHUX
cHUCTeM 3axucTy iHopmamii B cHemialbHUX
iHpOpMaLifHO-KOMYHIKaIlITHUX cCUCTEMaXx.

Use the results of the analysis of best international
practices, information security standards in the
development of cryptographic information security
systems in special information and communication
systems.

I1PH 27 3actocoByBaru crneuianbHi (i3U4HI SKOCTI
Ta BIHCHKOBO-TIPUKJIAJHI HABHUYKU MPHU BUKOHAHHI
0OMOBHX 3aBIAaHb.

To apply special physical qualities and military-
applied skills in the performance of combat
missions.

[1PH 28 bynyBatn, HaB4aTH Ta BUKOPUCTOBYBATH
MOJeJIi  MAIIMHHOTO  HaBYaHHSA A 3a7a4
MOHITOPHHTY, Kiacudikalii Ta NPOrHO3yBaHHS
nofii y inpopmaniifHO-KOMyHIKaliiHUX CHCTEMaX.

Build, train, and use machine learning models for
monitoring, classification, and prediction tasks in
information and communication systems.
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I1PH 29 3acTocoByBaT MeETOOM Ta aITOPHTMH
MAaIlIMHHOI'O HaBYaHHS I aHai3y JaHUX Oe3leKH,
BUSIBJICHHS aHOMAaJili 1 3arpo3 Ta po3B’sI3aHHA
MPaKTUYHUX 3a4a4 Kibep3axucty iHpopMaliiHux
pecypcis.

Apply machine learning methods and algorithms to
analyse security data, detect anomalies and threats,
and solve practical problems of cyber protection of
information resources.

ITPH 30 OuinroBaTH AKIiCTh 1 MPUIATHICTh MOJIENCH
MallMHHOTO  HaBUYaHHS Ta  IHTEPHPETYBATH
pe3ymbTaTi iX poOOTH IS MIATPUMKH DIlIeHb Y
mporiecax Kioep3axucry.

Assess the quality and suitability of machine
learning models and interpret their results to support
decisions in cyber security processes.

8 — PecypcHe 3a0e3neuennsi peasizauii mporpamu / Resource provision for programme
implementation

Kaopose 3abesneuenns / Staffing

BigmoBimHO 40  KaApOBHMX ~ BHMOT  IOJIO
3a0e3MeYCHHS TPOBAKCHHS OCBITHBOI MisUTBHOCTI
TUTSE BIJIMOBITHOTO  PIiBHS BUIIIOI  OCBITH,
3arBepmkeHux IlocranoBoto Kabinetry MinicTpis
VYkpainn Big 30.12.2015p. Ne 1187 B yuHHIM
peaaxiii.

Peanizamiss OCBITHIX KOMIOHEHT 3a0e3MedyeThCs
HayKOBO-TIE/IaTOT1YHUMH TPaIliBHUKAMH, SKi MalOTh
HAYKOBHM CTymiHb Ta/abo BuUeHe 3BaHHI Ta
MpamIOTh 32 OCHOBHHM  MiCIieM  pOOOTH.
3amydaloThCss 0 BHKIAAaHHA  mpodeciiiHo-
OpIEHTOBAaHUX JHMCUHUIUTIH (haXiBIIB-TIPAKTHKIB B
ranmysi KibepOe3nekn Ta 3aXucTy iHpopmariii.

In accordance with the staffing requirements for
ensuring the implementation of educational
activities for the relevant level of higher education,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 30.12.2015 Ne 1187 in
the current version.

The implementation of educational components is
provided by research and teaching staff who have a
scientific degree and/or academic title and work at
their main place of work. Practitioners in the field
of cybersecurity and information protection are
involved in teaching professionally oriented
disciplines.

Mamepiansrno-mexniune 3abe3neuenns / Material-technical support

BigmoBimHO OO TEXHOJOTIYHHX BHUMOIL IIOIO
MaTepiadbHO-TEXHIYHOTO 3a0e3MeveHHsT OCBITHBOI
JUSUIBHOCTI  BIIOBITHOTO PpIiBHS BHUIIOI OCBITH,
3atBep/pkeHnx [locranoBoro KaGinery MiHicTpis
Vkpainn Bix 30.12.2015p. Ne 1187 B umHHIN

peaaxiii.
Hna 3a0e3nevyeHHs OCBITHBO-TIpO(eciiHOT
NporpaMH  BHKOPHCTOBYIOTBCS ~ MaTepialibHO-

texHiuHi 0azu: KIII im. Irops Cixopcbkoro; 1C331
(HaBYaNBPHUI CHTyalliiHUN IIEHTp 3 KibepOesrekw,
rpyna pearyBaHHS Ha KOMIT IOT€PHI 1HIHJICHTH,
creriaipHa J1abopaTopiss 3 TEXHIYHOTO 3aXUCTY
iHpopmarii); Jlep>kaBHOTO LEHTPY Kibep3axucry Ta
Kioepruentpy UA30 /[lepxcren3s’si3Ky; IOJITOHU
TepuropianbHUX BY3IIiB YPSIOBOTO 3B SI3KY.

In accordance with the technological requirements
for the material and technical support of educational
activities of the relevant level of higher education,
approved by the Resolution of the Cabinet of
Ministers of Ukraine of December 30, 2015,
Ne 1187 in the current version.

To ensure the educational and professional
program, the material and technical bases are used:
Igor Sikorsky Kyiv Polytechnic Institute; ISCIP
(cybersecurity training situational center, computer
incident response team, special laboratory for
technical information protection); State Center for
Cyber Defense and Cyber Center UA30 of the State
Special Communications Service; training grounds
of the Territorial Government Communication
Nodes.

Ingpopmayiiine ma nasuanvno-memoouune 3abesnevenns / Information and methodological support of the
educational process

BiamoBigHo a0 BUMOr 100 iH(QOPMAIIHHOTO Ta
HaBYAILHO-METOIMYHOI0 3a0€3MCUYEHHS OCBITHLOI
JUSUTBHOCTI  BIJIIOBITHOTO PiBHS BHUIIOI OCBITH,
3arBep/pkeHnx [locranoBoro Kabinery MinicTpis
Vkpainm Big 30.12.2015p. Ne 1187 B umHHIN

peaaxiii.
KopucryBanns HaykoBo-TexHIYHOIO 0i0J1I0TEKOO
KIII im. Irops CikopcbKoro, 3arajbHO-

1HCTUTYTCBKOI Ta cexpeTHoro Oibmiorekamu IC331.

In accordance with the requirements for
information and educational and methodological
support of educational activities of the relevant
level of higher education, approved by the
Resolution of the Cabinet of Ministers of Ukraine
0f 30.12.2015 Ne 1187 in the current version.

Use of the Scientific and Technical Library of Igor
Sikorsky Kyiv Polytechnic Institute, the general
institutional and secret libraries of the ISCIP.

9 — Akagemiuna modinbHicTs / Academic mobility
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Hayionanena kpedumna mobine

nicms / National credit mobility

[Iporpama He mepeadadae HAIOHATBLHOT KPEAUTHOI
MOOLUTBLHOCTI.

The program does not provide for national credit
mobility.

Misxcnapoona kpeoumna mooinbHi

cme / International credit mobility

MOXIUBICTh YKIaJaHHS Yrof NpO aKaAeMidHy
MOOUTHHICT, TPO TPHUBAII MDKHAPOAHI TIPOEKTH,
SIKi TIepe0adaoTh BKIIFOUEHEe HaBYaHHS 3100yBadiB
BHLIO] OCBITH (3a  pimeHHIM l'onosu

Possibility of concluding agreements on academic
mobility, long-term international projects that
provide for the inclusion of training for higher
education applicants (by decision of the Head of the

Jepxcnenss’ 13Ky ).

State special communications service).

Hasuanns inozemnux 30006yeauis suwoi oceimu / Study of foreign applicants of higher education

HaBuannst iHO3eMHHX 3700yBadiB BHIOi OCBITH 3a
JAHOIO0  OCBITHRO-TIPO(ECIifHOIO TIporpaMor0 He
nepeabdadeHo.

Training of foreign higher education students under
this educational and professional program is not
provided.

10 — Ipouenypa npucsBoeHHst npodeciiinnx kBamigikauiii / Procedure for awarding professional
qualifications

He nepenbavaeTrscst mprucBOEHHS MPodeciitHnx

No professional qualifications are expected to be
awarded

KBauTihikarii

2. HEPEJIIK OCBITHIX KOMIIOHEH

TIB / EDUCATIONAL COMPONENTS

Dopma

Kox / _ . Kpeautu EKTC / MiICYMKOBOTO

Code OcgitHi kommonenTy / Educational components ECTS credits ]

control form
HopmaTusHi ocBiTHi komnonenTu / Standard educational components
Iuka 3araasnoi minroroku / General training cycle
IHTGHCKTyaHBHa BJIaCHiCTL Ta MaTCHTO3HaBCTBO / 3aJIiK

3001 3 .
Intellectual property and patent law Final test

30 02 Cranuii iIHHOBaIIHUI PO3BUTOK / 4 3aJiK
Sustainable innovative development Final test
[MpakTu4HUi Kypc 1HO3eMHOT MOBH JUIsI J1JTOBOT
KOMyHiKarii / 3aJIiK

3003 : . . 3 )
Practical foreign language course for business Final test
communication

Huxs npodeciiinoi minxroroku / Professional training cycle
®dizpune BUXoBaHHs / 3aITiK

o1 . . 4 .
Physical education Final test
TexHoorii BUSBIEHHS Ta OJIOKYBaHHS 3arpo3 JIep>KaBHUM
iHpopMaLifHIM pecypcaM B iHQopMaliiiHO-

10 2 KOMYHIKaI[ifHUX cucremax / 4 3aI1K
Technologies for detecting and blocking threats to state Final test
information resources in information and communication
systems
TexHonorii BUSBIIEHHS Ta OJIOKYBaHHS 3arp03 JIEPKaBHUM
iHpopMaLiiHIM pecypcaM B iHQopMaIliiiHO-

10 3 KOMYyHIiKaIiifHux cucremax. Kypcosa po6ora / 1 3aJiK
Technologies for detecting and blocking threats to state Final test
information resources in information and communication
systems. Course work

1O 4 MeTtoan noOyI0BH Ta aHANI3Y CHMETPHYHUX 3 3aJiK
KPHUIITOCHCTEM / Final test
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Methods of construction and analysis of symmetric
cryptosystems
Mos MareMaTiuHi METOIM OIITUMI3aLii Ta MOIEIIOBAHHS / 5 eK3aMeH
Mathematical methods of optimization and modeling Exam
TexHoIorii MAIIMHHOTO HaBYaHHS / €K3aMEH
o 6 X : . 6
Machine learning technologies Exam
MeTtomonorivyni 3acaau 3aXycTy iH(MOpMAIIiil BiJf BUTOKY
1o 7 TEXHIYHUMH KaHaaaMu / 5 3aITiK
Methodological principles of information protection against Final test
leakage through technical channels
o 8 BukoHaHHs1 Marictepcbkoil aucepraiii / 14 3aXUCT
Execution of the master's thesis Defense
Ipakruku / Practices
Ki6epuasuamus / 3aJIiK
o9 Cyber training 3 Final test
o 10 EKCHJ’I}.’aTaLIlI/IHa }'IpaKTI/IKa / 3 -3aJ'IlK
Operational practice Final test
BiiicbkoBe cTaxyBanHs / 3aJiK
o 11 Military internship 9 Final test
Bubipkogi ocBiTHi komnonenTn / Elective educational components
Inka npodeciiinoi mizroroskm / Professional training cycle
B 1 BubipkoBwuii ocBiTHii komnoneHt 1 3 ®-Karasnory / 4 3aJiK
Elective educational components 1 from P-Catalogue Final test
B 2 BubipkoBwuii ocBiTHii komnoneHt 2 3 ®-Karanory / 5 eK3aMeH
Elective educational components 2 from P-Catalogue Exam
B 3 Bubipkoswuii ocBiTHii komnonent 3 3 ®-Karasnory / 4 3aJiK
Elective educational components 3 from P-Catalogue Final test
B 4 BubipkoBuii ocBiTHii kommoneHT 4 3 ®-Katanory / 5 eK3aMeH
Elective educational components 4 from P-Catalogue Exam
B 5 BubipkoBuii ocBiTHIi kommoneHT 5 3 ®-Karanory / 5 eK3aMeH
Elective educational components 5 from P-Catalogue Exam
3arayibHUA 00CSIT HOPMAaTUBHUX OCBITHIX KOMIIOHEHTIB / 67
Total volume of the standard educational components:
3aranbHul 00CST BHOIPKOBHX OCBITHIX KOMIIOHEHTIB / 23
Total volume of the elective educational components:
OO6csr OCBITHIX KOMIIOHEHTIB, IO 320€3MeUyr0Th 37100y TTS KOMIIETEHTHOCTEH
BHU3HAYEHHX CTAHJAPTOM BHIIO1 OCBITH / 63
Total volume of the educational components aimed at acquisition of competencies
specified in the Higher Education Standard
3ATAJIBHUM OBCSII' OCBITHBOI ITIPOT'PAMMU / 90

TOTAL VOLUME OF THE EDUCATIONAL PROGRAMME
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3. CTPYKTYPHO-JIOTTYHA CXEMA OCBITHBOI IPOT'PAMM / STRUCTURAL AND
LOGICAL SCHEME OF THE EDUCATIONAL PROGRAMME

it P—

IMpaxTiuanil Kype 1HO3eMHOI MOBH /I8 111080 KOMYHIKANI1
Practical foreign language course for business communication
1

ITT cemecrp / 11 semester

BificbkoBe
CTAXYBAHHA
Military internship

Oisnure suxosannda / Physical education

[HTeNeKTyanbHA BIACHICTE T4
NATeHTOIHABCTBO
Intellectual property and patent law

TexHo10r1 BHABICHHA T4
OMOKYRAHHS 3arpo3 JIepKARHHM
1opManiitnum pecypcaM B
iHpopMaIiHO-KOMYHIKATTHTHIX
cHCTEMAax
Technologies for detecting and
blocking threats to state information
resources i information and
communication systems

Cramiil 1HHOBaMITHITH

PO3BHTOK
Sustainable mnovative
development

e e i et

Kidepuasuauns / Cyber training

| Kypcosa pobora / Course work

Metoan noGyA08H Ta aHAM3Y
CHMETPHYHHX KPHITTOCHCTEM
Methods of construction and analysis
of symmetric cryptosystems

MareMaTHIHI METOTH ONTHMIZANII Ta
MOJIC/THOBAHHA
Mathematical methods of optimization
and modeling

MeToA0T0r Y I 3aCAH 3AXHCTY
mdopManii Bi2l BATOKY
TeXHIMHIMHE KaHAIAMH

Methodological principles of

imnformation protection against
leakage through technical
channels

EXcnyaTarmiiiia npakTika

Operational practice

-

BaGipaosieit ocarnmfl sosaosent 13 O Karsory
Elective educational components | from P-Catalogue

Budpsosuf ocsrrl Nosarosent 2 3 D
Elactive aducational comporsents 2 from P.Catalogue

Texuonorii MAHHHOI'0 HABYAHHA
Machine learning technologies

-~ -~ - " " Y " s Y s s s s s s s s 2t 2t [ ]

Budwysosilt ocnrrifl KosmosesT 3 4 - Kimaory
Elective educational components 3 from P-Catalogue

Buthipsomiedt ocnrmmull sosemonent 4 1 D-Karasory
Elective aducational components 4 from P-Catalogue

Biprosiit ocnrrmit xosmmosedt 5 3 P Karmsory
Elective educational comspopents 5 from P-Catalogne

-~ RN TS I ———

Budipxosi ocsimni komnonenmu

SISHHL SRAHLSVIN HHL 40 NOLLNOHXE

IHNV.Ldaouy

JOMNAOdALOIIVIN KHHVHOMHH
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4. ®POPMA ATECTAIIIL 3JIOBYBAYIB BUII[OI OCBITH / THE FORM OF
ATTESTATION FOR DEGREE PURSUERS

ArecTarist 3100yBadiB BHIIOI OCBITH 3a OCBITHBO-TIpOeciiiHOI0 mporpamoro “besreka nep»aBHUX
iHpopMaLiiHUX pecypciB” 3AIMCHIOETECS y (GOpPMI €JUMHOTO JACPKAaBHOrO KBali(iKamiHOrO iCIUTY Ta
3axuCTy KBadidikamiiHoi poboTH, 1m0 3abe3meduye OLIHIOBAHHA HOCSTHEHHS pE3yJbTaTiB HaBYaHHS,
BU3HAYCHUX CTaHAAPTOM BPIH.IOI OCBITH Ta 3aBCPIIYETHCA BUAAYCIO JOKYMEHTA BCTAHOBJICHOI'O 3pas3Ka IIpo
MIPHUCYMKEHHS HOMY CTYIIEHSI MaricTpa 3 IPUCBOEHHAM OCBITHBOI KBajidikallii: Marictp 3 kibepOesneku Ta
3axMCTy iHQopMalmii, 3a OcCBiTHbO-IpodeciiiHor0 mnporpamoro “besnexa nepxkaBHUX iHGOPMALIHHUX
pecypciB”.

Ksamigikarmiiina pobora Mae mependadaTd po3B’sA3aHHS CKJIQTHOI 3adadi TOCHITHUIIEKOrO Ta/abo
iHHOBaIliifHOrO XapakTepy y cdepi KibepOesmekn Ta 3axucTy iHpopmanii. Kpamidikauiiina poborta He
MOBMHHA MICTUTH aKaJIeMIdHOTO IiIariaty, ¢anbcudikaiii, (hadpukariii.

Kgamigixkariitna po6oTta mepeBipseTbes Ha 1wiariart, ¢pabpukarito Ta Ganrscudikarlito i MmCist 3aXUCTy
posMintyetbest B HapuanbHiil Oiomioreni IC331 KIII im. Iropst Cikopcbkoro B apxiBi HayKOBHX Ta OCBITHIX
MaTepiajiB s BUIBHOTO TOCTYILY.

ArecTarist 3IIMCHIOETBCA BIIKPUTO 1 MmyOmiyHO. Are, skmo kpamidikariiina poboTa MiCTHUTh
iHQopMaIlito 3 OOMEKEHHM IOCTYIIOM, TO 3aXHCT IMPOBOIUTHCS B 3aKPUTOMY PEXHMI 3 HEYXHIBHUM
JIOTPUMAHHSM 1 BUKOHAHHSM BHMOT YMHHOTO 3aKOHOJABCTBA M0N0 30€PESKEHHs CIIy>KOOBOI Ta JepKaBHOI
TAEMHUII.

Certification of applicants for higher education in the educational and professional programme
“Security of state information resources” is carried out in the form of a single state qualification examination
and defence of qualification work, which ensures the assessment of the achievement of learning outcomes
defined by the standard of higher education and ends with the issuance of a document of the established form
on awarding a master's degree with the award of educational qualification: Master of Cybersecurity and
Information Protection, in the educational and professional programme “Security of state information
resources”.

The qualification work is checked for plagiarism, fabrication and falsification and, after defense, is
placed in the academic library of the Igor Sikorsky Kyiv Polytechnic Institute in the archive of scientific and
educational materials for free access.

The qualification work is checked for plagiarism and after defense is placed in the educational library
of the Igor Sikorsky Kyiv Polytechnic Institute in the archive of scientific and educational materials for free
access.

Certification is carried out openly and publicly. However, if the qualification work contains
information with limited access, the defense is conducted in a closed mode with strict observance and
fulfillment of the requirements of current legislation on the preservation of official and state secrets.
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5. MATPHIIA BIJHOBIJTHOCTI IPOTPAMHUX KOMIIETEHTHOCTEM
KOMITOHEHTAM OCBITHbOI TIPOI'PAMU / COMPLIANCE MATRIX OF
PROGRAMME COMPETENCIES WITH PROGRAMME COMPONENTS

301

302

303

no1

mo2

o3

o4

105

o6

nov

nos

mo9

no10

moi11

3K1

+

+

+

+

+

+

+

+

+

+

+

+

+

3K2

=+

+

+

+

+

3K3

3K4

3K5

®K1

DK?2

®K3

DK4

DK5

DK6

DK7

®K8

PK9

®K10

DK11

DK12

®K13

®K14

DK15
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6. MATPULIA 3ABE3IIEYEHHS ITPOI'PAMHUX PE3YJIBTATIB HABUAHHA
BIJIMNOBITHUMU KOMIIOHEHTAMMU OCBITHbOI TPOI'PAMHU / COMPLIANCE
MATRIX OF PROGRAMME LEARNING OUTCOMES WITH PROGRAMME
COMPONENTS

301

302

303

no1

mo2

nos3

o4

nos

106

nov

nos

mo9

mo1o0

nmoi1i

IMPH1

+

ITPH2

ITPH3

ITPH4

ITPHS

ITPH6

IPH7

ITPHS8

ITPHY9

IIPH10

ITPH11

ITPH12

ITPH13

IIPH14

IIPH15

ITPH16

IPH17

ITPH18

IIPH19

IMPH20

IIPH21

IIPH22

IIPH23

ITPH24

IIPH25

ITPH26

ITPH27

ITPH28
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IMPH29

IMPH30




