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IPEAMBYJIA / PREAMBLE

PO3POBJIEHO / DESIGNED:
Kepisuuk pobouoi rpymu / Head of the project team:

Canoitnos [2op Boroousmuposuy, kanoudam mexuiunux nayk, ooyenm, doyenm Creyiansoi kageopu
Ne 1 IC331 KIII im. leopst Cikopewkozo / Thor SAMOILOV, candidate of technical sciences, associate
professor, associate professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic
Institute.

Unenm poboyoi rpymu / Project team members:

Tomv Bnaoucnas  J[mumposuy, ranouoam mexuiunux Hayk, npoghecop, sasioysau Cneyianvnoi
xagheopu Ne 1 1C331 KITI in. Ieops Cikopcorozo / Viadyslav Hol, candidate of technical sciences, professor,
head of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

leanuenko Cepeiti Onexcandposuy, 0okmop mexnivnux Hayk, npogecop, npogecop Cheyiansnoi
kacpedpu Ne 1 IC331 KII1 im. leopa Cikopcerozo / Sergiy Ivanchenko, doctor of technical sciences, professor,
professor of the Special Department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Onexciiiuyk Anmon Mukonatiosuy, 0okmop mexuisnux wayk, npogecop, npoghecop Chneyianonoi
kagpeopu Ne 1 IC331 K111 irm. Ieopsa Cixopcokoeo / Anton Oleksiichuk, doctor of technical sciences, professor,
professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Konomoneyo Muxora Muwonaiioguy, xanoudam mexuiynux nayx, ooyenm, doyenm Cneyiansnol
kagpeopu Ne 1 IC331 KIII im. leopa Cikopevrozo / Mykola Konotopets, candidate of technical sciences,
associate professor, associate professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv
Polytechnic Institute.

Cmopuax  Awmon  Cepeitioguy, kanoudam mexuiunux uayk, ooyewm, Ooyenm Cneyiansnoi
xagheopu No 1 IC331 K111 im. Ieops Cirkopevkoeo / Anton Storchak, candidate of technical sciences, associate
professor, associate professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic
Institute.

Hixonaenko bozoan Anamonvosuy, kanouoam mexHivnux Hayk, Ooyenm, 20106Huii cheyianicm
ynpaeninui JIKI Aominicmpayii Jlepaccneyse sy / Bohdan Nikolayenko, candidate of technical sciences,
associate professor, chief specialist DCI of the State Special Communications Service of Ukraine.

bapxanenrko Kupuro Muronatiosuy, inxcenep opyeoi kamezopii naGopamopii Cneyiansnoi xageopu
Ne 1/ Kyrylo Barkhalenko, second category engineer of the laboratory of the Special Department No 1.

Apowyr Baoum J{mumposuy, kypcanm mazicmepceko2o Kypey (cneyianonicme 1235 Kibepoesnexa ma
saxucm inpopmayit) IC331 KI1I im. leopa Cixopewroeo / Vadym Yaroshchuk, master's student (specialty
125 Cybersecurity and Data Protection) Igor Sikorsky Kyiv Polytechnic Institute.



3/20
MOTOMKEHO / AGREED:

HaykoBo-meTomuuna xomicis yHiBepeurery 3i crietianmbHocti FS KiGep6esneka ta 3axuct inopmardi / The
Scientific and Methodological Commission of the University on speciality F5 Cybersecurity and data
protection (nporokon / minutes of meeting Ne %7 sin/ dated £505 2025

I ososa Hi -F5 (ma IC33I) / Head of the SMCU- F5 (for ISCIP)

Bnamucnas I'OJIb / Vladyslav HOL

Meroamuna pana KIII im. Irops Cikopcskoro / The Methodological Council of Igor Sikorsky Kyiv
Polytechnic Institute (mporoxon / minutes of meeting Ne 7 sin/dated o¥. €5 20 E
I'onosa Metonuunoi pagu / Head of the Methodological Council

Tersana XXEJIAACKOBA / Tatiana ZHELIASKOVA

BPAXOBAHO / CONSIDERED:

ITocmanogy Kabinemy Minicmpie Ykpainu 6io0 30 cepnus 2024 poxy Ne 1021 “IIpo enecenns smin 00
hepeniky eanyseii snanv i cneyiaienocmeti, 3a axumu 30iICHIOEMbC NIO20MO8KA 3006Y6auie suujoi ma
gaxoeoi nepedsuyoi oceimu”.

Hakas Minicmepcmea Exonomixu Yipainu 6io 13.12.2024 Ne 27751 “Ilpo sameepoicenns 3winu do
Ne 14 nayionanenozo knacugixamopa JIK 003:2010",

Ocsimnvo-npopeciiiny npozpamy 0620680peno nicis HAOX0OXCenns 6cix nponosuyiil, nobajcanv i
3ayeadicent 6I0 3000y6auie 6uWOI OCEIMY, GUNYCKHUKIG ma cmeiikxonrdepie i cxeaneno na sacioanmi
Cneyianonol kageopu Ne 1 IC331 K111 im. leopsi Cikopcokozo (npomoxon Ne 9/7sio £5. 05 2025 POKY).

The Resolution of the Cabinet of Ministers of Ukraine dated August 30, 2024 No. 1021 “On
Amendments to the List of Fields of Knowledge and Specialties for Training of Higher and Professional
Higher Education Applicants” was taken into account”.

Order of the Ministry of Economy of Ukraine dated 13.12.2024 No. 27751 “On Approval of
Amendments to No. 14 of the National Classifier DK 003:2010".

The educational and professional program was discussed afier receiving all the proposals, wishes and
comments from higher education students, graduates and stakeholders and approved at a meeting of the
special depariment Ne 1 of the ISCIP of Igor Sikorsky Kyiv Polytechnic Institute (minutes Ne HT of
0505 2025).

EBOJIIOLISA OCBITHBOI MPOTPAMM / EVOLUTION OF THE EDUCATIONAL
PROGRAMME:

Ocsgimuvo-npogpeciiina  npozpava “Besnexa Oepocasnux  inopmayiiinux pecypeig”  opyeozo
(mazicmepcokoeo) pieHs euwol oceimu 3a cneyianouicmio F5 Kioepbesnexa ma saxucm ingopmayii €
npasonacmynuuyeto OIIIT “Besnexa Oepocasnux inpopmayiiimux pecypcie” opyeozo (vazicmepcvrozo)
pisns suwor oceimu 3a cneyianvnicmio 125 Kivepbesnexa, sixa 6yna sanowamrxosana y 2016 poyi 3 memoio
hidzomoexu sucoxokeaniikosanux gaxieyie cmynens euwol 0ceimu mazicmp ons npoghecitinor disibnocmi
HA nocadax opeauie ma niopo3oinie Jlepiuccneyse sa3xy.

2019 pix — onosnenns OIIIT y 36's3Ky 3 nepexoOoM na nosuii mepmin nasuanns 3006ysaie sutyor
oceimu (1 pix 4 micays).



4/20

2021 pix — onosnenns OIIIT 3 memoto epaxysanus Cmandapmy 6ol oceimu 3a cneyianoHicmo
125 Kibepbesnexa oasn dpyeozo (mazicmepcwkozo) piens euwoi oceimu (Haxas MOH Yupainu Ne 332 gio
18.03.2021). Ipugedero 0o cmanoapmy naseu KOMREMeRMHOCHIel Ma NPOSPAMHUX PE3YTbMAMIa HAGYANHS.

2023 pix — onoenenns OIIIT 3 memoio spaxyeanns: ITocmanosu Kabinemy Minicmpie Ykpainu eio
16.12.2022 Ne 1392 “Ilpo enecennss 3min 00 nepenixy eanyseii 3namo i cheyianbHocmedl, 3a SKUMU
30ficHIoEmbCs nid2omosika 3000ysauie euwyoi oceimu’”; Haxasie Minicmepemea Exonomixu Yipainu i
29.12.2022 Ne 5573 ma eio 25.10.202]1 Ne 810-21*“Ilpo sameepocenns 3minu oo HAayioHaNeHo20
knacugikamopa JIK 003:2010”. Onosunace uaséa cneyiansnocmi 125 Kibepbesneka ma saxucm
inghopmayii, eneceno 3minu 1wodo npuoam1ocni 00 npayesIauIMyeanist 6UNYCKHUKIS.

2024 pix  — onoenennss OIIIl 3 memolo epaxysantist nponosuyii  6io  JIKI Aominicmpayii
Hepaiccneyss 'asKy w000 enposadicennst 3min 8 oceiminbo-npogectiiny npoepamy nio2o0moeKu Mazicmpie sa
cneyianenicmio 125 Kibepoesnexa ma saxucm inghopmayii (sx. Ne5352/BC gio 27. 02.2024).

The Educational and Professional Program “Security of State Information Resources” of the second
(master's) level of higher education in the specialty 125 Cybersecurity and Data Protection is the successor
1o the EPP “Security of State Information Resources” of the second (master's) level of higher education in
the specialty 125 Cybersecurity, which was launched in 2016 to train highly qualified specialists of the
master's degree for professional activities in the positions of bodies and units of the State Special
Communications Service.

2019 - update of the EPP in connection with the transition to a new term of study for higher
education students (1 year 4 months).

2021 - update of the EPP to take into account the Standard of Higher Education in the specialty
125 Cybersecurity for the second (master’s) level of higher education (Order of the Ministry of Education
and Science of Ukraine Ne 332 0f 18.03.2021). The names of competencies and program learning outcomes
were brought in line with the standard.

2023 - update of the EPP to take into account: Resolution of the Cabinet of Ministers of Ukraine
Ne 1392 0f 16.12.2022 “On Amendments to the List of Fields of Knowledge and Specialties for the Training
of Higher Education Applicants”; Orders of the Ministry of Economy of Ukraine Ne 5573 of 29.12.2022
and Ne 810-21 of 25.10.2021 “On Approval of Amendments to the National Classifier SC 003: 2010”. The
name of the specialty 125 Cybersecurity and Information Protection was updated, and changes were made
to the employability of graduates.

2024 - update of the EPP to take into account the proposal from the SCCI of the State Special
Communications Service of Ukraine to introduce changes to the educational and professional program for
masters in the specialty 125 Cybersecurity and Information Protection (inc. Ne5352 / BC 0f27.02.2024).
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1. IPO®LIb OCBITHLOI IIPOTPAMH / EDUCATIONAL PROGRAMME PROFILE

1 — 3araasna indopmauis / General information

[ToBHa Ha3Ba 3aKyamy BHINOI OCBITH Ta
HaBYaIbLHOTO miapo3ainy / Full name
of higher education institution and
faculty / educational and scientific
institute

HauioHanbHui TeXHITHHH
yHiBepcureT Y KpaiHu
“KuiBchbKuit MO TeXHIYHUIA
IHCTHTYTY iMeHi [rops
Cikopebkoro”, IHCTHTY T
CTIELIANBHOTO 3B’ 3Ky Ta
3axMCTy iHbOpMarLi

National Technical University
of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”, Institute
of special communication and
information protection

CryniHp BUOIOT OCBITH Ta Ha3Ba
ocBiTHBOI kBanidikarni / Higher
education degree and education
qualification title

Crynine — mMaricTp,
kBamikalis — maricTp 3
KibepOesrekH Ta 3axucTy
inpopmaryi

Degree - master, qualification -
master's degree in
cybersecurity and data
protection

INpodeciiina ksamidikauis (3a
HasBHOCTi) / Professional qualification

He nepenbayeno npucsoeHHs
npodeciitHoi xBampikari

No provision for the award of
professional qualifications

Odiuifina Ha3Ba OCBITHBOI pOrpamu /
Educational programme official title

Besneka nepskasuux
1H(pOpMAaLIHHKX pecypciB

Security of state information
resources

Tun qunnomy ta o6csr OCBITHROT
nporpamu / Diploma type and
educational programme volume

Jurnom marictpa, 90
KPE/TUTIB, TEPMiH HABYAHHS
1 pix 4 micami

Master's degree, 90 credits,
duration of study 1 year
4 months

[adopmania npo akpeauraiio /
Accreditation information of the
educational programme

Ceprudikar npo akpeauraiio
No 15033, supanui
HatgoHanbHHM areHTcTBOM 13
3a0e3MeueHHs AKOCTI BHILOI
oceitu 21.06.2025, pificHuii 1o
01.07.2030

Accreditation certificate

Ne 9817, issued by the National
Agency for Higher Education
Quality Assurance on
24.12.2024, valid until
01.07.2030

[yxn, piBeHb BHILOI OCBITH /
Education cycle, level of higher
education

HPK Vkpainu — 7 pisens,
QF-EHEA — npyrwuii uuxn,
EQF-LLL — 7 pisens

NQF of Ukraine - level 7, QF-
EHEA - second cycle,
EQF-LLL - level 7

Ilepemymosu / Prerequisites

cryneHs Oaxanaspa

Bachelor's degree is required

®opma 3100y 1T OocBiTH / Forms of Ouna (nenna) Full-time (day)
education
Mosga(u) Buknananns / Language(s) of | Ykpainceka Ukrainian

mstruction

InTepHer-anpeca po3MinieHHs
ocBiTHBOI Tiporpamu / URL of the
educational programme

https://osvita.kpi.ua/F5_OPPM
_BDIR

2 — Mera ocsitaboi nporpamn / Educational programme purpose

Metoo  ocBiTHBO-TIpodeciiinoi
“besneka JIEepKaBHUX

1H(pOpMaIHIX

pOrpamMH
program

The purpose of the educational and professional
“Security of State

Information

pecypciB” € MATOTOBKA
BHCOKOKBasi(DikOBaHMX  (haxiBILiB, 3JaTHUX
BUDINIYBAaTH CKNanHi 3ajgadi i mpobnemu y
ranysi IH(pOpMAaLIAHKAX TEXHOJIOTIH,
kibepOesneku Ta 3miliCHIOBaTH iHHOBALIHHY
npoeciiiny AISUIBHICTE Ui TPOEKTYBAHHS,
pO3poOKH, BNPOBA/UKEHHS, CYNPOBOAY Ta
ayJIMTy 3aXMINEHHUX 1H(OpMaLIHHUX CHCTEM Ta
3ac00IB 3aXHCTY.

Resources” is to train highly qualified
specialists who are able to solve complex
problems and challenges in the field of
information technology, cybersecurity and
carry out innovative professional activities for
the design, development, implementation,
maintenance and audit of secure information
systems and security tools.

The purpose of the educational and professional
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Merta OCBITHBO-TIPOdECIHHOT MIPOrpamMH
Bijnosizae crparerii possutky KIII im. Irops
Cikopcbkoro  Ha  2020-2025 poku 1010
(opMyBaHHS cycminbcTBa MaiibyTHROrO Ha
3acajax KOHLEMIii CTaJoro posBUTKY Ta
(yHnamenTamzanii miaroToskyu ¢axisiis.

program corresponds to the development
strategy of Igor Sikorsky Kyiv Polytechnic
Institute for 2020-2025 to form the society of
the future based on the concept of sustainable
development and fundamentalization of
training.

3 — XapakTepucTuka ocsirusoi nporpamu / Educational programme characteristics

Tlpeomemna obnacme / Subject area

O06’exTH BHBYeHHS:

- CyyaCHi TIPOLIECH  MOCTI/UKEHHS,  aHalisy,
CTBOpEHHS Ta 3ales3nedyeHHs (YHKLIOHYBaHHA
IHOOPMALIHHKUX CHCTEM 1 TEXHONOTiH, IHIIMX
Oi3Hec-omnepauwifiHMXx TpoLeciB Ha 00 eKTax
iHpOpMaNiHHOl  MIUIBHOCTI  Ta  KPUTHYHMX
iHppacTpykTyp chepu indopmariiiiHoi Oesnexku
Ta/abo kibepbesreku;

- iHopMaLiFHi CHCTEMH (indopmariitiHo-
KOMYHIKAL{i#HI, inpopmaryiHo-
TEIEKOMY HIKAIL HHi, ABTOMATH30BaHI) Ta
TEXHOJIOTI;

- indpactpyktypa  00’¢ktiB  inopmariiitHoi

JUAbHOCTI Ta KPUTHYHUX iH(PPACTPyKTYp;

- CHCTEMH Ta KOMIUIEKCH CTBOpPEHHs, 0OpOOKH,
nepenayi, 30epiraHHs, 3HMINEHHS, 3aXHCTy Ta
BinoOpaxkeHHa manHKX (iHHOPMALIHHKMX MOTOKIB);
iHbOpMaLiHHI pecypcH pi3HMX knacis (B T.u.
JepskasHi iHpopMariiHi pecypcu);

- IporpamHe Ta MPOrpaMHO-anapaTHe
3abe3neyeHHa (3aco0m) kibep3axucry;

- CHCTEMH YTIpaBJIHHA 1H(OpMALIHHOO
6e3nexoro Ta/abo kibepbesnekoro;

- TEXHOJIOTil, MEeTOmW, Momem Ta 3acobu
inopmartiiHoi 6e3neku Ta/abo kibepoesnekwu.

ini naByanns
[TlinroToBka (haxiBiiB, 3HaTHUX pPO3B’SA3yBaTH
3a/a4i  JOCTTHHLBKOTO Ta/abo iHHOBaUi#HOTO
xapakrepy y coepi inpopmaiiiinoi Ta/abo
KibepOe3rneku.

Teopernunuii 3mMicT mpeaMerHoi o6nacTi
TeoperHyHi 3acamyd HayKOEMHHMX TEXHOJOTIH,
Gbizuyni 1 MaTemMaTHaHI DyHIAMEHTANBHI 3HAHHS,
Teopii igeHTH(diKAUIl TA TPHUAHATTA pilleHs,
CHCTEMHOIO  aHaJi3y, CKJTAMTHUX  CHCTEM,
MOJEIIOBAHHA Ta ONTHMI3allli IPOLECIB, TEOpis
MaTeMaTHYHOI CTATUCTUKH, KpHIITOrpadivHoro ta
TEXHIYHOro 3axmcry indopmauii, Teopii pu3HMKiB
Ta HIIMX MiKIHCIHTUTIHADHUX TEOPid i NMpakTHK
y ranysi inpopmariiiHoi Oesmeku  Ta/abo
KibepOe3neKkH.

Metoau, METOAHKH Ta TEXHOJIOTIT
Meromy, wMozen, METOOHKH Ta TEXHOJOTII
CTBOpEHH#A, O00poOku, mepenaui, mnpuiiMaHHs,

Objects of study:

- modern processes of research, analysis, creation
and maintenance of information systems and
technologies, other business operational processes
at information activity facilities and critical
infrastructures in the field of information security
and/or cybersecurity;

- information systems (information and
communication, information and
telecommunication, automated) and technologies;

- infrastructure of information activity objects and
critical infrastructures;

-systems and complexes for the creation,
processing, transmission, storage, destruction,
protection and display of data (information flows);

- information resources of various classes (including
state information resources);

- software and hardware (means) of cyber defense;

- information  security and/or  cybersecurity
management systems;

- technologies, methods, models and tools of
information security and/or cybersecurity.

Learning objectives

Training of specialists capable of solving research
and/or innovation problems in the field of
information and/or cybersecurity.

Theoretical content of the subject area
Theoretical  foundations of science-intensive
technologies, physical and  mathematical
fundamental knowledge, theories of identification
and decision-making, system analysis, complex
systems, modeling and process optimization, theory
of mathematical statistics, cryptographic and
technical information security, risk theory and other
interdisciplinary theories and practices in the field
of information security and/or cybersecurity.

Methods, techniques and technologies
Methods, models, techniques and technologies for
creating, processing, transmitting, receiving,
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3HHILEHHS, BimoOpaskeHHs, 3axHCTy
(kibepsaxucty) iHdopmauiiinux pecypciB
KiOEPIIPOCTOPI, a TAaKOkK METOAM Ta MOZEN
PO3pOOKHM Ta BHKOPHCTAHHA NPHMKIATHOLO i
CHeLiaNTi30BAHOTO0 INMPOrpaMHOro  3abe3nedeHus
Ans pupimieHHA npodecifiHux 3anauy B ramysi
iH(popmariHHoi Gesnexu Ta/abo kibepbesnexy.
Texuomorii, meromu Ta Momeni AOCTimKEHHS,
aWamisy,  yOpaBmHHA  Ta  3a0e3ledeHHs
Oi3Hec/onepaliHIX MPOLECIB i3 3acTOCYBaHHAM
CYKYTHOCTI HOPMAaTHBHO-IIPABOBHX Ta
OpraHi3auifHO-TEXHIYHMX METOIB 1 3acobiB
3aXHUCTY 1H(popMAaLiHMX pecypcis y
KibepnpocTopi.

IacrpymenTu Ta 0012 gHAHHS
3aco0u, TPHCTPOi, MEpeKHe YCTATKyBaHHA Ta

CCPCOBHILE, TIPUKIAOHE Ta  CHELiATi30BaHe
nporpaMHe 3a0e3nedeHHs, aBTOMATH30BaHI
CHCTEMH Ta KOMILTEKCH NPOEKTYBAHHI,
MOJIEJIOBAHHS, eKCIUTyaTaryi, KOHTPOJTIO,

MOHITOPHMHTY, 00pOOKH, BINOOPaXKEHH: Ta 3aXHCTY
JaHuX (1HQOpMALIHHKX TIOTOKIB), a TAKOXK METOIH i
mMozem  Teopii  pHM3MKIB Ta  ynpaBniHHa
IHQOPMALIFHUMH peCypcaMu TpPH MOCIDKEHHI i
CYTIPOBOIKEHHI 00’eKTiB 1H(opMauiHHOT
JiAIBHOCTI Y ranys3i indopMauiiinoi Gesnexu ta/a6o
kibepbesnexu.

destroying, displaying, protecting (cybersecurity)
information resources in cyberspace, as well as
methods and models for developing and using
application and specialized software to solve
professional problems in the field of information
security and/or cybersecurity.

Technologies, methods and models of research,
analysis,  management and  support of
business/operational processes using a set of
regulatory, legal, organizational and technical
methods and means of protecting information
resources in cyberspace.

Tools and equipment

Tools, devices, network equipment  and
environment, application and specialized software,
automated systems and complexes for designing,
modeling, operating, controlling, monitoring,
processing, displaying and protecting data
(information flows), as well as methods and models
of risk theory and information resource
management in the study and support of
information activities in the field of information
security and/or cybersecurity.

Opicnmayis ocsimuvoi npozpamu / Scope

OcsiTHbO-TIpOdeciiina

Educational professional

Ocnosnuit ghoxyc oceimuvoi npozpamu / Main focus

basoeuil ghokyc oceimnvoi npospamu — cucTemu ta
NpOLECH KiDepnmpocTopy, CydYacHi METOOM Ta
3acobu 3axucTy iH(opmaryi.

Kmiowosi  cnosa:  xibepbesnexa,

MeTomM KibepOesnmekw, cHCTeMH i
kibepOesnexs,  3axuct 00’ ekTiB
IHQPACTPYKTYPH, PO3BMTOK  3ac0biB
iHGopmari.

MaTeMaTHYHI
TEXHOJIOr1
KPHTHYHOL

3axucTy

The basic focus of the educational program is on
cyberspace systems and processes, modern methods
and means of information protection.

Key words: cybersecurity, mathematical methods of
cybersecurity,  cybersecurity  systems  and
technologies, protection of critical infrastructure,
development of information security tools.

Ocobrusocmi oceimuvoi npoepamu / Features

Ilinrotoska ¢axiBuwis 3xilicmioeTscs y  craryci
KypCaHTa. 3alyu4eHHs J10 BHKIAJAHHSI HABYAIBHHX
JUCITHILTIH baxisigis 3 T IPO3ALIIB
JlepiKCrel3B 13Ky  IHIWX HABYAIBHUX 3aKIafiB,
HAyKOBHMX yCTaHOB.

IIpakTuky NpOBOAATECA BIATIOBiAHO A0 “IHCTPYKI
NP0 MOPSIIOK OpraHi3aiii MPOBENSHHS MPaKTHYHOI
Ta BIHCBKOBO-TPOECIHHOI MAroToBKH 3/100yBadiB
BHILOI OCBITH B 3aKyiajli ocBiTH JlepxkaBHoi ciyxbu
CHeLIambHOTO 3B’A3Ky Ta 3axucTy iHdopmargi
YKpainu”, 3aTBEp/UKEHOI HAKa3oM AaMiHicTparii
HepxaHoi cnyxOM crewianbHOro 3B’A3Ky Ta
3axucTy indopmauii VYkpainu six 19 ceprms
2021 poxy Ne 507 Ta cxknanaroTses 3;

KibepHaByaHb, fKi MPOBOAATBCA B APYrOMy Ta

Specialists are trained in the status of cadets.
Involvement of specialists from the units of the
State service for special communications and
information services of Ukraine and other
educational institutions and scientific institutions in
teaching disciplines.

Practices are carried out in accordance with the
“Instruction on the procedure for organizing
practical and military-professional training of
higher education students in an educational
institution of the State service for special
communications and Information protection of
Ukraine”, approved by the order of the
Administration of the State service for special
communications and Information protection of
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TPETBOMY CemecTpax, Ha miardopmi HasuamsHoro
cuTyamiiiHoro ueHrpy kibepbesmeku [C331 KIII
im. Irops Cikopcskoro Ta mardopmi Tperinrosoro
uentpy Kibepuentpy UA30;

eKCIUTyaTalliHHOi TNPAKTHKK, SKa NPOBOJMTECA B
Apyromy cemectpi, Ha 6a3i Jlaboparopii TexHiuHOro
saxucry  inpopmauii  IC331  KIT  im. Irops
Cikopcekoro;

BIICHKOBOTO CTaXKyBAaHHA B TPETBOMY CEMECTPI AKE
TPOBO/UTBCA B MIAPO3AIax [epkCrenss’ a3Ky.

Ukraine of August 19, 2021, N 507, and consist of:
cyber exercises, which are held in the second and
third semesters, on the platform of the Training
situational center for cybersecurity of the ISCIP of
Igor Sikorsky Kyiv Polytechnic Institute and the
platform of the Training Center of the UA30 Cyber
Center;

operational practice, which is conducted in the
second semester, on the basis of the Laboratory of
technical information protection ISCIP of Igor
Sikorsky Kyiv Polytechnic Institute;

military internship in the third semester, which is
conducted in the units of the State special
communications service.

4 — llpapaTHicTh BHNYCKHAKIB 10 NPANEBIAITYBAHNS T4 MOXATLUION0 HABYAHHS / Eligibility of
graduates for employment and further study

[pudamuicms 00 npayesnrauimye

annn / Eligibility for employment

Bimnosimo no  Jlep:xasHOTO
npogeciii  IK 003:2010  BHUIyCKHMKH — MOXKYTb
MpamroBaTH Ha MOocamax, WOI0  BiAMOBIIAIOTH
Knacu(pIKaiHHAM yrpyIOBAHHAM:

2132.2 Pospobuuk cucTeM 3axucty indopmanii
2139.2 AnaniTuk cucTeM 3axucTy inpopmarii
2139.2 AHamTHK 3 OLIHKM BPa3IMBOCTElH

2139.2 AnamTuk 3arpo3 Ge3nexu

2490 AnaniTvk 3 OIIHKM PH3MKIB, 3arpo3 Ta CTaHy
3aXHIIEHOCTI 00 €KTIB KPUTHYHOI iHPpPACTpyKTypH
(3a BHOaMM IisTBHOCTI )

23 TIpoecioHan B raysi OCBiTH Ta HABYAHHS
3aMOBHHKOM daxisiis 31 crieranbHOCTI
F5 Kibepbesneka ta saxucr indopmauii BucTymae
Hepxasna crnyxba cnewiamsHOro 3B’sa3ky Ta
3axMcTy iHpopMarli YKpaiHu.

KIacu(ikaropy

According to the State Classification of Professions
DK 003:2010, graduates can work in positions
corresponding to the classification groups:

2132.2 Developer of information security systems
2139.2 Analyst of information security system
2139.2 Analyst of vulnerability assessment

2139.2 Analyst of security threat

2490 Analyst for assessing risks, threats and
security of critical infrastructure facilities (by type
of activity)

23 Professional in the field of education and
training

The customer for specialists in the specialty
F5 Cybersecurity and data protection is the State
service for special communications and information
protection of Ukraine.

Hooanvwe nasuan

ua / Further study

Ilponosxenns  ocBiTM 3a TperiMm  (OCBITHBO-
HAyKOBHM) PIBHEM BHUIOI OCBITH.

HabyTrs pnomarkoBex ksanigikaiiii B cHcremi
OCBITH JOPOCITHX.

Continuing education at the third (educational and
scientific) level of higher education.

Acquisition of additional qualifications in the adult
education system.

S — Buxknanauns 1a oninosanns / Teaching and assessment

Burnadanns ma nasuanna / Teaching and studying

ITporpamoro nepenbayeHo npobieMHO-0OpieHTOBaHe
HABYAHHA 3 HaOyTTAM KOMIIETeHTHOCTEH,
HEOOXIZHMX [ TIPOJYKYBAHHA HOBHX ifeii,
PO3B’A3aHHS KOMIUIEKCHHX NPodiieM y mpodeciiiniii
rainysi, ske BKMOYAE JIEKWii, NpakTHYHi Ta
CEMIHAPCBKI  3AHATTA, TEXHOJOriA 3MIIIAHOTrO
HABYaHHA, MIJArOTOBKA Ta 3aXMCT MAriCTEpPCHKOI
JTACEepTAILi.

The program provides for problem-based learning
with the acquisition of competencies necessary to
generate new ideas, solve complex problems in the
professional field, which includes lectures, practical
and seminar classes, blended learning technology,
preparation and defense of a master's thesis.

Oyiniosanns

/ Assessment

Bei Buau HaBYanbHOI MiATBHOCTI Ta KOHTPOJIBHL
3axomM (YCHI Ta IMCBMOBI 3ajlikKH, EK3aMEHH,
TECTYBaHHA)  OLUHIOKOTHCA  BIATIOBIAHO 10
ITonoxeHHs Mpo CHCTEMY OLIHIOBAHHS PE3yJIbTATIB
HaeyauHs B KIII im. Irops Cikopcekoro 3a

All types of educational activities and control
measures (oral and written tests, exams, testing) are
evaluated in accordance with the Regulations on the
system of evaluation of learning outcomes in Igor
Sikorsky Kyiv Polytechnic Institute on a stobal
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CTOOANBHOIO MIKAJIOK 3 MOJATBLIMM MEPEBEICHHAM
B OLIHKM YHIBEPCHTETCHKOI mKamy. HapuaHs
3aBEPIIYETHCA HAMUCAHHAM 1 MyOJIYHHUM 3aXMCTOM
MaricTepchbKol JUCepTaLii.

scale with further conversion to university scale
grades. The training ends with the writing and
public defense of a master's thesis.

6 — Iporpamui komnerenTHoCTi / Programme competencies

Inmezpanvna komnemenmuicmo / Integral competence

3narTHIiCTh ocobu PO3B’sA3yBaTH 3anayi
JOCIITHUITLKOTO Ta/ab0 iHHOBALIMHOrO XapakTepy
y cdepi indopmariiiHoi  Gesmexu  Ta/abo
KibepOesneku.

The ability of a person to solve research and/or
innovation problems in the field of information
security and/or cybersecurity.

3azanvui KOMNEMeHmMHOCmi

(3K) / General competencies

3K 1 3narnicts  3acrocosysatw  3mamms  y | Ability to apply knowledge in practical situations.
MPAKTHYHUX CUTYALIsAX.

3K 2 3natnicte  mposomMTH  gocmimkeHHs Ha | Ability to conduct research at the appropriate level.
BiITIOBITHOMY DiBHI.

3K 3 3patnicte  mo  abcrpaktHOro  mmcnenms, | Ability to think abstractly, analyze and synthesize.
aHATI3Y Ta CHHTE3Y.

3K 4 3narnicts  owiHroBatM Ta 3abesmeuysaru | Ability to evaluate and ensure the quality of work

SIKICTh BUKOHYBAHHX POOIT.

performed.

3K 5 3naTHiCTh CHIIKYBaTHCA 3 INPEeICTABHHKAMH
iHIMX npodecidHMX TIpym pi3HOro piBHA (3
EKCIIEPTAMM 3 IHIIMX Trainy3eil 3HaHb / BHAIB
EKOHOMIYHOI JiAIBHOCTI).

Ability to communicate with representatives of
other professional groups of different levels (with
experts from other fields of knowledge / types of
economic activity).

Daxosi komnemenmnocmi (LK) / Professional competencies

@K 1 3naTHicts  OOIPYHTOBAaHO — 3aCTOCOBYBATH,
IHTErpyBaTH, pO3POOIATH Ta yIOCKOHAIOBATH
cydacHl iH(popmauiiHi TexHojorii, ¢izuuHi Ta
MareMaTHYHI MOZENl, a TaKoK TeXHOIOrii
CTBOPEHHS Ta BHKODHCTAHHA TMPHKJIAIHOTO 1
CTIELIaIi30BAHOTO MPOTPAMHOr0 3a0e3reyeHHs It
BUpilIeHHA  TIpoecifiHMX  3amau  y  coepi
indopmartiiinoi Oe3neku Ta/abo kidepbesnexw.

Ability to reasonably apply, integrate, develop and
improve modern information technologies, physical
and mathematical models, as well as technologies
for creating and using application and specialized
software to solve professional problems in the field
of information security and/or cybersecurity.

@K 2 3naTHicTe PO3POOJATH, BIPOBAMKYBaTH Ta
AHaJI3yBaTH HOPMATHBHI JOKYMEHTH, TOJNOMKEHHS,

IHCTpYKLI{ i BHMOTH TEXHIYHOTO Ta
opraHizalgiHoro CIIPSIMY BaHH, a  TaKkox
IHTErpyBaTH, aHaIi3yBaTH 1 BUKOPHUCTOBYBAaTH

Kpallli CBITOBI MPaKTHKH, CTAHIAAPTH y npodecikiniit
JismbHOCTI B cepi iHpopmariiinoi 6e3mexu ta/abo
KibepOesnexm.

Ability to develop, implement and analyze
regulations, provisions, instructions and
requirements of technical and organizational

direction, as well as integrate, analyze and use the
best world practices, standards in professional
activities in the field of information security and/or
cybersecurity.

@K 3 3patHicTh  MOCHIKYBATH, pO3pOOIATH i
CYIPOBO/KYBaTH METOIH T4 3acodu
indopmaniiinoi Oesnexu Ta/abo kibepOesmexu Ha
00’ekrax iH(GOpMAIIHHOI JiSIEHOCTI Ta KPHTHYHOI
1H}pacTpykTYypH.

Ability to research, develop and maintain methods
and means of information security and/or
cybersecurity at information and critical
infrastructure facilities.

@K 4 3patHicTe  aHami3yBaTH, pO3POOIATH i
CYTNPOBOUKY BATH CHCTEMY YIIPaBJIiHH
indopmariiiHolo Oesnexor0 Ta/abo kibepbesnexoro
opraHizanji, ¢opMmyBaTH CTparerilo i TONITHKH
iHopmariiHoi Oesnekd 3 ypaxyBaHHAM
BITYM3HAHMX 1 MI’)KHAPOJIHHX CTAHAAPTIB Ta BUMOT.

Ability to analyze, develop and maintain an
organization's  information  security  and/or
cybersecurity management system, formulate
information security strategy and policies, taking
into account national and international standards
and requirements.

OK 5 3patHicte 10  A0CTIIKEHHS,
amamsy rta  3abesneueHHs

CHCTEMHOTO
OesnepepeHOCTI

Ability to research, system analysis and ensure the
continuity of business/operational processes in
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Oi3Hec/oneparifHuX TPOLIECIB 3 METOK BH3HAYCHHA
BPA3IMBOCTEH 1HQOPMALIHHIX CHCTEM Ta Pecypcis,
AHAJI3y PU3MKIB Ta BU3HAYCHHS OLIHKH iX BIUIMBY Y
BIATIOBIMHOCTI 10 BCTAHOBNEHOi crpaterii i
NOMTHKK  iHpoOpMaiiiHoi  Oesmexku  Tta/abo
kibepbe3neku opraHizaii.

order to identify vulnerabilities of information
systems and resources, analyze risks and determine
the assessment of their impact in accordance with
the established strategy and policy of information
security and/or cybersecurity of the organization.

@K 6 3narHicTs aHami3yBaTH, KOHTPONIOBATH Ta
3a0e3MeuyBaTH CHCTEMY YNPABIIHHA JOCTYIIOM 10
IHPOPMALIHHUX DPECYpPCiB  3riHO BCTAHOBJIEHOI
crparerii i momtHku inpopmaiiitHoi Gesmexu
Ta/abo kibepbe3srnieku opramizari.

Ability to analyze, control and provide a system of
access control to information resources in
accordance with the established strategy and policy
of information security and/or cybersecurity of the
organization.

@K 7 3patHicTs  NOCHIMKYBAaTH, pO3POOIATH Ta
BIIPOBA/LKYBATH METOAM 1 3aXOMM  IPOTHIIi
KiOepIHLHIeHTaM, 31MCHIOBATH MPOLENYPH
YNPABIiHHA, KOHTPOJIO Ta PO3CIiAyBaHHsA, a TAKOXK
HA/IABaTH PEKOMEH/ALli MO0 IMOMEPEKEHH Ta
aHanm3y KiOEpiHUMIEHTIB B LIJIOMY.

Ability to research, develop and implement methods
and measures to counteract cyber incidents, carry
out management, control and investigation
procedures, as well as provide recommendations for
the prevention and analysis of cyber incidents in
general.

@K 8 3narHicTe  JOCHIKYBAaTH,  PO3POOIATH,
BIPOBA/KYBATH Ta CYTPOBO/UKYBATH METOOM 1
3aco0H KpHNTOrpadivHOrO Ta TEXHIYHOTO 3aXHCTY
indopmarti Ha 06’ ekrax inopmaniiHoi AisIbHOCT
T4 KPUTHUYHOI 1HQPAcTPyKTypH, B iH(popMaiiiHmx
CHCTEMaxX, a4 TakKOXK 3JaTHICTh  OLIHIOBATH
eeKTHBHICT ix BHUKOPHCTAHH, 3riJHO
BCTAaHOBNIEHOI cTpaTerii i MomiTHkH iHGpOpMAaLiiHOT
Oe3neku Ta/abo kibepOesnexu oprawizarii.

Ability to research, develop, implement and
maintain methods and means of cryptographic and
technical protection of information at information
activities and critical infrastructure, in information
systems, as well as the ability to evaluate the
effectiveness of their use, in accordance with the
established strategy and policy of information
security and/or cybersecurity of the organization.

@K 9 3narmicTs  aHamisyBaTH, po3poOAATH i
CYNPOBOKYBATH CUCTEMY aYAHTY Ta MOHITOPHMHTY
ebexTuBHOCTI  (PYHKI[OHYBaHHS iH(pOpPMALHHMX
CHCTEM 1  TexHoJIorid,  Gi3Hec/onepariiHux
NpoueciB B ramysi iHpopmMaiiiiHoi Gesnexu Ta/abo
kibepOe3riexu opraHizauii B ijioMy.

Ability to analyze, develop and maintain a system
of audit and monitoring of the effectiveness of
information systems and technologies, business /
operational processes in the field of information
security and/or cybersecurity of the organization as
a whole.

@K 10 3narHicTs NPOBAIUTH HAYKOBO-IIEAArOTI4HY
MIANBHICTB, TJIAHYBATH HABYAHHSA, KOHTPOMOBATH 1
CYTIPOBOKYBAaTH POOOTY 3 TIEPCOHANOM, a TAKOXK
pUKMMATH  e(pEKTHUBHI  pINIEHHA 3  DNMTaHb
iH(popmauiHHoi 6e3nexku Ta/abo kibepOesnexw.

Ability to conduct research and teaching activities,
plan training, monitor and support work with staff,
and make effective decisions on information
security and/or cybersecurity issues.

@K 11 3gaTHicTe peanizoByBaTH TEXHIUHI BHMOTH
Ha OCHOBI TEXHIK OLIHKH pIiBHS 3aXWIIEHOCTI
iHQOpMAIIIHIX ~ CHCTEM, TEXHOJNOTIM  aHamizy
MEPEKEBOr0 Tpadiky Ta NPHHIMIIE OPOTHIIT
kibeparakam.

Ability to implement technical requirements based
on techniques for assessing the level of security of
information systems, technologies for analyzing
network traffic and principles of countering cyber
attacks.

@OK 12 3naTHicTs  NPOBOAMTH  AOCHIIKEHHS,
MEPEBIPKY, aHais, OLUHIOBaHHA 00 €KTIB
iH(popMaIiHHOI MIAIBHOCTI IWOAO X BiANOBIAHOCTI
BHMOTaM HOPMAaTHMBHHX JOKYMEHTIB i3 TEXHIYHOTO
3axucry iH(opmari.

Ability to conduct research, verification, analysis,
evaluation of information objects for their
compliance with the requirements of regulatory
documents on technical protection of information.

@K 13 3nathicTe  aHami3yBaTH, IHTErpyBaTH i
BHKOPHUCTOBYBATH  Kpalll  CBITOBI  NpPAKTHKH,
MDKHAPOIHI CTaHAAPTH pu po3pobui

KpunrorpadiuHmux cucTeM 3axucry iHdopmaiii B
CrieLiagTbHHUX 1H(DOPMALI HHO-KOMY HIKAL[ HHHX
CHCTEMAX.

Ability to analyze, integrate and use the best world
practices,  international  standards in  the
development of cryptographic information security
systems in special information and communication
systems.

®K 14 3paTHicTs 3aCTOCOBYBATH KOMIUIEKC

Ability to apply the complex of physical training of
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(izHyHOI MIATOTOBKM BiHCHKOBOCITYKOOBIIB JUTA
PO3BHUTKY 3aralbHMX 1 cremianbHux ¢isuaHux
SKOCTEH,  (pOpMyBaHHA  BIHCHKOBO-NPHKIATHUX
HABHYOK T4 BHXOBAHHA BOIBOBHX 1 INCHXIYHHX
AKOCTEH.

servicemen for the development of general and
special physical qualities, the formation of military-
applied skills and the education of volitional and
mental qualities.

®K 15 3naTHicTe aHAII3yBaTH, KOHTPONIOBATH Ta
3adesneyyBaTH  (POPMyBaHHS Ta  peaNi3aliio
JepiKaBHOI TIOMTHKM y chepi 3aXHCTy KPUTHYHOT
tH}pacTpyKTypH.

Ability to analyze, control and ensure the formation
and implementation of state policy in the field of
critical infrastructure protection.

7 — Hporpamsi pesyisraTn napuanns (IIPH) / Programme learning outcomes

ITPH 1 BinbHO  cmijIKyBaTHCh
IHO3EMHOIO MOBaMH, YCHO i
NPEACTaBjeHHs 1 oOroBOpeHHs  pe3ymnbTaTiB
JOCTMKeHb  Ta  IHHOBAIN, 3abe3rneyeHHs
OisHec\onepawifiHMX  TpOLECIB  Ta  NMTaHb
npogeciiinoi mAMBHOCTI B ramysi indopmauiiHoi
Hesnexu Ta/abo kibepbesnekw.

NEpaBHOIO  Ta
MHUCEMOBO LI

Communicate fluently in the state and foreign
languages, orally and in writing, to present and
discuss research and  innovation  results,
business/operational processes and professional
issues in the field of information security and/or
cybersecurity.

ITPH 2 Iurerpysatu dyHIameHTaIBHI ta | Integrate fundamental and specialized knowledge to
CremiayibHi 3HAHHA UM PO3B’A3yBaHHA ckiameux | solve complex information security and/or
3amay iH(opmamiHHOT Ge3nexu Ta/abo | cybersecurity problems in broad or
xibepOesnexu y HOIHPOKHX abo | multidisciplinary contexts.

MYJIbTHIHCLMILT HADHUX KOHTEKCTAX.

ITPH 3 TlpoBamuru JOCITI THHLIBKY ta/abo | Conduct research and/or innovation activities in the

IHHOBAILIWHY JismbHicTE B cdepi iHpopmaninoi
Oesnexu Ta/abo kibepOesmeku, a Takoxk B cepi
TEXHIYHOrO0  Ta  KpHUOTOrpadiuHOro  3axmcry
inopmarii y xibeprpocropi.

field of information security and/or cybersecurity,
as well as in the field of technical and cryptographic
protection of information in cyberspace.

I1PH 4 3actocoByBaTy, iHTErpyBaTH, PO3POOIATH,
BIPOBA/UKYBATH Ta YAOCKOHANMIOBATH Cy4acHi
iH(opMaliiHi TeXHONOrI, (i3HYHI Ta MaTEeMaTH4HI
MeTomM 1 Mozen B chepi iHpopmariiiHoi 6e3neku
Ta/200 kibepOe3neku.

Apply, integrate, develop, implement and improve
modern information technologies, physical and
mathematical methods and models in the field of
information security and/or cybersecurity.

ITPH 5 Kpuruuso OCMUCITFOBATH npobneMu
iHpopmaniiHoi Oesmexkn Ta/abo kibepbesnekw, y
TOMY qHCI Ha MDKTaTy3eBOMY Ta
MIKIHCLIHIUIIHADHOMY DIiBHI, 30KpeMa Ha OCHOBI
PO3YMiHHA HOBHMX PE3Y/IbTATiB IHKEHEPHHMX i
(isHKO-MaTEeMAaTUHHUX HAYK, 4 TAKOXK PO3BUTKY
TEXHOJIOTIH  CTBOPEHHA T4  BHKOPMCTAHHS
CreLianiz0BaHOTO NMPOrPAMHOT0 3a0e3MeueHHs.

To critically comprehend the problems of
information security and/or cybersecurity, including
at the interdisciplinary and interdisciplinary level, in
particular, based on an understanding of the new
results of engineering and physical and
mathematical sciences, as well as the development
of technologies for creating and using specialized
software.

[IPH 6 AHamisyBaTH Ta OLIHIOBATH 3aXHINEHICTh
CHCTEM, KOMIUIEKCIB Ta 3acobiB kibepsaxucry,

Analyze and evaluate the security of systems,
complexes and means of cyber defense,

TEXHOJIOTHi ~ CTBOpPeHHA  Ta  BHKOpMCTaHHs | technologies for creating and using specialized
CHELaNi30BaHOr0 MPOrPaMHOro 3abe3eyeHHs. software.
ITPH 7 O6rpyHToByBaTH BukopucTtants, | To justify the use, implement and analyze the best

BIPOBA/UKyBaTH Ta AaHAM3YBaTH Kpami CBIiTOBI
CTaHIApPTH, TNPAaKTHKH 3 METOK) pPO3B A3aHHA
CKJIQHMX 3a1a4 NpoQeciiHOl MiAabHOCTI B ramysi
iH(opmariiHoi Oesmnexu Ta/abo kibepbesrneku.

international standards and practices in order to
solve complex problems of professional activity in
the field of information security and/or
cybersecurity.

ITPH 8 MocuniukyBary, pozpobaaTu i
CYTIPOBOJIKY BATH CHCTEMH Ta 3acobu
iHpopmariiiHoi Oe3nmeku Ta/abo kiGepOesmexm Ha
00’exTax 1H(GOpMALIHHOT MIATBHOCTI TA KPUTHUHOI
IHQPACTPYKTYPH.

Research, develop and maintain information
security and/or cybersecurity systems and tools at
information and critical infrastructure facilities.
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[TPH 9 AnamisyBaty, po3podIsTH i
CYNPOBOIXKYBATH CHCTEMY YIIPaBIIiHHS
indopmaniinoro Oe3nexkor0 Ta/abo kibepdesnekoro
opraHizamii Ha ©0asi crparerii 1 NOMITHKH
iHdopmargiHoi Ge3nexu.

Analyze, develop and maintain the organization's
information  security  and/or  cybersecurity
management system based on the information
security strategy and policy.

[1PH 10 3abesneuysatu OesnepepsHicTs 6i3Hec /
OMEpalifiHMX TPOLIECiB, 4 TakokK  BUABIATH
YPa3nMBOCTI iHQOPMAUIHUX CHCTEM Ta pecypcis,
aHamisyBaTM Ta  OLIHIOBATM  PW3HMKH Ui
inpopmariitHoi  Oesmekm Ta/abo  kiGepbesmexu
oprafizargi.

Ensure the continuity of business/operational
processes, as well as identify vulnerabilities of
information systems and resources, analyze and
assess risks to information security and/or
cybersecurity of the organization.

ITPH 11 Anamizysaru, KOHTPOJIIOBATH Ta
3abesneuyBaTd  e(eKTHBHE  (DYHKLIOHYBAHHA
CHCTEMHM YTIPaBJIiHHA JOCTYNOM J0 indopmaryiHHux
PECYPCIB BiTOBIZHO /10 BCTAHOBJIEHMX CTpaTerii i
noNmiTHKM  iH(opMamiiiHoi  Gesmeku  Ta/abo
KibepOe3neku opraHizaifi.

Analyze, control and ensure the effective
functioning of the system of access control to
information resources in accordance with the
established strategy and policy of information
security and/or cybersecurity of the organization.

ITPH 12 Hocnimkysaty, PO3poOIATH T2
BIPOBA/DKYBATH METOOM 1 3aXOQM  MPOTHIIi
KibepiHIHAeHTaM, 3AIMCHIOBATH  DPOLIEAYpPH
YTPAB/TiHHA, KOHTPOIIO TA PO3C/IyBAHHSA, 3 TAKOK
Ha/IaBaTH PEKOMEHJALil M0N0 ToTiepeKeHHs Ta
aHanizy xibGepiHIIeHTIB B uioMy,

Research, develop and implement methods and
measures to counteract cyber incidents, carry out
management, control and investigation procedures,
as well as provide recommendations for the
prevention and analysis of cyber incidents in
general.

ITPH 13 J{ocnimkysarwy, po3pobaTH,
BIIPOBA/UKYBATH T4 BUKOPHUCTOBYBATH METOIM Ta
3acobu KpHMTOrpaivyHOro Ta TEXHIYHOrO 3aXMCTY
iH(popmani HizHec/onepariHHUX MPOLECIB, a TAKOK
aHam3yBaTH i HAqaBaTH OLIHKY edeKTHBHOCTI iX
BHKODHMCTAaHHA B 1H(OPMALiHHHX CHCTEMAax, HA
00’exTax iHopMAaIIiHOI QSUIBHOCTI Ta KPUTHYHOI
iHppacTpyKTypH.

To research, develop, implement and use methods
and means of cryptographic and technical protection
of information of business/operational processes, as
well as to analyze and evaluate the effectiveness of
their use in information systems, at information
activity facilities and critical infrastructure.

ITPH 14 Awanisysary, PO3pOo0IATH i
CYNpPOBO/IKYBATH CHCTEMY ayJIUTy TA MOHITOPHHTY
ehekTUBHOCTI  (PYHKIUOHYBAHHA iH(OPMALIHHHX
cuctem 1 TexHonorid,  Oi3Hec\onepariiHux
MPOLECiB y cepi 1HpopMaLiHHOT
ta\abokibepOesneku B LimoMmy.

Analyze, develop and maintain a system for
auditing and monitoring the effectiveness of
information systems and technologies,
business/operational processes in the field of
information and/or cybersecurity in general.

ITPH 15 3po3yMino 1 HEABO3HAYHO [AOHOCHUTH
BAacHI BHMCHOBKH 3 1poOneM indopmariiiHoi
Oe3nexu Ta/ab0 KibepOesneky, a TAKoXK 3HAHHA Ta
TMOSICHEHHA, MO iX OOIPYHTOBYIOTH 0 MEPCOHANY,
NIAPTHEPIB Ta IHIIMX 0CI6.

Clearly and unambiguously communicate own
conclusions on information security and/or
cybersecurity issues, as well as knowledge and
explanations that justify them to staff, partners and
others.

I1PH 16 lpuiimatn  oOrpyHTOBaHI  pimeHHA 3
OpraHi3alfifHO-TEXHIYHHX IMTaHb iH(pOpMaLiHOI
Oesnieku Ta/abo kibepbesneku y cxmamHMX i
HemependauyBaHUX yYMOBAaX, y TOMY 4MCH i3
3aCTOCYBAaHHAM CY4YacHHMX METOHIB Ta 3acobiB
ONTHMi3allii, MPOTrHO3YBAHHS Ta NPHUHUHATTS PilICHb.

To make informed decisions on organizational and
technical issues of information security and/or
cybersecurity in complex and unpredictable
conditions, including the use of modern methods
and tools for optimization, forecasting and decision-
making.

TIPH 17 Martu HaBUYKH ABTOHOMHOI0 i
camocriiiHoro HaBuaHHA Yy cdepi inpopmarniisoi
Oesnexm Ta/abo kibepOesnexu i HOTHYHMX ramys3ei
3HaHb, AHATI3yBATH BIIACHI OCBiTHI TNOTpebH Ta
00’€KTHBHO OLIHIOBATH PE3YIbTATH HABYAHHS,

Have the skills of autonomous and independent
learning in the field of information security and/or
cybersecurity and related fields of knowledge,
analyze their own educational needs and objectively
evaluate learning outcomes.

ITPH 18 InanyBartu HABYaHH, a TAKOXK

Plan training, as well as support and monitor work
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CyNpOBOJKYBAaTH Ta KOHTPOJIOBATH podoTY 3
NEPCOHANIOM Yy HampaMmy iH(opMariiiHoi Ge3nexu
Ta/abo kibepbHesnexu.

with staff in the field of information security and/or
cybersecurity.

IIPH 19 OGupaty, auamsyBaru i po3podmaru
MPHAATHI THIIOBI AHANITHYHI, pPO3PAXyHKOBI Ta
€KCIIEPHM EHTAJIbHI METOAH Kibep3axucry,
pO3pobNATH, peami3oByBaTH Ta CyNPOBOIKYBATH
TIPOEKTH 3 3aXHCTy iHdopmamii y kiGeprpocropi,

Select, analyze and develop suitable standard
analytical, computational and experimental methods
of cybersecurity, develop, implement and support
projects for the protection of information in
cyberspace, innovation and intellectual property

IHHOBALUHHOT JUSTTBHOCTI Ta 3axuCTy | protection.

IHTEIIEKTY aTbHOI BIACHOCTI.

[IPH 20 Crautn  Ta  pupimysaré  cknammi | To set and solve complex engineering, applied and
IHKCHEPHO-TIPUKNA/HI  Ta  HaykoBi  3ajaui | scientific problems of information security and/or

iHpopmauiiHoi Gesmeku Ta/abo kibepbesmexu 3
YPaxyBaHHAM BHMOI BITYM3HSHHUX T4 CBiTOBHX
CTaHAAPTIB Ta KPAIIHX [MPAKTHK.

cybersecurity, taking into account the requirements
of national and international standards and best
practices.

I1PH 21 BHKOPHCTOBYBAaTH METOXM HATYpHOTO,
Gi3M4HOro 1 KOMITIOTEPHOTO MOAEMIOBAHHA JUTA
NOCIUKEHHA  TIPOLECiB,  #Ki CTOCYIOThCA
iHpopMariiiHoi Ge3meku Ta/abo kibepbesnexy.

Use methods of natural, physical and computer
modeling to study processes related to information
security and/or cybersecurity.

ITPH 22 InanyBatH T4 BUKOHYBaTH
CKCIIEPUMEHTANIbHI 1 TEOPeTHYHI AOCHIPKEeHHS,
BUCYBAaTH 1 MEPEBIPATH Tinoresw, obHpaTH i

IOr0  NPWUOATHI  METOAM Ta  iHCTPYMEHTH,
3MHCHIOBATH  CTATHCTH4YHY  OOpOOKy  jammx,
OLIHIOBATH JOCTOBIPHICTh pe3ynbTaTiB

JIOCHTIPKEHb, apTYMEHTYBATH BHCHOBKH.

Plan and perform experimental and theoretical
research, formulate and test hypotheses, select
appropriate methods and tools, perform statistical
data processing, assess the reliability of research
results, and justify conclusions.

IIPH 23 OGrpyHToBYBaTH  BHOID  OpPOTPaMHOrO
3a0€3MeYeH s, YCTATKYBAHHA T4 IHCTPYMEHTIB,
IHDKEHEPHUX TEXHONOriM 1 mpoleciB, a Takok
oOMexeH» mOA0 HMX B ranysi iHpopmariiHoi
Oesnexu Ta/abo KibepOesnekn Ha OCHOBI CyuacHMX
3HAHb Y CYMIKHMX Taly3sX, HAYKOBOI, TEXHIYHOI Ta
JOBIAKOBOI ~NiTEpaTypd Ta iHIWNOi OCTYTIHOI
iH(opmargi.

To justify the choice of software, equipment and
tools, engineering technologies and processes, as
well as restrictions on them in the field of
information security and/or cybersecurity based on
current knowledge in related fields, scientific,
technical and reference literature and other available
information.

[1PH 24 OuinioBats cTaH iHQOpMAIiHHUX CHCTEM,
posmominATH  mocayrd  Oesmeku i obuparw
MeXaHi3MH 0e3neky, BIPOBAIKYBATH TEXHOMOTIYHI
pilleHHs  iHHOBAUIMHOrO  XapakTepy  IIOAO
BUABJICHHA Ta OJOKyBaHHA 3arpo3 iHpopmariiHum
pecypcam.

Assess the state of information systems, distribute
security services and select security mechanisms,
implement innovative technological solutions to
identify and block threats to information resources.

[1PH 25 3actocoByBartu MEeTOOHKH 1040
OLUHIOBAHHA 3axMmIeHOCTi 00'ekTiB iHdopmariiiHoi
AIATBHOCTI Ta JIEPHKABHKX iHOPMAUIHHUX pecypciB
BiJl HECAHKIIIOHOBAHOTO JIOCTYITY.

Apply methods for assessing the security of
information objects and state information resources
from unauthorized access.

I1PH 26 BukopucToByBaTH pe3ynasTaTtd  aHamisy
KpaliiX CBITOBMX MPaKTHK, CTAHIAPTIB i3 3aXMCTy
inpopmauii nmpu  po3pobui  kpunTorpadiTHIX
CHCTEM 3axucTy iHGOpMaiii B  CHEIHaTbHHX
iH(popMarl HHO-KOMY HIKAIIHHMX CHCTEMAX.

Use the results of the analysis of best international
practices, information security standards in the
development of cryptographic information security
systems in special information and communication
systems.

IIPH 27 3actocoByBaTu crieujaneHi (i3udHi AKOCT]
Ta BIHCHKOBO-NPHMKJIATHI HABMYKM TIPH BMKOHAHHI
00HOBHX 3aBIaHb.

To apply special physical qualities and military-
applied skills in the performance of combat
missions.

I1PH 28 3abe3neuyBat Oesmeky Ta  CTifKiCTh
00’€KTIB KPUTHYHOI IHPPACTPYKTYpH, 3amobiratu

Ensure the security and resilience of critical
infrastructure  facilities, prevent unauthorized
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NpOfABaM HECAHKLIOHOBAHOTO BTPY4YaHHA B iX
(YHKLIOHYBaHHSI, MPOTHO3YBAHHA Ta 3arO0iraHHs
KDH30BMM CHTyalliiM Ha O0’€KTaX KPHTUIHOI
iH(ppacTpyKTypH.

interference in their operation, forecast and prevent
crisis situations at critical infrastructure facilities.

8 — Pecypcue 3a0e3nesenns peanizanii nporpamu / Resource provision for programme
implementation

Kaodpose sabesneuenns / Staffing

Bignosimo 10  KagpoBMX — BHMOT 100
3a0e3neyeHHs MPOBAKEHHA OCBITHBOI MisTIBHOCTI
AnA  BIANOBIAHOTO  piBHS  BMmMOI  OCBITH,
sarBepkeHux [locranosoro Kabinery Minictpis
Vkpainm Big 30.12.2015p. Ne 1187 B ymnwHii
penaxii.

Pearmizatis OCBITHIX KOMIOHeHT 3abe3nedyeTbes
HAYKOBO-TIEArOTIYHMMH MPALIBHUKAMHY, SKi MAIOTh

HAYKOBMM CTymiHb Ta/ab0 BYeHe 3BaHHA Ta
NPAIFOIOTE 32  OCHOBHMM  MicueM  poboTw.
BanmyyailoTeca 10  BHKIAmaHHA  npodeciitHo-

OPIEHTOBAHMX JHMCIMIULH ()axiBIiB-TIPAKTHKIB B
raysi kibepbesnexu Ta 3axucty indgopmarii.

In accordance with the staffing requirements for
ensuring the implementation of educational
activities for the relevant level of higher education,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 30.12.2015 Ne 1187 in
the current version.

The implementation of educational components is
provided by research and teaching staff who have a
scientific degree and/or academic title and work at
their main place of work. Practitioners in the field
of cybersecurity and information protection are
involved in teaching professionally oriented
disciplines.

Mamepiansrno-mexniune sabesneuenns / Material-technical support

BignoBiiHO [0 TEXHOJOTIYHMX BHMOr OO
MaTepiabHO-TeXHIYHOTO 3a0€3MEYEHHA OCBITHHOI
MIANBHOCTI  BIANOBIZHOrO piBHA BMINOI OCBITH,
sarBepkeHnx Ilocranosoro Kabinery MinicTpis
Vkpainn Bix 30.12.2015p. Ne 1187 B umnHiii

penakii.
Joa 3a0e3reueHHs OCBITHBO-TIPOdeCiHHOT
NPOrPaMM  BMKODHCTOBYIOTBCS  MaTepiabHO-

texuivHi 6asu: KIII im. Irops Cikopeskoro; 1C331
(HaByanbHMH CHMTyauiHHMA LeHTp 3 kibepbesnexw,
rpyrna pearyBaHHA HAa KOMITIOTEDHI I1HLIMIEHTH,
crieujambHa  7abopaTopis 3 TEXHIYHOrO 3aXHUCTY
iHpopMmartii); Jlep:kaBHOrO LEHTPY Kibep3axucTy Ta
Kibepuentpy UA30 Jlepxcrnenss’s3ky; MOTroHM
Tepuropianmbuux By31iB ypSa0BOTO 3B’ 3Ky .

In accordance with the technological requirements
for the material and technical support of educational
activities of the relevant level of higher education,
approved by the Resolution of the Cabinet of
Ministers of Ukraine of December 30, 2015,
Ne 1187 in the current version.

To ensure the educational and professional
program, the material and technical bases are used:
Igor Sikorsky Kyiv Polytechnic Institute; ISCIP
(cybersecurity training situational center, computer
incident response team, special laboratory for
technical information protection); State Center for
Cyber Defense and Cyber Center UA30 of the State
Special Communications Service; training grounds
of the Territorial Government Communication
Nodes.

Ingpopmayiiine ma nasuanvno-smemoouune sabesnevenns / Information and methodological support of the
educational process

BimnosinHo no Bumor miono indopmaiiiiHoro Ta
HABYAIbHO-METOMYHOTO 3a0e3neueHnHs OCBITHBOI
TIATHHOCTI  BIANOBIZHOTO PiBHA BMINOI OCBITH,
sarBepukenux [locranosoro KabGinety Minictpis
Ykpainu Big 30.12.2015p. Ne 1187 B  umnwmii
peaaKimi.

KopuctyBanus HaykoBo-TexHiuHOW0 6i10/0TEKO0
KTl im. Irops Cikopcekoro, 3arajbHO-
IHCTHTYTCBKOI Ta CEKpeTHOIO bibmorexamu [C331.

In  accordance with the requirements for
information and educational and methodological
support of educational activities of the relevant
level of higher education, approved by the
Resolution of the Cabinet of Ministers of Ukraine
0f30.12.2015 Ne 1187 in the current version.

Use of the Scientific and Technical Library of Igor
Sikorsky Kyiv Polytechnic Institute, the general
institutional and secret libraries of the ISCIP.

9 — Akanemiuna MoOLIbHICTD / Academic mobility

Hayionansna kpeoumna mobinenicme / National credit mobility

IIporpama He nepeidayac HAUIOHANBHOI KPEIHUTHOL
MOOLIBHOCTI.

The program does not provide for national credit
mobility.

Mixcnapoona kpedumua mobinenicme / International credit mobility

MOKIMBICTD  yKITAZaHHA Yron Npo aKaueMiuHy f Possibility of concluding agreements on academic
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MOOUIGHICTE, MPO TPHBATI MDLKHAPOAHI MPOEKTH,
sIK MepeIdavaroTh BKIIOUSHe HABYAHHS 37100y BadiB
BMIIO] OCBITH (3a  pimeHHIM I"onosu
Jepacrier3s’ a3ky).

mobility, long-term international projects that
provide for the inclusion of training for higher
education applicants (by decision of the Head of the
State special communications service).

Haesyannsz inosemnux 3006ysayis euwyoi oceimu / Study of foreign applicants of higher education

HasuanHs 1HO3eMHMX 3700yBaviB BUIIOI OCBITH 32
J@HOK0  OCBITHBO-TIPO(ECIHHOI MPOrpamMord  He

nependayeHo.

Training of foreign higher education students under
this educational and professional program is not
provided.

10 — Mpouexypa npucsoenns npodeciiinnx keamipiraniii / Procedure for awardmg professional

qualifications

He nepenbauaeTbes nprcBOEHHs npodeci Hmx

KBamiikari

awarded

No professional qualifications are expected to be

2. TIEPEJIIK OCBITHIX KOMIIOHEHTIB / EDUCATIONAL COMPONENTS

Dopma

Kon/ o ; Kpemuru EKTC / MiICYMKOBOIO

Code Ocsitri komnonerTn / Educational components ECTS credits LELESH RS

control form
Hopmarusni ocsiTni komnonentu / Standard educational components
Iuxa saranbpaol miarorosku / General training cycle

30 01 IHTE/IEKTy aTbHA BIACHICTh Ta NMATEHTO3HABCTBO / 3 3amK
Intellectual property and patent law Final test

30 02 Cranuii iHHOBALIHHMI PO3BUTOK / 4 3aTiK
Sustainable innovative development Final test
IMpakTrynMii Kypc iHO3eMHOT MOBM Is JiI0OBOT

3003 | KOMyHiKamii / 3 3aimiK
Practical foreign language course for business Final test
communication

Iuxn npogeciiinol minroroskn / Professional training cycle

o1 @izuuHe BUXOBaHHS / 4 3amK
Physical education Final test
Texnomnorii BUABIEHHA Ta OTOKYBAHHS 3arpo3 AEPKaBHAM
iHpopMaLiHHUM pecypcam B iHpOpMalLiiiHo-

10 2 KOMYHIKAII HHUX cHCTEeMax / 4 3aImiK
Technologies for detecting and blocking threats to state Final test
information resources in information and communication
systems
TexHonorii BUABIEHHs Ta OJOKYBaHHS 3arpo3 AEP/KABHUM
tH(hopMaLiHHUM pecypcaM B iHpopmaltiiiHo-

Mo 3 KOMyHiKauiiimux cucremax. Kypcosa poGora / 1 3amK
Technologies for detecting and blocking threats to state Final test
information resources in information and communication
systems. Course work
Meronu nodyI0BH Ta aHANI3y CUMETPHYHHX

[O4 | KPHITOCHCTEM / 3 3a5iK
Methods of construction and analysis of symmetric Final test
cryptosystems

1o 5 MaremMaTH4HI METOIH ONTHMI3aLlii Ta MOIETIOBAHHS / 6 eK3aMeH
Mathematical methods of optimization and modeling Exam

o 6 Pu3uK-MeHEKMEHT KPUTHYHOL iHQpacTpyKkTypH / 5 eK3aMeH
Risk management of critical infrastructure Exam
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Meroponoriuui 3acaam 3axucty iH(pOpMALIi Bill BUTOKY
o 7 TeXHIYHHMH KaHAIaMH / 5 3amK
Methodological principles of information protection against Final test
leakage through technical channels
1o 8 BuxonanHs MaricTepcbkoi auceprarii / 14 3aXHCT
Execution of the master's thesis Defense
IIpakTuxn / Practices
Kibepnapuanns / 3aK
o9 Cyber training 3 Final test
1o 10 Excrnmyarauiiina npakTuka / 3 3K
Operational practice Final test
o 11 BiticekoBe cTaxyBaHHs / 9 3aliK
Military internship Final test
Bubipkosi ocsirai komnonentn / Elective educational components
Iluxa npodeciiinoi minroroexn / Professional training cycle
B 1 Bubipkosuii ocsiTHii kommonent 1 3 ®-Karanory / i 34K
Elective educational components 1 from P-Catalogue Final test
B 2 Bubipkosuit ocsiTHiH komnonent 2 3 ®-Karanory / 5 EK3aMeH
~ | Elective educational components 2 from P-Catalogue Exam
1B 3 Bubipkosuii ocsiTHii komnonenr 3 3 ®-Karanory / 4 3aJiK
Elective educational components 3 from P-Catalogue Final test
1B 4 BubipkoBuii ocsiTHii komnonent 4 3 ®-Katanory / 5 eK3aMeH
Elective educational components 4 from P-Catalogue Exam
B 5 Bubipkosuif ocsiTHIN KoMmoHeHT 5 3 ®-Karanory / 5 eK3aMeH
Elective educational components 5 from P-Catalogue Exam
3aranpHHi 00CAT HOPMATHBHMX OCBITHIX KOMITOHEHTIB / 67
Total volume of the standard educational components:
3arambHuiil 00cAT BUOIPKOBMX OCBITHIX KOMIIOHEHTIB / 23
Total volume of the elective educational components:
O0bcAr OCBITHIX KOMIIOHEHTIB, IO 3a0€3Me4yI0Th 3000y TTA KOMIIETEHTHOCTEH
BH3HAYEHHX CTAHAAPTOM BHIIOL OCBITH / 63
Total volume of the educational components aimed at acquisition of competencies
specified in the Higher Education Standard
3ATAJILHHI OBCAT OCBITHBOI [TPOTPAMM / 90

TOTAL VOLUME OF THE EDUCATIONAL PROGRAMME
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3. CTPYKTYPHO-JIOT'TYHA CXEMA OCBITHBOI ITIPOT'PAMM / STRUCTURAL AND
LOGICAL SCHEME OF THE EDUCATIONAL PROGRAMME

| |
5 1 ’
I cemectp / I semester | IT cemectp / II semester i III cemectp / ITI semester
___________________________________ R ettt e A eI Wit et DO
I |
o 5 . — 1 . — — : Bilicerore
, pa:m:;m 'KYI;C IHO3eMHOI MOBfH 111.:)15[ AL10B01 KOMyHiKai - CTaKyBaHHA | .
ractical foreign language course ‘or usiness communication || Military internship -
3 . X ! 4 =
@izndHe BAXOBaHHA / Physical education : =
: 3 | o
IHTeNeKTyaTbHA BIACHICTE Ta - : = : e
ATEeHTO3HABCTRO : Cranmil 1HHOBALIHHH [ b
" | T]
Intellectual property and patent law H _posmtiox : 5 =
. - i Sustainable innovative | o =~
T'exHolori BHSARBIEHHA Ta | | O mx
= | development | e
OIIOKYBAHHS 3arpo3 NepKABHHM N H 5
[ T I . - -
1(opMAaLIiHEM pecypcaM B o KiGepnasuanus / Cyber training — % =
iHopManiitHo-KoMyHiKAII T HIX : , -
CHCTeMax ; ! g3
Technologies for detecting and ! MeTojo/10ri4Hi 3acaIH 3aXHCTY : — 0
blocking threats to state information 4 indopmanii Bizt BATOKY : = ;
resources in information and ; TeXHIYHHMH KaHallaMH : z T
_ communication systems : Methodological principles of ! g g
[ Kypcora poGora / Course work ! information protection against ! =
: I ¢ i I 3 O
Merozau nody/10BH Ta aHaMI3y | leakagie thlfougl; technical | § —
cha
CHMETPHYHHX KPHIITOCHCTEM ]n e | =
ds truction a is - ' ==
Met];c; o c:lsf : sn;:;i::lym H EKcrTyaTamiiisa mpakTHka : 8=
111111 . . —
syt Py . Operational practice ! 7o)
i | t2
. . I = T
MaremaTHYHI METOIH ONTHMI3alli Ta T p————— : 5
MOJemOBaHHEA 1 1|| Elective educational components 1 from P-Catalogue ||, 3
Mathematical methods of optimization | | || ™5 puosi ocarmait somonert 2 3 & Karasory | | =
and modeling : Elective educational components 2 from P-Catalogue : =
- [ BuGipkosuit ocsirift xosmonent 3 3 B-Katatory y
Pu3HK-MeHeDKMEHT KPHTHYHOL ! Elective educational components 3 from P-Catalogue | |1
2 I
H}PACTPYKTypH _
: iHppacTpyK . - } Buoipkosuit ocBiTHif kosmoresT 4 3 &-Katazory :
Risk management of critical 1]| Elective educational components 4 from P-Catalogue | |;
H i I
infrastructure : BHOIPKOBHIT OCBITHI KoMIoHeHT 5 3 ®-Katatory :

Elective educational components 5 from P-Catalogue

~—

Buoipkosi oceimni komnonennu
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4. POPMA ATECTAIII 3JOBYBAYIB BUIIIOi OCBITH / THE FORM OF
ATTESTATION FOR DEGREE PURSUERS

Arecrauis 3100yBadiB BHIIOI OCBITH 3a OCBITHBO-Tpodeciittoo mporpamor “Besneka JIEpAKaBHHX
IHQOpMALIHHIX pecypCiB” 3MIMCHIOEThCA y (OPMi ETMHOTO JEPiKABHOIO kBam}ikaiiHoro icrmry Ta
3axucTy ksamikauiiinoi poGotw, mo 3abe3nedye OLIHIOBAHHA JOCATHEHHS PE3VNIBTATIB HABYAHH,
BU3HAYCHHMX CTAHAPTOM BHMINOI OCBITH Ta 3aBEPILYETHCS BHIAYEIO JOKYMEHTA BCTAHOBIEHOTO 3paska Ipo
NPUCYUKEHHSA HOMY CTyIeHs MaricTpa 3 MPHCBOEHHAM OCBITHBOI KBasmi(ikarii: MaricTp 3 kibepbesnexku Ta
3aXMCTy iH(opmauii, 3a ocBiTHbO-mpodeciitHolo nporpamoro “Besnexa JepiKaBHMX 1H(OPMALIHHHX
pecypcis”.

Keamikauifina pobora Mae nepeadadarn po3s’s3aHHA CKIAJHOI 3aHadi MOCIHMIBKOTO Ta/a6o
IHHOBALiHOro XapakTtepy y cdepi kibepbesmexu Ta 3axwcry indopmarii. Ksamdikaiiiina poGota He
TIOBMHHA MICTUTH aKaIeMIYHOro ruiariaty, danscudikanii, adpuxari.

Kpanigikaiiiina pobora nepesipseThes Ha miariar, gabpukawito ta danscudixariro i micns 3axucry
po3MilyeThes B HaB4anbhik Gibmiorewd IC331 KIT im. Irops Cikopcskoro B apxiBi HayKOBHX Ta OCBITHIX
MaTepianis JUis BUILHOTO AOCTYIY.

ATecrauisn 3IiMCHIOETECH BimkpHTO i myOmiuHO. AJjie, sKmO kBamiQikawiiza pobora MiCTHTH
iIHpOpMALO 3 OOMEKEHHM IOCTYTIOM, TO 3aXHCT TPOBOIMTBCS B 3aKPHTOMY DPEXHMMI 3 HEYXHJIbHHM
AOTPUMAHHAM | BUKOHAHHAM BHMOT YHHHOTO 3aKOHOJABCTBA MO0 30EPEIKEHHs CIIyKOO0BOI Ta JIEP>KaBHOI
TAEMHHL.

Certification of applicants for higher education in the educational and professional programme
“Security of state information resources” is carried out in the form of a single state qualification examination
and defence of qualification work, which ensures the assessment of the achievement of learning outcomes
defined by the standard of higher education and ends with the issuance of a document of the established form
on awarding a master's degree with the award of educational qualification; Master of Cybersecurity and Data
Protection, in the educational and professional programme “Security of state information resources”.

The qualification work is checked for plagiarism, fabrication and falsification and, after defense, is
placed in the academic library of the Igor Sikorsky Kyiv Polytechnic Institute in the archive of scientific and
educational materials for free access.

The qualification work is checked for plagiarism and after defense is placed in the educational library
of the Igor Sikorsky Kyiv Polytechnic Institute in the archive of scientific and educational materials for free
access.

Certification is carried out openly and publicly. However, if the qualification work contains
information with limited access, the defense is conducted in a closed mode with strict observance and
fulfillment of the requirements of current legislation on the preservation of official and state secrets.



19/20

5. MATPHIIA BIIOBITHOCTI IIPOTPAMHUX KOMIETEHTHOCTEIT
KOMIIOHEHTAM OCBITHbLOI IPOT PAMH / COMPLIANCE MATRIX OF
PROGRAMME COMPETENCIES WITH PROGRAMME COMPONENTS
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6. MATPHIIA 3ABE3INEYEHHS ITPOT'PAMHHUX PE3YJILTATIB HABYAHHSA
BIINOBITHUMHA KOMIIOHEHTAMH OCBITHBOI ITIPOI'PAMH / COMPLIANCE
MATRIX OF PROGRAMME LEARNING OUTCOMES WITH PROGRAMME
COMPONENTS
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