National Technical HaujioHanbHWI TeXHIYHWI
University of Ukraine yHiBepcuTeT YkpaiHu

“lgor Sikorsky «KWiBCbKMIA NOAITEXHIUHWIA IHCTUTYT
Kyiv Polytechnic Institute” iMmeHi Iropa CikopcbKoro»

3ATBEPJ/I’KEHO / APPROVED

Buenoro panoro KIII im. Irops Cikopcbkoro /
HPOGKT by the Academic Council of Igor Sikorsky Kyiv
Polytechnic Institute

(mpotokoun / minutes of meeting No_

Bix / dated 200 )

I'onoBa Buenoi pagu / Head of the Academic Council

Muxaiino Inmpuenko / Mykhailo ILCHENKO

BE3MEKA TA CTIMKICTh KPUTUYHOI
IHOOPMAIIAHOI IHOPACTPYKTYPU
SECURITY AND RESILIENCE OF CRITICAL
INFORMATION INFRASTRUCTURE

OCBITHBO-TTPO®ECIMHA [TPOTPAMA /
EDUCATIONAL PROFESSIONAL PROGRAMME

Hpyruii (MarictepchKuii)
PIBEHb BHUIIO1 OCBITH
CrenianbHicTb: F5 KibepOesneka Ta 3axuct
1Hpopmarii
["amy3b 3HaHb: F [HdopMmaniiini TexHOI0Tr11
Kamidikarrisi: Marictp 3 kibepOe3reku Ta
3axucTy iH(opmarii

The second (master)
level of higher education
Speciality: F5 Cybersecurity and data protection
Knowledge branch: F Information technologies
Qualification: master's degree in cybersecurity
and data protection

ID
Beeoeno 6 dito 3/ Enacted since
20 /20 naeuanvmoeo poky / academic year
Hakazom pexmopa / by rector’s order
Ne 6i0 / dated 20
Kuis / Kyiv

2026



2/20

Y pasi nasignocmi 6 onuci ocgimuboi npocpamu 6y0b-aKux po30iHcHOCmeEl nepesazy Mae mekcm YKpaincykorw moeoro / In case of any differences in
interpretation of the information in the educational programme, the Ukrainian text shall prevail

ITPEAMBYJIA / PREAMBLE

PO3POBJIEHO / DESIGNED:
KepiBauk po6ouoi rpynu / Head of the project team:

Cmopuax Aumon Cepeitiosuy, KaHouoam mMexHIYHUX HAayK, ooyenm, ooyenm CrneyianvHol
kageopu Ne 1 IC331 KIII im. leops Cikopcokoeo / Anton Storchak, candidate of technical sciences, associate
professor, associate professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic
Institute.

Unenu pobouoi rpymnu / Project team members:

Tonv Braoucnas Jmumposuu, kanouoam mexHiuHUX HayK, npoghecop, 3asioyeay CneyianvHoi
kageopu Ne 1 IC331 KIII im. leops Cikopcokoeo / Viadyslav Hol, candidate of technical sciences, professor,
head of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

leanuenxo Cepeili Onexcandposuy, OOKMOp MeXHIYHUX Hayk, npogecop, npogecop CneyianvHol
kagedpu Ne 1 IC331 KIII im. l2opsa Cikopcvroeo / Sergiy Ivanchenko, doctor of technical sciences, professor,
professor of the Special Department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Onexciiuyx Aumon Mukonaiiosuy, 00Kmop mexHiuHuUX Hayk, npogecop, npogecop CneyianvHoi
kagedpu Ne 1 IC331 KIII im. l2opsa Cikopcvroeo / Anton Oleksiichuk, doctor of technical sciences, professor,
professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Konomoneyv Muxona Mukonatioguy, kaHouoam mexHIYHUX Hayk, ooyenm, ooyenm CreyianbHol
kageopu Ne 1 1C331 KIII im. leops Cixopcvkoco / Mykola Konotopets, candidate of technical sciences,
associate professor, associate professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv
Polytechnic Institute.

Camotinos leop Borooumuposuu, kanouoam mexuivHux Hayk, ooyenm, doyenm CneyianvHoi kageopu
Ne 1 1C331 KIII im. lzops Cixopcokozco / Thor SAMOILOV, candidate of technical sciences, associate
professor, associate professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic
Institute.

Hixonaenko boedan Anamonvosuu, Kanouoam MeEXHIYHUX HAVK, OOYeHm, 20J06HUL CReyianicm
ynpaesninni JIKI Aominicmpayii’ epoccneyss’sisky / Bohdan Nikolayenko, candidate of technical sciences,
associate professor, chief specialist DCI of the State Special Communications Service of Ukraine.

Apowyx Baoum Imumposuy, Inocenep Il kameeopii 3a paxynox nocaou inacenepa I xkamezopii HJ{CJI
Nel HAI] IC331 KIII im. leopsi Cixopcwroeo / Vadym Yaroshchuk, catgory 2 engineer due to the position of
category I engineer at SRL Nel of the Research Center ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Muwenina Anvona leopisna, kypcanm macicmepcokoeo Kypcey (cneyianvuicmos F5 Kibepbesnexa ma
saxucm ingpopmayii) 1C331 KIII im. leops Cixopcvroeo / Myshenina Alona, master's student (specialty F5
Cybersecurity and Information Protection) ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.
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MOrOJ’)KEHO / AGREED:

HaykoBo-mMeTouuHa KoMicist yHiBepcuTeTy 3i crienianbHocTi F5 KibepOesneka ta 3axuct indopmarii / The
Scientific and Methodological Commission of the University on speciality F5 Cybersecurity and data
protection (mporokon / minutes of meeting Ne Bix / dated 20 )

I'onoa HMKYVY-F5 (mnst IC331) / Head of the SMCU- F5 (for ISCIP)

Bnagucnas I'OJIb / Vladyslav HOL

Metognuna paga KIII im. Irops Cikopcekoro / The Methodological Council of Igor Sikorsky Kyiv
Polytechnic Institute (mporokomn / minutes of meeting Ne  Bix / dated 20 )
I'onosa Meroauunoi panu / Head of the Methodological Council

Tersina )KEJISICKOBA / Tatiana ZHELIASKOVA

BPAXOBAHO / CONSIDERED:

Tlocmanogy Kabinemy Minicmpie Ykpainu 6i0 30 cepnua 2024 poxy Ne 1021 “Ilpo énecenns 3miH 00
nepeniKy eanyseu 3HaHb [ cneyianvbHocmell, 3a AKUMU 30IUCHIOEMbCS Ni02omoeKka 3000ysauie euujoi ma
¢gaxoeoi nepedsuwoi ocimu”.

Haxkaz Minicmepcmea Exonomixu Yxpainu 6i0 13.12.2024 Ne 27751 “IIpo 3ameepOoicennsi 3minu 00
Ne 14 nayionanvroeo kracugpixamopa JJK 003:2010”.

Ocgimuvo-npogpecitiny npocpamy 002080peHO NICAA HAOXOONCEHHS B6CIX NPONO3UYIl, NOOANCAHL |
3aysadicenb 6I0 3000y8auie SUWOL OCEIMU, BUNYCKHUKIE MA CMEUKXondepié i CX6ANeHO HA 3dCIOAHHI
Cneyianvnoi kagpeopu Ne 1 IC331 KI1I im. leops Cikopcokoeo (npomoxoa Ne  6i0 2025 poky).

The Resolution of the Cabinet of Ministers of Ukraine dated August 30, 2024 No. 1021 “On
Amendments to the List of Fields of Knowledge and Specialties for Training of Higher and Professional
Higher Education Applicants” was taken into account”.

Order of the Ministry of Economy of Ukraine dated 13.12.2024 No. 27751 “On Approval of
Amendments to No. 14 of the National Classifier DK 003:2010".

The educational and professional program was discussed after receiving all the proposals, wishes and
comments from higher education students, graduates and stakeholders and approved at a meeting of the
special department Ne 1 of the ISCIP of Igor Sikorsky Kyiv Polytechnic Institute (minutes Ne  of
_2025).

EBOJIIOLIA OCBITHBOI ITIPOT'PAMHY / EVOLUTION OF THE EDUCATIONAL
PROGRAMME:

Ocsimnvo-npoghecitina  npoepama  “besnexa ma  cmilikicmv — kpumuynoi  inghopmayitinoi
iHpacmpyxmypu” opyzoco (mazicmepcbko2o) pisHs euwoi oceimu 3a cneyianvricmio F5 Kibepbesnexa ma
saxucm iHgopmayii 3anouamxosana y 2026 poyi 3 Memoio ni02omosKu SUCOKOKEANipIKosanux axieyis
cmyneHs 6uwoi ocgimu mazicmp 0as npogecitinoi JisAbHOCMI Ha nocaoax opeawie ma nioposoinie
llepoiccney36’sa3Ky 8paxy8aHHaM peKoMeHOayiltl Cmetkxonioepis wooo po3podNeHHs mMda 8NPOBAONCEHHS 8
ocsimuiti npoyec IC331 KIII im. leopsa Cikopcvkozo ocgimubo-npoghecitinoi npozpamu, CHpSIMOBAHOI Ha
nio2omoeKy ¢haxisyie iz 3axucmy ma cmitikocmi Kpumuunoi ingpopmayitinoi ingppacmpyxmypu (Ne 07/01/02-
1133/2026-BH 6i0 13.01.2026 ma Ne 05/05-2144/2026/BH 6io 23.01.2026).

The Educational and Professional Program “Security and Resilience of Critical Information
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Infrastructure” (second-level higher education) in the field of F5 Cybersecurity and Information Protection
was launched in 2026 with the aim of training highly qualified specialists at the master’s degree level for
professional activities in the positions of public authorities and units of the State Special Communications
Service. The programme was developed taking into account stakeholder recommendations for the design
and implementation of the educational process of the State Cybersecurity and Information Protection
Institute at Igor Sikorsky Kyiv Polytechnic Institute. It is focused on preparing specialists in the protection
and resilience of critical information infrastructure (Ne 07/01/02-1133/2026-BH 6io 13.01.2026 ma
Ne 05/05-2144/2026/BH 6io 23.01.2026).
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1. IPO®LIIb OCBITHBOI ITPOI'PAMU / EDUCATIONAL PROGRAMME PROFILE

1 — 3araanna indopmairisi / General information

[ToBHa Ha3Ba 3akjamy BUIIOI OCBITH Ta
HaBYaIbHOTO Miaposainy / Full name
of higher education institution and
faculty / educational and scientific
institute

HamioHansHui TEXHIYHAN
yHIBepCHTET YKpaiHu
“KuiBCHKUI MO TEXHITHUH
iHCTUTYTY iMeHi Irops
Cikopcbkoro”, IHCTHTYT
CIEIiabHOTO 3B’SI3KY Ta
3aXHCTy iHpOopMaIii

National Technical University
of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”, Institute
of special communication and
information protection

CrymiHp BUIIOI OCBITH Ta Ha3Ba
ocBiTHBOI KBamidikarii / Higher
education degree and education
qualification title

Crymine — mMarictp,
KBamidikaris — Marictp 3
KibepOe3neKkn Ta 3aXuCTy
iH(popmarii

Degree - master, qualification -
master's degree in
cybersecurity and data
protection

Odimifina Ha3Ba OCBITHROI IIpOTpamMu /
Educational programme official title

Bbesneka Ta cTiiikicTh
KpUTHYHOI iH(opMaiiiHoi
iHPPACTPYKTypH

Security and resilience of
critical information
infrastructure

Tun auruiomy Ta 00CAT OCBITHBOT
nporpamu / Diploma type and
educational programme volume

Juriom Marictpa, 90
KpPEIWTIB, TSPMiH HaBYaHHS
1 pik 4 micsri

Master's degree, 90 credits,
duration of study 1 year
4 months

[Hdopmaris npo akpeauTairo /
Accreditation information of the
educational programme

[y, piBeHb BHIIOI OCBITH /
Education cycle, level of higher
education

HPK Vkpainu — 7 piBeHs,
QF-EHEA — npyruii uuxm,
EQF-LLL — 7 piBeHb

NQF of Ukraine - level 7, QF-
EHEA - second cycle,
EQF-LLL - level 7

[lepemymoBu / Prerequisites

cTyneHs 6akaigaBpa

Bachelor's degree is required

dopma 3100y1Ts OcBiTH / Forms of
education

Ouna (n1eHHa)

Full-time (day)

Moga(u) Buknaganss / Language(s) of
instruction

YkpaiHcbka

Ukrainian

IHTepHeT-a7peca po3MilleHHS
ocBitHBOI niporpamu / URL of the
educational programme

2 — Meta ocBiTHBOI Iporpamu / Educational programme purpose

Mertoto  ocBiTHbO-TIpoeciiiHOi  mporpamu
“be3neka Ta CTIMKICTh KPUTUYHOT
iHpopManiiiHoi iHPpacTpyKTypu” € MiATOTOBKA
BHUCOKOKBai()IKOBaHUX  (paxiBIIB, 3AaTHUX
BUpIIIYBAaTH CKJIagHI 3a7adi 1 [poOiiemMu y
ramysi 1HOopMaIiiHuX TEXHOJIOT1H,
kibepOe3neku Ta 3AIHCHIOBATH 1HHOBAIIWHY
npodeciiiny AiSUIBHICT U TPOEKTYBAHHS,
pO3poOKH, BIPOBAPKEHHS, CYNPOBOLY Ta
ayJInTy KPUTHYHOT 1H(popMaLiiHOT
1HPaCTPyKTYpH Ta 3aCO0IB 3aXUCTY.

Mera OCBITHBO-TIpOeciiiHOT porpamu

The purpose of the educational and professional
program “Security and resilience of critical
information infrastructure” is to train highly
qualified specialists who are able to solve
complex problems and challenges in the field of
information technology, cybersecurity and
carry out innovative professional activities for
the design, development, implementation,
maintenance and audit of critical information
infrastructure and security tools.

The purpose of the educational and professional
program corresponds to the development
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Bignosigae crparerii po3Butky KIII im. Irops
Cikopcbkoro Ha  2025-2030 poxu 110110
MOCTIHOTO OHOBJICHHS OCBITHIX MpOTpam, IO
IPYHTYIOTBCS Ha rIMOOKOMY aHaisi
Tpancopmariii  puHKY mpari 3MiH1
TEXHOJIOTTYHUX TEHICHITIH.

Ta

strategy of Igor Sikorsky Kyiv Polytechnic
Institute for 2025-2030 which emphasizes the
continuous updating of educational
programmes based on a thorough analysis of
labor market transformations and changing
technological trends.

3 — XapakTepucTuKa ocBiTHHOI mporpamu / Educational programme characteristics

Ilpeomemna oboracme / Subject area

O06’eKTH BUBYEHHS:

-CcydacHI TpollecH  JOCITIDKCHHs, aHali3y,
CTBOpEHHS Ta 3abe3meveHHs (YHKIIOHYBaHHS
iHQopmaIiftHuX CcHUCTEM 1 TEXHOJOTIH, I1HIIHMX
Oi3Hec-omepalifHuX TpoIeciB  Ha  00’eKTax
iHpopMalifHOT ~ AISTBHOCTI T4  KPUTHYHHUX
iHppacTpykTyp chepu iHopMaliitHOT Oe3meKu
Ta/abo KibepOe3neKy;

- inopmamninHi CUCTEMU (indopmariiitHo-
KOMYHiKaIiiiHi, iHpopmaliitHo-
TEJeKOMYHIKaIliiiHi, ABTOMAaTH30BaHi) Ta
TEXHOJIOTI];

- inppacTpykTypa  00’ekTiB  iH(OpMamiiHOi

TiSUTBHOCTI Ta KPUTHYHUX 1HQPACTPYKTYD;

- CHCTEMH Ta KOMIUIEKCH CTBOPEHHS, 00pOoOKH,
nepenayi, 30epiraHHs, 3HUILICHHS, 3aXUCTy Ta
BigoOpakeHHsI JanuX (iHPpopMaIiifHUX MOTOKIB);
iHdopMariiiHi pecypcu pi3HUX KiaciB (B T.4.
JepkaBHi iHQOpMaIliiHi pecypcn);

- IporpaMHe Ta IporpaMHO-arapaTHe
3abe3nedeHHs (3aco0u) Kibep3axucry;

- CHCTEMU YIIpaBIiHHSL iH(opMaIiitHOO
0e3mneKoro Ta/abo KibepOe3neKoro;

- TeXHOJIOrli, METOAM, MOJEeJll Ta 3aco0u
inopMariiiHoi 6e3nexu Ta/abo KidbepOe3neKH.

Liy1i HaBYaHHsA
[linroToBka (axiBiiB, 3maTHUX PO3B’s3yBaTH
3a7a4l  JTOCTHIIHMAIBKOrO Ta/ab0 1HHOBAIIWHOIO
xapakrepy y cdepi iHpopMmaliiiHoi Ta/abo
KibepOe3meku.

TeopeTuuHuUii 3MicT mpeIMeTHOI 001aCTi
TeopeTnuHi 3acagM HAyKOEMHHUX TEXHOJIOTIMH,
¢iznuHi 1 MaTemMaTH4Hi QyHIAMEHTaJIbHI 3HAHHS,
Teopil imeHTHUGIKAIl Ta TPUHHATTS pIlleHb,
CUCTEMHOTO  aHajizy, CKIaQZHUX  CHCTEM,
MOJICJIIOBaHHsI Ta ONTHMIi3alii NMPOLECIB, Teopis
MaTeMaTHYHOI CTATUCTHKU, KpUIITOrpadigHoro Ta
TEXHIYHOTO 3axUcTy iHdopmarii, Teopii pU3HUKIB
Ta 1HIIUX MDKIUCHUIUTIHAPHUX TEOPil 1 MPaKTHK
y ramy3i iHdopmauiiiHoi  Oesmeku  Ta/abo
KibepOe3neKkH.

MeToau, METOAUKH TA TEXHOJIOT T
Merommu, MoOAelm, METOOUKH Ta TEXHOJIOTII
CTBOpPEHHS, 0OpoOKM, Tmepeaadi, MPUIMaHHS,

Objects of study:

- modern processes of research, analysis, creation
and maintenance of information systems and
technologies, other business operational processes
at information activity facilities and critical
infrastructures in the field of information security
and/or cybersecurity;

- information systems (information and
communication, information and
telecommunication, automated) and technologies;

- infrastructure of information activity objects and
critical infrastructures;

-systems and complexes for the creation,
processing, transmission, storage, destruction,
protection and display of data (information flows);

- information resources of various classes (including
state information resources);

- software and hardware (means) of cyber defense;

- information  security and/or  cybersecurity
management systems;
- technologies, methods, models and tools of

information security and/or cybersecurity.

Learning objectives

Training of specialists capable of solving research
and/or innovation problems in the field of
information and/or cybersecurity.

Theoretical content of the subject area
Theoretical ~ foundations of  science-intensive
technologies, physical and mathematical
fundamental knowledge, theories of identification
and decision-making, system analysis, complex
systems, modeling and process optimization, theory
of mathematical statistics, cryptographic and
technical information security, risk theory and other
interdisciplinary theories and practices in the field
of information security and/or cybersecurity.

Methods, techniques and technologies
Methods, models, techniques and technologies for
creating, processing, transmitting, receiving,




7/20

3HULIEHHS, BiZJOOpayKeHHS, 3aXUCTy
(xibep3axucty) iHQOpMamiHHUX pecypciB y
KiOepIpocTopi, a TaKOXX METOOAM Ta MOICII

pO3pOOKM Ta BHKOPUCTAHHS MNPUKIAJHOTO i
CIICITIaTi30BaHOTO IIPOTPaMHOTO  3a0e3MeUeHHs
Ui BUpimieHHs mpodeciiHuX 3amad B Tamysi
iHpopmariitHoi Oe3nexu Ta/abo kidbepOe3neKH.
Texnoiorii, Merogu Ta MOIEIl MOCIIIKEHHS,
aHaizy, YIpaBIiHHSI Ta 3a0e3MmeYeHHs
Oi3Hec/onepaliifHuX TPOIECIB 13 3aCTOCYBAaHHIM
CYKYITHOCTI HOPMAaTUBHO-TIPaBOBUX Ta
OpraHizamifHO-TEXHIYHUX METOIiB 1 3aco0iB
3aXUCTY iHopmariitHux pecypcis y
kibepmpocTopi.

IncTpymenTH Ta 00/1aJHAHHS

3acobu, mpuUCTpoi, MepeKHe yCTaTKyBaHHS Ta
Cepe/IOBHIle, TMPHUKJIATHE Ta  CICIiali30BaHe
MporpaMHe 3a0e3nevyeHHs, aBTOMAaTH30BaHi
CHCTEMH Ta KOMIUICKCH MIPOEKTYBAHHS,
MO/ICITIOBAHHS, eKCIUTyaTaIlii, KOHTPOJIIO,
MOHITOPHHTY, 00pOOKH, BimOOpakeHHS Ta 3aXUCTY
naHux (IHQOpMaIiHAX MMOTOKIB), @ TAKOX METOMH 1

Moneni  Teopii  pPU3MKIB  Ta  yIpaBIiHHI
iHpOpMaLliHHIMHU pecypcaMy TPH JOCITiKeHHI 1
CYTIPOBOKEHHI 00’€eKTiB iH(hopMartiiHOl

JisUTBHOCTI y Tamy3i iHdopManiiHoi 6e3nekn Ta/abo
KibepOe3neKkH.

destroying, displaying, protecting (cybersecurity)
information resources in cyberspace, as well as
methods and models for developing and using
application and specialized software to solve
professional problems in the field of information
security and/or cybersecurity.

Technologies, methods and models of research,
analysis, = management and  support  of
business/operational processes using a set of
regulatory, legal, organizational and technical
methods and means of protecting information
resources in cyberspace.

Tools and equipment

Tools, devices, network equipment and
environment, application and specialized software,
automated systems and complexes for designing,
modeling, operating, controlling, monitoring,
processing, displaying and protecting data
(information flows), as well as methods and models
of risk theory and information resource
management in the study and support of
information activities in the field of information
security and/or cybersecurity.

Opicumayis oceimuboi npoecpamu / Scope

OcBiTHBO-TIpOdeciiiHa

Educational professional

Ocnosnuii poxyc ocgimmwvoi npoepamu / Main focus

bazosuii ¢hoxyc oceimnvoi npocpamu — cucteMu Ta

MpOIIECH  KiDeprpocTopy, CydacHI MeToAW Ta
3ac0o0M 3axXUCTy iH(popMaIiii.

Kouosi  cnosa:  kibepOesnieka, MaTeMaTU4HI
MEeTONu KiOepOe3rekn, CHUCTeMH 1 TEeXHOJOTIi

KibepOe3nekn, 3aXHUCT KPUTHYHOI iHQOpMaIiitHOl
1HQPACTPYKTypH, PO3BUTOK  3ac00iB  3aXHCTY
iH(opMarrii.

The basic focus of the educational program is on
cyberspace systems and processes, modern methods
and means of information protection.

Key words: cybersecurity, mathematical methods of
cybersecurity, cybersecurity systems and
technologies, protection of critical information
infrastructure, development of information security
tools.

Ocobnusocmi oceimuvoi npoepamu / Features

[linroToBka (haxiBIiB 3MIMCHIOETBCS Y CTaTyCl
KypcaHTa. 3ajydeHHsl 10 BHUKJIAJaHHS HaBYAJIBHUX
JUACHUILTIH (haxiBIiB 3 I PO3/ILTIB
Jepxcnen3s’ 3Ky 1HIIMX HaBYaJIbHHUX 3aKJaliB,
HayKOBHX yCTaHOB.

[IpakTHKH MTPOBOAATHCS BiAMOBIAHO 10 “THCTPYKIIT
PO TIOPSIOK OpraHizamii MpOBEACHHS MPAKTHIHOI
Ta BilicbKOBO-TIpo(eciiiHol miaAroToBku 3100yBayiB
BHIIOT OCBITH B 3aKJafi ocBiTH JlepikaBHOI Ci1yx0u
CHeHiaTbHOTO 3B 53Ky Ta 3axucty iHdopmarrii
VYkpainn”, 3aTBepIKEHOI Haka3oM AJMiHicTparii
HepxaBHOi coyk0M cHemiaJibHOTO 3B’SI3KY Ta
3axucty iHpopmanii VYkpaimm Bim 19 cepnHs
2021 poky Ne 507 Ta ckiagaroThbCs 3:

KiOepHaBUaHb, sIKi TPOBOAATHCS B APYroMy Ta

Specialists are trained in the status of cadets.
Involvement of specialists from the units of the
State service for special communications and
information services of Ukraine and other
educational institutions and scientific institutions in
teaching disciplines.

Practices are carried out in accordance with the
“Instruction on the procedure for organizing

practical and military-professional training of
higher education students in an educational
institution of the State service for special

communications and Information protection of
Ukraine”, approved by the order of the
Administration of the State service for special
communications and Information protection of
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TPEThOMY ceMecTpax, Ha ruatdopmi HapuamsHOTrO
cutyaniiHoro neHtpy kibep6esnmekn IC331 KIII
iM. Iropst Cikopcrkoro ta matdopmi TpeHiHTOBOTO
uentpy Kidepnentpy UA30;

eKCIUTyaTalliiHOT TPAaKTHUKH, sSKa IPOBOAUTHCS B
Ipyromy cemectpi, Ha 6a3i Jlaboparopii TexHITHOTO
saxucty iHgopmanii IC331 KIII  im. Irops
CikopchKoro;

BiIfiCEKOBOTO CTa)XKyBaHHS B TPEThOMY CEMECTpi SKe
MPOBOJUTHCS B Mifpo3ainax [epkcnenss’ s3Ky.

Ukraine of August 19, 2021, N 507, and consist of:
cyber exercises, which are held in the second and
third semesters, on the platform of the Training
situational center for cybersecurity of the ISCIP of
Igor Sikorsky Kyiv Polytechnic Institute and the
platform of the Training Center of the UA30 Cyber
Center;

operational practice, which is conducted in the
second semester, on the basis of the Laboratory of
technical information protection ISCIP of Igor
Sikorsky Kyiv Polytechnic Institute;

military internship in the third semester, which is
conducted in the wunits of the State special
communications service.

4 — IIpuaaTHicTh BUMYCKHUKIB 10 MpaneBJalITYBaHHA Ta moaajbmoro Hapuanus / Eligibility of
graduates for employment and further study

Ipuoamnicme 0o npayesnawmyesanns / Eligibility for employment

Bigmorigno g0 JlepkaBHOro  KiacudpikaTopy
npodeciii  JIK 003:2010 BUIMYCKHUKH MOXYTh
MpamiBaT Ha TOCafax, IO BiAMOBINAIOTH

knacudikauiiauM yrpymoBanusm: 2132.2; 2139.2;
2139.2; 2139.2; 2490; 23.

3aMOBHUKOM (haxiBIiB 31 CHEIiaTbHOCTI
F5 Kibepbesneka Ta 3axucT iH(popMaIlii BUCTyHae
HepxaBHa ciyx0a chemiagbHOro 3B’S3Ky Ta
3axuCTy iHpopMarlii YkpaiHu.

According to the State Classification of Professions
DK 003:2010, graduates can work in positions
corresponding to the classification groups: 2132.2;
2139.2;2139.2; 2139.2; 2490; 23.

The customer for specialists in the specialty
F5 Cybersecurity and data protection is the State
service for special communications and information
protection of Ukraine.

Hooanvue nasuanns / Further study

[IponoBxkeHHST OCBITH 3a TpeTiM
HayKOBVIM) PiBHEM BHUIIOI OCBITH.
HaOyrTss nmomatkoBux Kpamigikaiiii B CHCTEMI
OCBITH JIOPOCIIHX.

(ocBiTHBO-

Continuing education at the third (educational and
scientific) level of higher education.

Acquisition of additional qualifications in the adult
education system.

5 — Buknanannsa ta ouiHoBanHsi / Teaching and assessment

Buxnaoauna ma naeuanns / Teaching and studying

[porpamoro nependauero npoOIeMHO-OpiEHTOBaHE
HaBYAHHS 3 HaOYTTsAM KOMIIETEHTHOCTEH,
HEOOXIHUX U1 TPOMYyKYBaHHS HOBUX ifei,
PO3B’s13aHHS KOMIUIEKCHUX MPo0IieM y npodeciitin
ramysi, sKe BKIIOYa€ JIeKIii, TpaKTH4YHI Ta
CEeMIHApChKi  3aHATTA, TEXHOJIOTiS  3MIIIaHOTO
HABYAHHS, MIiJAMOTOBKA Ta 3aXKHCT MaricTepchKol
JUcepTariii.

The program provides for problem-based learning
with the acquisition of competencies necessary to
generate new ideas, solve complex problems in the
professional field, which includes lectures, practical
and seminar classes, blended learning technology,
preparation and defense of a master's thesis.

Oyiniosanns

/ Assessment

Bci Buau HaBYaabHOI JisUIBHOCTI Ta KOHTPOJIbHI
3axomu (YyCHI Ta TIHCHMOBI 3allikd, €K3aMCHH,
TECTYBaHHA)  OLIHIOIOTBCA  BIANOBIZHO OO
[MonoxeHHs PO CUCTEMY OIIHIOBAHHS PE3YJIbTaTiB
naBuanHs B KIII im. Irops Cikopcbkoro 3a
CTOOAJIBHOIO MIKAJIOO 3 MOJABIINM MEPEeBEACHHIM
B OIIIHKM YHIBEPCUTETChKOI IKayiud. HaB4yaHHs
3aBEPIIYETHCS HAMMCAHHAM 1 MyOJIIYHUM 3aXHCTOM
MaricTepchKoi AucepTarii.

All types of educational activities and control
measures (oral and written tests, exams, testing) are
evaluated in accordance with the Regulations on the
system of evaluation of learning outcomes in Igor
Sikorsky Kyiv Polytechnic Institute on a stobal
scale with further conversion to university scale
grades. The training ends with the writing and
public defense of a master's thesis.

6 — IIporpamui komneTeHnTHOCTI / Programme competencies

Iumeepanvna komnemenmuicmo / Integral competence
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3naTHICT ocobu pO3B’sI3yBaTH 3a1adi
JTOCTITHALIEKOTO Ta/ab0 i1HHOBAIIHHOTO XapakTepy
y cdepi iHpopmamiitHOT  Oesrmekn  Ta/abo
KibepOe3nekH.

The ability of a person to solve research and/or
innovation problems in the field of information
security and/or cybersecurity.

3azanvhi komnemenmuocmi

(3K) / General competencies

3K 1 3garnicte  3actocoByBaTH  3HaHHS Yy | Ability to apply knowledge in practical situations.
NPAaKTHYHAX CHTYAIlisIX.

3K 2 3patHicTh TIpOBOAMTH  JocihijpkeHHS  Ha | Ability to conduct research at the appropriate level.
BiJNIOBITHOMY piBHi.

3K 3 3matHicTh g0 abctpakTHOro MwucieHHs, | Ability to think abstractly, analyze and synthesize.
aHaJi3y Ta CHHTE3Y.

3K 4 3natHicTh omiHIOBaTH Ta 3abe3meuyBartu | Ability to evaluate and ensure the quality of work

SIKICTh BUKOHYBaHHUX POOIT.

performed.

3K 5 3maTHICTh CHINKYyBaTHCS 3 TMpeICcTaBHUKAMU
iHmmx mpodeciiHMX Trpyn pizHOrO piBHA (3
eKCIepTaMu 3 IHIMIMX Taly3ed 3HaHb / BUJIB
€KOHOMIYHOI JisSIIbHOCTI).

Ability to communicate with representatives of
other professional groups of different levels (with
experts from other fields of knowledge / types of
economic activity).

Daxosi komnemenmuocmi (OK) / Professional competencies

@®K 1 3maTHicTh  OOIpYHTOBAaHO  3aCTOCOBYBATH,
IHTeTpyBaTH, pO3POOIATH Ta YAOCKOHAIIOBATH
cyuyacHi iHdopMaliiiHi TexHonorii, ¢i3uyHi Ta
MaTeMaTH4YHI MOJEIl, a TaKoXX  TEXHOJOril
CTBOPEHHS Ta BHKOPHCTaHHSA MPHKIAJHOTO 1
CIEIiali30BaHOr0 MPOTrPaMHOTO 3a0e3MeUCHHS IS
BUpiIeHHs  mOpodeciiHnx 3amau y  cdepi
iHdopmarriiinoi 0e3nexn Ta/ado kidepOe3meK.

Ability to reasonably apply, integrate, develop and
improve modern information technologies, physical
and mathematical models, as well as technologies
for creating and using application and specialized
software to solve professional problems in the field
of information security and/or cybersecurity.

@K 2 3patHicTh pO3pOOIATH, BIPOBAIKYBATH Ta
aHaNi3yBaTH HOPMATHBHI JIOKYMEHTH, ITOJIOKEHHS,

THCTpYKIIT 71 BUMOTH TEXHIYHOTO Ta
opraHi3aliifHoro CIIPSIMyBaHHS, a  TaKoX
IHTETpyBaTH, aHai3yBaTH 1 BUKOPHUCTOBYBATH

Kpallli CBITOBI MPaKTHUKH, CTAHJAPTH y TipodeciitHii
JisutbHOCTI B cepi iHpopmaniiiHOi Oe3nexn ta/abo
KibepOe3neKkH.

Ability to develop, implement and analyze
regulations, provisions, instructions and
requirements of technical and organizational

direction, as well as integrate, analyze and use the
best world practices, standards in professional
activities in the field of information security and/or
cybersecurity.

O®K 3 3maTHICTh  JOCHIKYBaTH, pO3pOOIATH 1
CYNPOBOKYBATH METO U Ta 3acoou
indopMmariiinoi Oesrekn Ta/abo KiOepOe3meku Ha
00’exTax iH(opManiiHOi HisNTEHOCTI Ta KPUTUIHOL
1HPPACTPYKTYpH.

Ability to research, develop and maintain methods
and means of information security and/or
cybersecurity at information and critical
infrastructure facilities.

@K 4 3pgarnicte  aHamizyBaTH, po3poONIATH i
CYIIPOBODKYBATH cucTeMy yIIPaBITiHHS
iHpOopMaIiiiHOIO Oe3rekoro Ta/abo KibepOesneKoro
opranizauii, ¢opMyBaTH CTpaTerito 1 MOJITHKH
iH(pOopMaLiiHOT Oe3neku 3 ypaxyBaHHAM
BITYM3HSHUX 1 MDKHAPOJHUX CTAHJAPTIB Ta BUMOT.

Ability to analyze, develop and maintain an
organization's  information  security = and/or
cybersecurity management system, formulate
information security strategy and policies, taking
into account national and international standards
and requirements.

@K 5 3gaTHiCTE 4O OOCHIIDKEHHS, CHCTEMHOIO
aHamizy Ta  3a0e3neueHHA  Oe3MEepPEpBHOCTI
Oi3Hec/onepaliiHuX MPOLECIB 3 METOI BU3HAUCHHS
Bpa3JIMBOCTEH 1HPOPMALIIIHUX CHCTEM Ta pecypcis,
aHaJIi3y PU3MKIB T4 BU3HAYCHHS OL[IHKH 1X BIUTUBY Y
BIJIMOBIZAHOCTI 10 BCTAHOBJIGHOT cTpaTerii 1
noyiThuku  iHQopMmamiiHOi  Oe3neku  Ta/abo
KibepOe3neku opraizarii.

Ability to research, system analysis and ensure the
continuity of business/operational processes in
order to identify vulnerabilities of information
systems and resources, analyze risks and determine
the assessment of their impact in accordance with
the established strategy and policy of information
security and/or cybersecurity of the organization.
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@K 6 3garHicTh aHanizyBaTd, KOHTPONIOBATH Ta
3a0e3redyBaTy CHCTEMY YIPaBIiHHA JOCTYIIOM IO
iHhQOpMaIifHIX pecypciB 3TiAHO BCTaHOBJICHOI
cTparerii 1 momiTUkK iHQOpMamiiHOI Oe3nmeKu
Ta/ab0 KibepOe3neKn opraHizartii.

Ability to analyze, control and provide a system of
access control to information resources in
accordance with the established strategy and policy
of information security and/or cybersecurity of the
organization.

®K 7 3naTHICTh  TOCIIiKYBaTH,
BIIPOBA/KYBaTH METOAM 1 3aXOIW  NPOTHIIT
KiOEepIHIHIEHTAM, 3MIHCHIOBATH MIPOLIEAYPH
YIPaBIiHHS, KOHTPOIO Ta PO3CITiTyBaHH:I, a TAKOX
HaJaBaTH PEKOMCHJIAIll MO0 TOMEPE/HKCHHS Ta
aHaITi3y KiOepiHIUACHTIB B IIIIOMY.

po3po0sATH  Ta

Ability to research, develop and implement methods
and measures to counteract cyber incidents, carry
out management, control and investigation
procedures, as well as provide recommendations for
the prevention and analysis of cyber incidents in
general.

O®K 8 3maTHicTh  JOCHIIKYBaTH,  pO3pOOIATH,
BIIPOBA/XKYBaTH Ta CYNPOBOJUKYBATH METOAU 1
3acobu KpunTorpadpivHOro Ta TEXHIYHOTO 3aXUCTY
iHdopmariii Ha 00’ekTax iHPOPMAIIHHOI TiSTTLHOCTI
Ta KpUTUYHOI iH(pacTpykTypH, B iH(popMamiiHUX
cHUCTEMaxX, a TaKoK 3JaTHICTb  OLIHIOBATH
e(eKTUBHICTh ix BUKOPHCTaHHS, 3TiTHO
BCTAHOBJICHOI CTpaTerii 1 MOMTUKK iHpOpMAaLiiHOT
Oe3meku Ta/abo KibepOe3neKn opranizarii.

Ability to research, develop, implement and
maintain methods and means of cryptographic and
technical protection of information at information
activities and critical infrastructure, in information
systems, as well as the ability to evaluate the
effectiveness of their use, in accordance with the
established strategy and policy of information
security and/or cybersecurity of the organization.

@K 9 3parHicte  aHamizyBaTH, pO3pOONIATH 1
CYIIPOBOJKYBATH CHCTEMY ayJUTy T4 MOHITOPUHTY
edeKkTUBHOCTI (YHKIIOHYBaHHA iH(pOpMAIiTHIX
CUCTeM 1  TexHojorii, Oi3Hec/omepariitanx
mpolieciB B ranysi iHdopmaniiiHoi Oe3nekn Ta/abo
KibepOe3neku opraHizallii B mMiioMy.

Ability to analyze, develop and maintain a system
of audit and monitoring of the effectiveness of
information systems and technologies, business /
operational processes in the field of information
security and/or cybersecurity of the organization as
a whole.

@K 10 3patHicTh MPOBaAUTH HAYKOBO-TIEIArOTiYHY
JiSUTBHICTD, TUTAHYBaTH HaBYAHHS, KOHTPOJIIOBATH i
CYHPOBOJDKYBAaTH POOOTY 3 MEPCOHANIOM, a TAaKOX
npuiiMaTH  eQEeKTHUBHI  pIllIEeHHs 3  TUTaHb
iHpopMalliiiHoi Oe3neku Ta/abo KibepOe3neKy.

Ability to conduct research and teaching activities,
plan training, monitor and support work with staff,
and make effective decisions on information
security and/or cybersecurity issues.

®K 11 3marHicts  iMIUIeMeHTalli  1HHOBAIIWHUX
TEXHOJOTI Ta  HOBITHIX METOHOJIOTIH  JUIs
MIIBUIICHHS PIBHSA 3aXMIIEHOCTI Ta CTIHKOCTI
00’€KTIB KPUTUIHOI iHPPACTPYKTYpH.

Ability to implement innovative technologies and
cutting-edge methodologies to enhance the security
and resilience of critical infrastructure assets.

®K 12 3parHicTh MiATPUMaHHS KOMYHIKarlii,
KOOpJMHAIi Ta B3a€MOJii 3 OpraHaMu JepKaBHOI
B Ta IHIIUMH CY0 €KTaMH HAaI[iOHAIBHOI
CHCTEMH 3aXHCTy KPUTUYHOI iHPPaCTPYKTYpH.

Ability to maintain communication, coordination,
and cooperation with public authorities and other
stakeholders of the national critical infrastructure
protection system.

@K 13 3parnicTe Bu3HauaTH piBHI KiOepOesmexu
00’€KTIB KpUTHUYHOI iHQPACTPYKTYPH Ta TUIAHYBATH
3aX07M KiOep3aXHCTy KPHUTHYHOI 1HPPACTPYKTypH
Ha CEKTOpaIbHOMY Ta 00’ €KTOBOMY DiBHSIX.

Ability to assess cybersecurity levels of critical
infrastructure assets and to plan cybersecurity
measures at both sectoral and asset levels.

OK 14 3gatHICTH 3aCTOCOBYBATH KOMILJIEKC
($i3uyHOl MIArOTOBKH BIMCHKOBOCITY)KOOBIIB ISt
PO3BUTKY 3arajbHUX 1 CHEIaIbHUX (Di3UIHUX
skocTed, (opMyBaHHS  BiIMCBKOBO-TIPUKIIATHUX
HAaBUYOK Ta BHXOBaHHSA BOJIbOBHUX 1 ICHXIYHUX
SIKOCTEH.

Ability to apply the complex of physical training of
servicemen for the development of general and
special physical qualities, the formation of military-
applied skills and the education of volitional and
mental qualities.

@K 15 3parHicTh aHadi3yBaTH, KOHTPOJIOBATH Ta
3abe3neuyBaTd  (GOpPMYBaHHA Ta  peaji3aLiio
JiepKaBHOI TIOJITUKU y cdepi 3aXUCTy KPUTUIHOT
1HOPACTPYKTYPH.

Ability to analyze, control and ensure the formation
and implementation of state policy in the field of
critical infrastructure protection.
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7 — IlporpamHi pedyiabTtaTn HaB4yaHHsA (IIPH) / Programme learning outcomes

[IPH 1 BinmbHO  cmijKyBaTuCh  JEepXKaBHOIO  Ta

iHO3eMHOI0 MOBaMH, YCHO 1 TIHCBMOBO JJIs
mpeAcTaBieHHs 1  OOroBOpeHHS  pe3yibTaTiB
JIOCIIPKEHD Ta 1HHOBAILIIH, 3a0e3IeueHHs

OizHec\omepaliiHUX  MpoleciB  Ta  NHUTaHb
npodeciiiHoi IisNTBHOCTI B raiy3i iHpopmamiiioi
Oesrrekn Ta/abo KibepOe3meKy.

Communicate fluently in the state and foreign
languages, orally and in writing, to present and
discuss research and  innovation  results,
business/operational processes and professional
issues in the field of information security and/or
cybersecurity.

[1IPH 2 IaterpyBatu (yHIamMeHTanbHi Ta
CHeIiabHl 3HAaHHS JUIA PO3B’SI3yBaHHS CKIIAQIHIIX
3amaq iHopmartiiinoi Oe3reKu Ta/abo
KibepOe3neku y HIMPOKUX abo

MyJ'II)TI/II[I/ICHI/IHJ'IiHapHI/IX KOHTCKCTax.

Integrate fundamental and specialized knowledge to
solve complex information security and/or
cybersecurity problems in broad or
multidisciplinary contexts.

[TPH 3 [IpoBaguTn JIOCTI THHUIIEKY Ta/abo
iHHOBAIIfHy JisUTbHICTE B cdepi iHdopMamiiHO
Oesnexn Ta/abo kibepOesmeku, a Takox B cdepi
TEXHIYHOTO Ta  KPUOTOTPapidHOTO  3aXUCTY
iHpopMalii y KibeprmpocTopi.

Conduct research and/or innovation activities in the
field of information security and/or cybersecurity,
as well as in the field of technical and cryptographic
protection of information in cyberspace.

[1PH 4 3actocoByBaTH, iHTErpyBaTH, PO3pPOOIATH,
BIPOBA/DKYBATH Ta  YIOCKOHAIIOBAaTH  Cy4YacHi
iHpopMaliiitHi TexHONOoTii, Pi3nyHi Ta MaTeMaTH4HI
MeTonu 1 Monenm B cdepi iHpopMariitHoi Oe3mexn
Ta/abo KibepOe3meKn.

Apply, integrate, develop, implement and improve
modern information technologies, physical and
mathematical methods and models in the field of
information security and/or cybersecurity.

ITPH 5 Kputnuno OCMUCITIOBATH npobieMu
indopMmariiinoi Oe3nexku Ta/abo KibepOe3meku, y
TOMY YHCIT Ha MIXKTaTy3eBOMY Ta
MDKIUCIUIUTIHAPHOMY DiBHI, 30KpeMa Ha OCHOBI
PO3YMiHHA HOBHX pE3yJbTaTiB I1H)KEHEPHUX 1
(hi3uKO-MaTeMaTHYHUX HAyK, a TaKOX PO3BUTKY
TEXHOJIOTIi  CTBOpEHHSA  Ta  BHKOPHCTaHHS
CIEIiali30BaHOr0 MTPOrPaMHOT0 3a0e3eUCHHS.

To critically comprehend the problems of
information security and/or cybersecurity, including
at the interdisciplinary and interdisciplinary level, in
particular, based on an understanding of the new
results of engineering and physical and
mathematical sciences, as well as the development
of technologies for creating and using specialized
software.

IIPH 6 AnanizyBati Ta OI[IHIOBAaTH 3aXHIICHICTh
chcTeM, KOMIUIEKCIB Ta 3aco0iB Kibep3axucry,
TEXHOJIOTIT CTBOPCHHS Ta BUKOPHUCTAHHSI
CHEeIiali30BaHOTO MTPOrPaMHOTO 3a0e3MedeHHS!.

Analyze and evaluate the security of systems,
complexes and means of cyber defense,
technologies for creating and using specialized
software.

[TIPH 7 O6rpynroByBatu BUKOPUCTAHHS,
BIIPOBA/)KYBaTH Ta aHaJi3yBaTH Kpalli CBITOBI
CTaHIAPTH, TPAKTHKH 3 METOK PO3B’S3aHHA
CKJIaJHHUX 3aJad npodeciiiHol MisuIbHOCTI B raiysi
indopMariiiHoi 6e3nexu Ta/abo KibepOesneKH.

To justify the use, implement and analyze the best
international standards and practices in order to
solve complex problems of professional activity in
the field of information security and/or
cybersecurity.

ITPH 8 JocmimkyBaTH, PO3pOOIIATH i
CYIIPOBOJKYBATH CUCTEMH Ta 3acobu
iHpopmaniitHoi Oe3mekn Ta/abo kibepOesnekn Ha
00’ekTax iH(GOpPMALIHHOT AISUTBHOCTI Ta KPUTUIHOT
1HOPACTPYKTYpH.

Research, develop and maintain information
security and/or cybersecurity systems and tools at
information and critical infrastructure facilities.

[1PH 9 AnanizyBatu, po3pobATu i
CYIIPOBOJKYBATH cucTeEMY yIpaBIIiHHS
iHpopMaLiiiHOIO Oe3nekoro Ta/abo KibepOesnexoro
opranizamii Ha 0a3i crparerii 1 MOMITHKH
iHpOpMaIiHHOT Oe3reKH.

Analyze, develop and maintain the organization's
information  security  and/or  cybersecurity
management system based on the information
security strategy and policy.

ITPH 10 3abe3neuyBaTu Oe3nepepBHICTE Oi3HeC /
OMEpAIlifHAX  TPOLECIB, a TaKOXK BUSBIATH
YPa3JIMBOCTI iH(pOPMAIIHUX CHUCTEM Ta PEeCypCiB,
aHai3yBaTH  Ta  OI[IHIOBATH  PU3UKU  JUIA

Ensure the continuity of business/operational
processes, as well as identify vulnerabilities of
information systems and resources, analyze and
assess risks to information security and/or
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iHpopmaniitHoi Oesmexku Ta/abo  kibepOesmeku | cybersecurity of the organization.

opranizaiii.

I1PH 11 Ananizysary, KOHTPOJIIOBATH Ta | Analyze, control and ensure the effective
3abe3neuyBatd  edektuBHe  QyHKuionyBaHHs | functioning of the system of access control to

CUCTEMH YIIPaBIIiHHS OCTYIIOM JI0 iH(OpMAIiitHIX
peCypCiB BIAMOBIAHO 0 BCTAHOBJICHUX CTpATEril i
nojmitTukn  iHQopmaniiHOi  Oe3meku  Ta/abo
KiOepOe3meKky opranizartii.

information resources in accordance with the
established strategy and policy of information
security and/or cybersecurity of the organization.

ITPH 12 JlocnimkyBaTH, po3polIATH Ta
BIIPOBA/UKYBaTH METOAM 1 3aXOOW  NPOTHIIT
KiOEepIHIIHIEHTAM, 3MIHCHIOBATH MIPOLIEAYPH
yIpaBIiHHS, KOHTPOJIO Ta PO3CIiTyBaHHS, a TAKOXK
Ha/JaBaTH pPEKOMEHJALil MIOAO0 MOMEpPEeKeHHS Ta
aHaITi3y KiOepiHIUACHTIB B IIJIOMY.

Research, develop and implement methods and
measures to counteract cyber incidents, carry out
management, control and investigation procedures,
as well as provide recommendations for the
prevention and analysis of cyber incidents in
general.

ITPH 13 HocnimxyBatH, po3po0uArHy,
BIPOBAKYBAaTH Ta BUKOPHUCTOBYBAaTH METOIU Ta
3acobu KpuUnTorpagivyHOro Ta TEXHIYHOTO 3aXUCTY
iHpopMmalii 6i3Hec/onepaniiHUX MPOIECiB, a TAKOXK
aHaJi3yBaTH 1 HAJaBaTH OLIHKY e(EeKTUBHOCTI iX
BUKOPHCTaHHS B iH(pOpMAIiiHMX cHcTeMax, Ha
00’ekTax iH(GOpMaLiHHOT AISUTBHOCTI Ta KPUTUIHOT
1HPPACTPYKTYpH.

To research, develop, implement and use methods
and means of cryptographic and technical protection
of information of business/operational processes, as
well as to analyze and evaluate the effectiveness of
their use in information systems, at information
activity facilities and critical infrastructure.

[1PH 14 Amnamnizysaty, PO3poOIATH i
CYIIPOBOJKYBATH CHCTEMY ayJUTy T4 MOHITOPUHTY
epexTHBHOCTI (QyHKIIOHYBaHHA iHQOPMAIITHNX
CUCTeM 1  TexHojorii, Oi3Hec\omepariitHux
mpoueciB 'y chepi  iHpopmariiiHoi  Ta\abo
KibepOe3nekn B LIIOMY.

Analyze, develop and maintain a system for
auditing and monitoring the effectiveness of
information systems and technologies,
business/operational processes in the field of
information and/or cybersecurity in general.

ITPH 15 3po3yMino 1 HEABO3HAYHO JIOHOCUTH
BJIACHI BHCHOBKHM 3 TpoOiieM iHQopmaliitHoi
Oe3neku Ta/a00 KibepOe3MeKu, a TaKoK 3HAHHS Ta
MOSICHEHHS, IO iX OOTPYHTOBYIOTH JIO0 TEPCOHAIY,
MapTHEpPiB Ta iHIIUX 0Ci0.

Clearly and unambiguously communicate own
conclusions on information security and/or
cybersecurity issues, as well as knowledge and
explanations that justify them to staff, partners and
others.

[1PH 16 llpuiimaTit  oOTpyHTOBaHI  pimIeHHS 3
OpraHi3alifHO-TeXHIYHUX TUTaHb iH(GOpMAIiHOI
Oesmeku Ta/abo KkibepOesnekn y CKIAAHHAX 1
HernependavyyBaHUX yMOBax, y TOMY 4YHCI i3
3aCTOCYBaHHSIM Cy4YaCHHX METOZiB Ta 3acoliB
OIITUMIi3allii, MPOTHO3yBaHHS Ta MPUIHSATTS PillICHb.

To make informed decisions on organizational and
technical issues of information security and/or
cybersecurity in complex and unpredictable
conditions, including the use of modern methods
and tools for optimization, forecasting and decision-
making.

[1PH 17 Maru HaBUYKHU aBTOHOMHOTI'O i
caMOCTiHHOTO HaBYaHHSA y cdepi iHpopMariitHoi
Oe3mekn Ta/abo KibepOe3neKkH 1 JOTHYHUX Tary3ei
3HaHb, aHaJi3yBaTH BJIACHI OCBITHI MOTpeOM Ta
00’€KTUBHO OLIIHIOBaTH PE3yJIbTaTH HABYaHHSI.

Have the skills of autonomous and independent
learning in the field of information security and/or
cybersecurity and related fields of knowledge,
analyze their own educational needs and objectively
evaluate learning outcomes.

[1PH 18 IlnanyBatu HaBYaHHS, a TaKOX
CYIPOBO/DKYBAaTH Ta KOHTPOJNIOBATH poOOOTY 3
MEPCOHANIOM Yy HampsMy iHdopMmauiiHoi Oe3nexu
Ta/ab0 KibepOe3eKy.

Plan training, as well as support and monitor work
with staff in the field of information security and/or
cybersecurity.

IIPH 19 Obuparu, anamisyBaTH 1 pO3pOOIIATH
MpUIAaTHI THIIOBI aHANNTHYHI, PO3PaxyHKOBI Ta
eKCIIepUMEHTAITBHI METO/H Kibep3axucry,
PO3pOOIIATH, pealli3oByBaTH Ta CYNPOBOKYBAaTH
MPOEeKTH 3 3aXucTy iH(opMmarii y kibeprpocropi,
IHHOBAILIHHOT JUSUIBHOCTI Ta 3aXHUCTY

Select, analyze and develop suitable standard
analytical, computational and experimental methods
of cybersecurity, develop, implement and support
projects for the protection of information in
cyberspace, innovation and intellectual property
protection.
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1HTEJIeKTyalIbHO1 BIACHOCTI.

ITPH 20 CraButu Ta BUpINIyBaTH CKJIaJIH1
IHKEHepHO-TIPUKNaHI ~ Ta  HAyKOBI  3ajaadi
iHpopmaniitHoi Oesmeku Ta/abo kibepOesmeku 3
ypaxyBaHHSAM BHMOT' BITYM3HSHHX Ta CBITOBHX
CTaHAAPTIB Ta KpaIIUX MPaKTHK.

To set and solve complex engineering, applied and
scientific problems of information security and/or
cybersecurity, taking into account the requirements
of national and international standards and best
practices.

[1PH 21 BukopucTtoByBaTH METOAW HATypHOTO,
(hi3uIHOrO0 1 KOMIT'IOTEPHOTO MOMEIIOBAHHS TSI
JIOCHIDKEHHS TIPOIIECIB, K1 CTOCYIOTBCSI
iHdopwmartitinoi 6e3mnexu Ta/abo kidbepoe3neKH.

Use methods of natural, physical and computer
modeling to study processes related to information
security and/or cybersecurity.

[1PH 22 IlnanyBatu Ta BUKOHYBAaTU
CKCIIEPUMCHTAIbHI 1  TEOPETUYHI JIOCHIHKCHHS,
BHCYBaTH 1 MEPEBIPATH TillOTE3W, oOWparth uid

BOTO TMPHUAATHI METOAW Ta  IHCTPYMEHTH,
3MIACHIOBATH  CTATHCTUUHY  OOpOOKYy  JaHUX,
OIIHIOBATH JOCTOBIPHICTh pe3ynbTaTiB

JOCTIKEHb, apTYMEHTYBaTH BUCHOBKH.

Plan and perform experimental and theoretical
research, formulate and test hypotheses, select
appropriate methods and tools, perform statistical
data processing, assess the reliability of research
results, and justify conclusions.

ITIPH 23 O6rpyHtoByBaTH  BHOIp  MPOrPaMHOTO
3a0e3redYeHHs, YCTaTKyBaHHS Ta IHCTPYMEHTIB,
IHKEHEepHUX TEXHOJIOTIH 1 TMpOIEciB, a TaKoK
OoOMEXeHb MO0 HUX B ranmy3i iHdopmamiiHoi
Oe3nexu Ta/abo KibepOe3neKkn Ha OCHOBI Cy4acCHHX
3HaHb y CyMDKHHUX Tay3sX, HAyKOBOI, TEXHIYHOI Ta
JOBIJKOBOT  JIiTepaTypH Ta IHIIOI JOCTYMHOI
iHpopMarii.

To justify the choice of software, equipment and
tools, engineering technologies and processes, as
well as restrictions on them in the field of
information security and/or cybersecurity based on
current knowledge in related fields, scientific,
technical and reference literature and other available
information.

[TPH 24 Buznauatu notpebu OKI y BnpoBamkeHHi
IHHOBAI[IfHUX ~ TEXHOJOTIH  Ta  PO3POOIATH
apXITEeKTypHI pillieHHs IS IMIDIEMEHTAIli] HOBITHIX
CUCTEM Ta IHCTPYMEHTIB O€3IeKH.

Ability to identify the needs of critical infrastructure
assets for the adoption of innovative technologies
and to develop architectural solutions for the
implementation of advanced security systems and
tools.

[TPH 25 BcranosntoBatu Ta MiTPUMYyBaTH
nmoctiiiHi  komyHikamii 3 cy6’ekramn  HC3KI,
oOMiHIOBaTHCS  iHQOpPMAIiEl0 TPO  BUSBIEHI

3arpo3u, Bpa3IUBOCTI, IHIWACHTH Ta IXHI HACTIIKH,
JOTPUMYIOUYHCh BCTAHOBIICHHX MPOIEAYp Ta BUMOT
KOH(IICHIIHOCTI.

Ability to establish and maintain continuous
communication with entities of the national critical
infrastructure  protection  system, exchange
information on identified threats, vulnerabilities,
incidents, and their impacts, while complying with
established  procedures and  confidentiality
requirements.

ITPH 26 3niticatoBatu NOPIBHSUTEHUH aHai3
MOTOYHOI cHucTeMH 3axucty Ta criiikocti OKI 3
BUSIBICHUMH ~ pEalbHUMH ~ Ta  [OTCHIIHHUMH
pPHU3HMKaMH Ta 3arpO3aMH, BUSBJISIIOYH MTPOTAIMHU Ta
HEBIAOBITHOCTI.

Ability to conduct a comparative analysis of the
current protection and resilience system of critical
infrastructure assets against identified actual and
potential risks and threats, identifying gaps and
inconsistencies.

I1PH 27 3actocoByBatu cneuianbHi (i3U4HI SIKOCTI
Ta BIHCHKOBO-TIPHUKIIAJHI HABUYKWA MpPHU BUKOHAHHI
0OMOBHX 3aBIAaHb.

To apply special physical qualities and military-
applied skills in the performance of combat
missions.

[1PH 28 3abe3neuyBaTi Oe3neKy Ta CTIHKICTb
00’€KTiB KpUTHYHOI 1HQPACTPYKTYpH, 3anodiraTu
MposiBAM HECAHKIIIOHOBAHOTO BTPYYaHHSA B iX
(YHKUIOHYBaHHS, MIPOTHO3YBAaHHS Ta 3amoO0iraHHS
KPU30BUM CHUTYyallisM Ha O0’€KTaX KPUTHYHOI

1HOPACTPYKTYPH.

Ensure the security and resilience of critical
infrastructure  facilities, prevent unauthorized
interference in their operation, forecast and prevent
crisis situations at critical infrastructure facilities.

8 — PecypcHe 3a0e3meuenHst peasisanii mporpamu / Resource provision for programme
implementation
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Kaopose 3abesneuenns / Staffing

BigmoBimHO A0  KaApOBHX ~ BHUMOT  IOJIO
3a0e3MeUYCHHS TPOBAKCHHS OCBITHHOI MisUTBHOCTI
TUTSE BIJIMOBIIHOTO  PiBHS BUIIIOI  OCBITH,

3arBepmkeHux IlocranoBoto Kabinery MinicTpis
VYkpainn Big 30.12.2015p. Ne 1187 B uuHHIM
penaxiii.

Peamizamiss OCBITHIX KOMIOHEHT 3a0e3MedyeThbes
HayKOBO-TIEIarOT1YHUMH TPAIliBHUKAMH, SKI MalOTh

HAyKOBUH CTymiHb Ta/ab0 BuUeHe 3BaHHA Ta
MpaIioloTh 32  OCHOBHUM  MicIleM  pOOOTH.
3amydaloTbCsi 0 BHKIAAaHHA  mpodeciiiHo-

OpIEHTOBaHUX IUCHMIUTIH ()axiBUiB-MIPAaKTUKIB B
ranysi kibepOe3nekn Ta 3aXucTy iHpopmMarii.

In accordance with the staffing requirements for
ensuring the implementation of educational
activities for the relevant level of higher education,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 30.12.2015 Ne 1187 in
the current version.

The implementation of educational components is
provided by research and teaching staff who have a
scientific degree and/or academic title and work at
their main place of work. Practitioners in the field
of cybersecurity and information protection are
involved in teaching professionally oriented
disciplines.

Mamepianbno-mexniune 3abe3neuwenns / Material-technical support

BigmoBimiHO J0 TEXHOIOTIYHHX BHUMOI  IIOJO
MaTepiaJbHO-TEXHIYHOTO 3a0e3MedeHHsI OCBITHBOI
JUSIBHOCTI  BIIOBITHOTO PpIiBHS BUIINOI OCBITH,
3aTBeppkeHnx [locranoBoro KaGinery MinicTpis
VYxkpaian Big 30.12.2015p. Ne 1187 B uuHHIK

peaaxiii.
Hna 3a0e3MeYCHHS OCBiTHBO-TIpOdeciHHOT
NpOorpaMH  BHKOPHCTOBYIOTBCSI ~ MarepialibHO-

texnigHi 6azm: KIII im. Iropst Cikopcrkoro; 1C331
(HaBYaNBPHUI CHTyalidHWNA LIEHTp 3 KibepOesmekw,
rpyna pearyBaHHsS Ha KOMII'IOTEpHI I1HIIMIEHTH,
cnerianpHa JabopaTopiss 3 TEXHIYHOTO 3aXHUCTY
iHpopmarii); epkaBHOTro HEeHTPY Kibep3axucry Ta
Kioeprueutpy UA30 [lepxcren3s’si3Ky; IOJITOHU
TepuropianbHUX BY3IiB YPSIOBOTO 3B SI3KY.

In accordance with the technological requirements
for the material and technical support of educational
activities of the relevant level of higher education,
approved by the Resolution of the Cabinet of
Ministers of Ukraine of December 30, 2015,
Ne 1187 in the current version.

To ensure the educational and professional
program, the material and technical bases are used:
Igor Sikorsky Kyiv Polytechnic Institute; ISCIP
(cybersecurity training situational center, computer
incident response team, special laboratory for
technical information protection); State Center for
Cyber Defense and Cyber Center UA30 of the State
Special Communications Service; training grounds
of the Territorial Government Communication
Nodes.

Ingpopmayiiine ma naguanvrno-wemoouune 3abesnevenns / Information and methodological support of the
educational process

BiamoBigHo a0 BUMOr 10ja0 iH(QOPMAIIHHOTO Ta
HAaBYAJILHO-METOIUYHOIO 3a0e3leYeHHsT OCBITHLOI
JUSUTBHOCTI  BIJIOBITHOTO PiBHS BHUIIOI OCBITH,
3aTBep/pkeHnx [locranoBoro KaGinery MiHicTpis
Vkpainn Bix 30.12.2015p. Ne 1187 B umHHIN

peaaxiii.
KopucryBanus HaykoBo-TexHiuHOIO 0i0J110TEKOTO
KIII im. Irops CikopchKoro, 3arajbHO-

1HCTUTYTCBKOI Ta cekpeTHoro Oibmiorekamu [C33L.

In accordance with the requirements for
information and educational and methodological
support of educational activities of the relevant
level of higher education, approved by the
Resolution of the Cabinet of Ministers of Ukraine
01 30.12.2015 Ne 1187 in the current version.

Use of the Scientific and Technical Library of Igor
Sikorsky Kyiv Polytechnic Institute, the general
institutional and secret libraries of the ISCIP.

9 — AkajaeMiuHa MoOiIbHICTB / Academic mobility

Hayionanena kpedumna mobine

nicmo / National credit mobility

[Iporpama He nepeadayae HaAI[IOHAIBHOT KPEIUTHOT
MOOLUTHEHOCTI.

The program does not provide for national credit
mobility.

Mixcuapooua kpedumna MooinbHi

cmb / International credit mobility

MOXIUBICTh YKIAJAaHHS YroJ MNpo aKageMidHy
MOOUTBHICTh, TIPO TPUBANII MIDKHAPOJHI MPOEKTH,
K1 niepe0avyaroTh BKIOYCHE HaBYaHHS 3/100yBayiB
BHLIO] OCBITH (3a  pimeHHIM I'onosu
Jlepxcnenss’ s13Ky).

Possibility of concluding agreements on academic
mobility, long-term international projects that
provide for the inclusion of training for higher
education applicants (by decision of the Head of the
State special communications service).

Haesuanus inozemnux 30006yeauis suwoi oceimu / Study of foreign applicants of higher education

HaBuanHst iHO3eMHHUX 3700yBayiB BHIIOI OCBITH 3a

‘ Training of foreign higher education students under
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JaHOI0 OCBITHBO-NIPO(ECciiiHOI0 MpOorpamoro He
repeadadeHo.

this educational and professional program is not
provided.

10 — IIpouenypa npucBoeHHs npogeciiinux kpaJigikaniii / Procedure for awarding professional
qualifications

Cy0’eKTOM, YHOBHOBa2)KEHHUM 3aKOHOJABCTBOM Ha
MPUCBOEHHS/Ti ATBEPAKECHHS Ta BU3HAHHS
npodeciiinnx kBamdikamiii € Ksamidikamiiauit
IIEHTp iHGOPMAIMHIX TEXHOJIOTIH Ta KibepOe3meKn
npu Hepx.HJII Ttexnomnoriii kibepOe3neku Ta
3axucTy iH(opmarii Jlepxcnemn3s’si3ky Ha OCHOBI
MiAroTOBKM  3m00yBadiB  BHIIOI  OCBITH 32
cnemianpHicTi0O  F5  KibepOesneka Ta 3axwuct
iHpopmanii Ha aApyromy (Maricrepcbkomy) piBHI
BHIIIOI OCBITH Ta OTPHWMaHI OCBITHBOI KBamidhiKarlis
— MaricTp 3 kibepOe3nekn Ta 3axucTy iHhopMariii.

The entity authorized by legislation to
award/confirm  and  recognize  professional
qualifications is the Qualification Center for
Information Technologies and Cybersecurity
operating under the State Research Institute of
Cybersecurity  and  Information  Protection
Technologies of the State Special Communications
Service of Ukraine. Such recognition is based on
the education of higher education applicants in the
field F5 Cybersecurity and Information Protection
at the second (master’s) level of higher education
and the awarded educational qualification of
Master’s Degree in Cybersecurity and Information
Protection.
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2. HEPEJIIK OCBITHIX KOMIIOHEHTIB / EDUCATIONAL COMPONENTS

dopma
Kom / .. . Kpenutn EKTC / MiICYMKOBOTO
Code Ocgithi komnoneHTn / Educational components ECTS credits N e
control form
HopmatusHi ocBiTHi komnonenTn / Standard educational components
ukJ 3arajabnoi miaroroBku / General training cycle
IHTenekTyanpHa BIACHICTh Ta TATEHTO3HABCTBO / 3aJiK
3001 3 .
Intellectual property and patent law Final test
30 02 Cranuii iHHOBaLliHHUN PO3BUTOK / 4 3aJiK
Sustainable innovative development Final test
[TpakTuHUil Kypc iHO3eMHOT MOBH JJIsI A1TOBOT
30 03 KOMYHIKaIlii / 3 3aJI1K
Practical foreign language course for business Final test
communication
Huxa npodeciiinoi miaroroBku / Professional training cycle
1o 1 ®di3uyHe BUXOBaHHS / 4 3aJiK
Physical education Final test
TexHomorii 3aXMCTy MepexeBol iIHPPacCTPyKTypH / 3aJIiK
I10 2 . . . 4 .
Network infrastructure protection technologies Final test
Texnomorii 3axucTy MepexeBoi iHppacTpykTypu. Kypcosa
1o 3 pobGora / 1 3aJIiK
Network infrastructure protection technologies. Course Final test
work
MeToau moOyI0BY Ta aHai3y KPUIITOCUCTEM / 3aJIiK
1o 4 . . 4 .
Methods of construction and analysis of cryptosystems Final test
Mo s MareMaTH4HI METOAY OIITHMI3aLi]l Ta MOIEIFOBAaHHS / 5 €K3aMeH
Mathematical methods of optimization and modeling Exam
OcHoBu 3a0e3MeyeHHs 0e3MeKHu Ta CTIHKOCTI 00’ EKTIB
KPUTUYHOT iHQpacTpyKTypH / eK3aMeH
I10 6 . . . 5
Fundamentals of ensuring the security and resilience of Exam
critical infrastructure facilities
MeTo10/10T14HI 3acay 3aXUCTy iHPOpMaIlii BiJl BATOKY
0 7 TEXHIYHUMH KaHaJlaMH / 5 3aJIiK
Methodological principles of information protection against Final test
leakage through technical channels
10 8 BuxonaHHs MaricTepchKoi aucepraiii / 14 3aXUCT
Execution of the master's thesis Defense
IIpakTuku / Practices
O 9 KibepnaBuanus / 3 3aJiK
Cyber training Final test
1O 10 Excnnyarariiina npaktuka / 3 3aJiK
Operational practice Final test
Bii ;
Mo 11 1HChKOBE CTAXKYBAHHS / 9 3K
Military internship Final test
Buoipkogi ocBiTHi komnonenTH / Elective educational components
Huxa npodeciiinoi miaroroBku / Professional training cycle
B 1 BubipkoBuii ocBiTHiit komnoHeHT 1 3 ®-Katanory / 4 3aJiK
Elective educational components 1 from P-Catalogue Final test
[IB2 | BuGipkoBuii ocBiTHiii KoMnoHeHT 2 3 @-Karanory / 5 €K3aMeH
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Elective educational components 2 from P-Catalogue Exam
B 3 BubipkoBwuii ocBiTHi# kommoneHT 3 3 @-Karamnory / 4 3aJIiK
Elective educational components 3 from P-Catalogue Final test
B 4 BubipkoBwuii ocBiTHi# kommoneHT 4 3 ®-Karanory / 5 eK3aMeH
Elective educational components 4 from P-Catalogue Exam
B 5 BubipkoBwuii ocBiTHi# kommoneHT 5 3 @-Karamnory / 5 eK3aMeH
Elective educational components 5 from P-Catalogue Exam
3aranpHUiA 00CSIT HOPMAaTHBHUX OCBITHIX KOMITOHEHTIB / 67
Total volume of the standard educational components:
3aranpHuiA 00CSIT BUOIPKOBUX OCBITHIX KOMIIOHEHTIB / 23
Total volume of the elective educational components:
OO6csr OCBITHIX KOMIIOHEHTIB, IO 320€3MeUyI0Th 3400yTTS KOMIIETEHTHOCTEH
BU3HAYEHHUX CTAHAAapPTOM BHUILOI OCBITH / 63
Total volume of the educational components aimed at acquisition of competencies
specified in the Higher Education Standard
3ATAJIBHUAM OBCSAT OCBITHBOI ITIPOT'PAMMH / 90

TOTAL VOLUME OF THE EDUCATIONAL PROGRAMME




18/20

3. CTPYKTYPHO-JIOT'TYHA CXEMA OCBITHBOI IPOTPAMM / STRUCTURAL AND
LOGICAL SCHEME OF THE EDUCATIONAL PROGRAMME

I cemectp / I semester

IT cemectp / II semester

III cemectp / I1I semester

IMpakTr9HMA Kypc iHO3eMHOI MOBH AJISI AIJIOBOi KOMYHIKamii

Practical foreign language course for business communication
|

BiiicekoBe
CTa)XyBaHHS
Military internship

-

disnune BuxoBaHHs / Physical education

[

IHTeneKTyanbpHa BIACHICTH Ta
MATEeHTO3HABCTBO
Intellectual property and patent law

TexHoJIOTii 3aXUCTY MepekKeBOi
iH(pacTpyKTypH
Network infrastructure protection
technologies

Cranuii IHHOBAIlIHHUH
PO3BHUTOK

Sustainable innovative
development

e

Ki6epnasuanns / Cyber training

| Kypcosa po6ota / Course work

Meroau o0y 10BH Ta aHATIZY
KPHUIITOCHUCTEM

Methods of construction and analysis | |

of cryptosystems

MareMaTi4yHi METOIM ONTUMI3ALil Ta
MOICITIOBAHHSI
Mathematical methods of optimization
and modeling

OcHoBH 3a0e3MeYeHHs Oe3MeKH Ta
CTIHKOCTI 00’ €KTIB KPUTHYHOL
iH(pacTpyKTypH
Fundamentals of ensuring the security
and resilience of critical infrastructure
facilities

MertomooriyHi 3acaiy 3aXucTy
iH(opMarii BiJy BUTOKY
TEeXHIYHUMH KaHaJIaMH

Methodological principles of

information protection against
leakage through technical
channels

Excruyarauiiina npaktuka

Operational practice

BubipkoBuii ocBitHiit kommoHeHT 1 3 @-Karanory
Elective educational components 1 from P-Catalogue

BubipkoBuii ocBitHiit kommoHeHT 2 3 ®-Karanory
Elective educational components 2 from P-Catalogue

BubipkoBuii ocBitHiit kommoHeHT 3 3 d-Karanory
Elective educational components 3 from P-Catalogue

BubipkoBuii ocBitHiit kommoHeHT 4 3 @-Karanory
Elective educational components 4 from P-Catalogue

BubipkoBuii ocBitHiit kommoHeHT 5 3 @-Karanory
Elective educational components 5 from P-Catalogue

Bubiproei oceimni komnonenmu

SISHHL SYALSVIN dHL 4O NOILLNDAXH

IITVLIdaIour

EHHVHOXUA

IOX9DddLOIIVIN
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4. POPMA ATECTAIIIL 3JIOBYBAYIB BUII[OI OCBITH / THE FORM OF
ATTESTATION FOR DEGREE PURSUERS

Arecraris 3100yBadiB BHIIOT OCBITH 32 OCBITHRO-TIpodeciitHOlo mporpamoro “besneka Ta cTifikicTh
KpUTUYHOI  iH(opMamiiHOi  iHQpPAaCTpYKTypu”  3MIHCHIOETBCS y  (QOpPMiI  €IWHOTO  JAEp>KaBHOTO
KBaJiiKaliHOTO iCIMTY Ta 3axXHCTy KBadidikamiiHoi poOoTH, 1m0 3abe3mnedye OLIHIOBaHHS JOCATHEHHS
pe3yNbTaTiB HAaBYAHHS, BH3HAUCHHWX CTAHIAPTOM BUIIOI OCBITH Ta 3aBEpIIYETHCS BHIAYCIO JOKYMEHTa
BCTaHOBJICHOTO 3pa3ka Mpo MPUCYHKEHHS HOMY CTYTIeHS MaricTpa 3 MPHCBOEHHSIM OCBITHBOI KBaTidikariii:
MaricTp 3 kibepOesmekn Ta 3axucTy iHpopMmalii, 3a OCBITHBO-IpodeciiHO mMmporpamoro “besmeka Ta
CTIMKICTh KPUTUYHOI iHPOpMaIiifHOT iHPpacTpyKTypu”.

Kpamigikarmifina pobora mMae mepemdadaTtd po3B’sA3aHHS CKJIQTHOI 3adadi TOCHITHUIBKOTO Ta/abo
iHHOBAIliifHOrO XapakTepy y cdepi kibepOesmeku Ta 3axucTy iHpopmanii. Kpamidikauiiina poborta He
MOBMHHA MICTUTH aKaJIeMIdHOTO IiIariaty, ¢anbcudikaiii, (hadpukariii.

Ksamigikarmiitna po6oTta mepeBipsIeThcs Ha miariaT, gpadpukamio Ta GpanbcudiKamiro i MCasI 3aXUCTy
po3Minnyetbesi B HaBuanbHiil Oidmioreni IC331 KIII im. Irops Cikopcbkoro B apxiBi HayKOBHX Ta OCBITHIX
MaTepiajiB s BUTBHOTO TIOCTYILY.

ArecTamist 3IIMCHIOETBCSA BIIKPUTO 1 MmyOmiuHO. Ane, sKmo KBamidikaimiiiHa poOoTa MiCTHUTB
iHpopMaIlito 3 0OMEKECHHM MOCTYIIOM, TO 3aXHCT TPOBOAWTHCS B 3aKPUTOMY PEXKHMI 3 HEYXHILHUM
JOTPUMAaHHSM 1 BUKOHAHHSM BUMOT YMHHOTO 3aKOHOJABCTBA LIOA0 30€peKeHHs CIy)KO00BOi Ta JepiKaBHOL
TAEMHUIII.

Certification of applicants for higher education in the educational and professional programme
“Security of state information resources” is carried out in the form of a single state qualification examination
and defence of qualification work, which ensures the assessment of the achievement of learning outcomes
defined by the standard of higher education and ends with the issuance of a document of the established form
on awarding a master's degree with the award of educational qualification: Master of Cybersecurity and
Information Protection, in the educational and professional programme “Security of state information
resources”.

The qualification work is checked for plagiarism, fabrication and falsification and, after defense, is
placed in the academic library of the Igor Sikorsky Kyiv Polytechnic Institute in the archive of scientific and
educational materials for free access.

The qualification work is checked for plagiarism and after defense is placed in the educational library
of the Igor Sikorsky Kyiv Polytechnic Institute in the archive of scientific and educational materials for free
access.

Certification is carried out openly and publicly. However, if the qualification work contains
information with limited access, the defense is conducted in a closed mode with strict observance and
fulfillment of the requirements of current legislation on the preservation of official and state secrets.
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5. MATPUALA BIIIOBIJITHOCTI TIPOI'PAMHUX KOMIIETEHTHOCTEM
KOMIIOHEHTAM OCBITHbOI TIPOI'PAMU / COMPLIANCE MATRIX OF

PROGRAMME COMPETENCIES WITH PROGRAMME COMPONENTS
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6. MATPULIA 3ABE3IIEYEHHS ITPOI'PAMHUX PE3YJIBTATIB HABUAHHA
BIIMMOBIJITHUMHU KOMIIOHEHTAMMU OCBITHbOI TIPOIT'PAMHU / COMPLIANCE
MATRIX OF PROGRAMME LEARNING OUTCOMES WITH PROGRAMME
COMPONENTS
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