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20 /20  naswamerozo poxy / academic year

naxasom pexmopa/ by rector’s order
N eio / dated 20

Kuie / Kyiv
20251



IIPEAMBYJIA / PREAMBLE

PO3POBJEHO / DESIGNED:
Kepiramk poGouoi rpymm / Head of the project team:

Camoiinoe Izop Bonodumupoey, KanOudam mexnidnux nayx, dovenm, dovenm Creyiamonol kagedpu Ne 1
IC331 KIIT im. Tzopa Cixopcorozo / Thor SAMOILOV, candidate of tec hnical sciences, associate professor,
associate professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Unenu poGouoi rpymm / Project team members:

lone Braducnae JTmumpoey, kandudam mexuidnux rayx, npoghecop, 3aeidyeas Crneyianonol kadedpu No |
IC331 KIIT im. Tzopa Ciropcexozo / Viadyslay GOL, candidate of technical sciences, professor, head of the
Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Tearuenro Cepeiil Onexcandpoeuy, OOKmMop MexHiYAux RayK, npodgecop, npoecop Cheyfamonol kaghedpu
Ne 1 IC33F KTHT . Teopa Cixopcorxozo/ Sergiy IVANCHENKQ, doclor of technical sciences, professor,
professor of the Special Department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Onexcittuyx Aumon Muronaiioguy, doxmop mexniynux rayx, nrpoghecop, npoghecop Cheyiamonol xaghedpu
Ne 1 IC33F KIHT . Teopa Cikopcoxozo / Anton OLEKSHCHUK, doctor of technical sciences, professor,
professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Koromoneyo Muxona Muronaiioeud, Kandudam mexuivnix nayk, ooyenm, dovyenm Cheyiamonol kaghedpu
Ne 1 TC331 KT im. Teopa Cikopcexozo / Mykola KONOTOPETS, candidate of technical sciences, associate
professor, associate professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic
Institute.

Cmopuax Armon Cepezitiosuy, xandudam mexuHivnux nayx, oowenm, doyernm Creyianenol ragedpu No 1
IC331 KT im. Teopa Cixopcerozo / Anton STORCHAK, candidate of technical sciences, associate professor,
associate professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.
Hirxonaenro Boz0an Anamonsoeud, KGROUOAM MEXHINALY HAYK, OOYeRm, 2o0enuil cheylaricm ynpaetinni
KT Aominicmpaii Hepowceneyse ‘asky / Bohdan NIKOLAYENKQO, candidate of technical sciences, associate
professor, chief specialist DCI of the State Special Communications Service of Ukraine.

FBapxanenxo Kupuno Muxonatioewy, inacerep Opyeoi xamezopii nabopamopii Cheyianonol raghedpu
Ne 1/ Kyrylo BARKHALENK O, second category engineer of the laboratory of the Special Department No. 1.
Apowgyx Badww Humumpoeud, xypcanm mazicmepcoekozo Kypey (cheyianonicme 125 Kibepbesnexa ma
saxucm inpopmayii) IC33I KIIT im. Tzopa Cixopcoxozo / Vadym YAROSHCHUK, master's student (specialty
125 Cybersecurity and Information Protection) Igor Stkorsky Kyiv Polyte chnic Institute



IMOTOAAKEHO / AGREED:

Haykoro-MeTOHUHA KOMICif YHIBEPCHTETY 3i cretiansHoCcTi F5 KiGepOesnmeka Ta 3axucT iHdopmamii / The
Scientific and Methodological Commission of the University on speciality F5 Cybersecurity and information
protection (mpotokon / minutes of meeting N Bix/ dated 20 )

Tl'omora HMKY-F5 (mma IC330) / Head of the SMCU- F5 (for ISCIP)

Bramucmae I'OJIb / Vladyslav GOL

Mertomura paga KIII im. Iropsa Cixopeskoro / The Methodological Council of Igor Sikorsky Kyiv
Polytechnic Institute (mpotokon / minutes of meeting Ne ®ixm/ dated 200 )
T'omora Metomunoi pagu / Head of the Methodological Council

Tersana JKEJISICKOBA / Tatiana ZHELIASKOV A

BPAXOBAHO / CONSIDERED:

Bpaxoeano Hocmanoey Kabinemy Minicmpie Vipainu eio 30 cepnuz 2024 poxy Ne 1021 “Hpo
@HECeRHA 3MIR 00 HepesiKy zanysetl 3nane | creyiaionocmedl, 3d AKUMYU 30THCHIOCMecA RIO2o0moexd
3006yeauie euuol ma daxosol nepedeunfol oceimt”.

Oceimubo-npogheciiiny npozpamy 062080peRo RICAA HAOXOONCEHHA ecix nponrozunill, nobaxwcano i
3ayeancene i 3000yeauie euufol oceimy, eURYCKHUKIE md cmetikxoadepie [ CxXedleno Ha 3aciOanHi
Creyiamonol kagedpu Ne 1 IC33T KIIT im. Jzopa Cikopcoxozo (npomoror Ne  eid 2025
POKy).

The Resolution of the Cabinet of Ministers of Ukraine dated August 30, 2024 No. 1021 “On
Amendments to the List of Fields of Knowledge and Specialties for Training of Higher and Professional
Higher Education Applicants” was taken into account”.

The educational and professional program was discussed after receiving all the proposals, wishes and
comments from higher education students, graduates and stakeholders and approved at a meeting of the
special department No I of the ISCIP of Igor Sikorsky Kyiv Polytechnic Institute (minutes Ne. of

2025).

EBOJIIOIISI OCBITHLOI ITPOTPAMH / EVOLUTION OF THE EDUCATIONAL
PROGRAMME:

Oceimuvo-npogheciiing  npozpama  “besnexa  Oepxcaenux inhopmayiiinux  pecypcie” opyzozo
(mMazicmepcokozo) piena euuol oceimu 3a creyiamericmio F5 Kibepbesnexa ma sacucm ingopuayii €
npagoracmynruyero OHIT “FResnexa Oeporcasnux Inopmayitinux pecypeie” Opyzozo (Mazicmepcorkozo)
piena ewugol oceimut 3a creyianonicnmo 125 Kibepbesnerxa, axa 6yna sanovamrxoeana y 2016 poui 3 memoro
niQ20mMoeKY eUCOKOKeqIighixosanx thaxieyie cmyners ewufol oceinu mazicmp ona npoghe ciliHol dianorocmi
Ha Rocadax opzanie ma nioposdinie Hepaccneyse a3Ky.

2019 pix — onoerernns O[] y 3¢’a3Ky 3 nepexodom Ra Hoeutl mepMin HaguaHHz 3006yeadie euuol
oceimu (1 pix 4 micayn).

2021 pix — onoemenna OUII 3 memoio epaxyeanna CHAROAPMY eumfol ocelmu 3d cReyiaIenichio
125 Kibepbesnera oma dpyzozo (maszicmepcokozo) piens ewujoi oceimu (Haxaz MOH Vipainu Ne 332 eid
18.03.2021). [lpueedeno 00 cmandapmy Razeu KOMAEMERMHOCIEH M BPOZPAMANX PE3ViTo MAMIE HABYAHAA.

2023 pix — onoenenna OII 3 memoio epaxyeanra: Hocmanoeu Kabinemy Minicmpie Vipainu eid



16.12.2022 Ne 1392 “llpo edecedHa 3Mmid 00 RepediKy zqiyzell sHaAe [ chreylatoHocmel, 3q aKuMmu
30fticAoembea nidzomoexa 300byeadie ewyoi oceimu’; Haxasie Minicmepemea Exonomixu Yrpainu eio
29.12.2022 Ne 5573 ma efo 25.10.2021 Ne810-217[Ipo 3ameepdxcenna 3IMIHU 00 HAYiORWIbHOZ0
xnacupixamopa JIK 003:20107. Onoeunace nazea creyiamwrocmi 125 Kibepbesnexa ma 3daxucm
IHpopmayii, eneceno MR WOOO0 HPUOAMAOCTHE 00 RPAYERTAUINY BAHAA GUNYCKHUKIE.

2024 pix. — oHoerenda OIHI 3 wmemoro  epaxyearrda nponosuyili eio KT  Aominicmpayii
Aepxceneryze 83Ky oo eRpoeadNCeHHA 3MIR € OCRIMHLO-NpoghecTiiiny npozpaMy RIQ20MOeKY Mazicmpie 3d
creyianonicmio 125 Kibepbesnera ma saxucm inopuauii (ex. Ne5352/BC eio 27.02.2024).

The Educational and Professional Program “Security of State Information Resources™ of the second
(master's) level of higher education in the specialty 125 Cybersecurity and Information Prolection is the
successor to the EPP “Security of State Information Resources” of the second (master's) level of higher
education in the specialty 125 Cybersecurity, which was launched in 2016 to train highly qualified
specialists of the master's degree for professional activities in the positions of bodies and units of the State
Special Communications Service.

2019 - update of the EPP in connection with the transition to a new term of study for higher
education students (1 year 4 months).

2021 - update of the EPP to take into account the Standard of Higher Education in the specialty
125 Cybersecurity for the second (master's) level of higher education (Order of the Ministry of Education
and Science of Ulkraine Ne 332 of 15.03.2021). The names of competencies and program learning outcomes
were brought in line with the standard.

2023 - update of the EPP to take into account: Resolution of the Cabinet of Ministers of Ukraine
Ne 1392 0f 16.12.2022 “On Amendments to the List of Fields of Knowledge and Specialties for the Training
of Higher Education Applicants”; Ovrders of the Ministry of Economy of Ukraine Ne 5573 of 29.12.2022
and Ne 810-21 of 25.10.2021 “On Approval of Amendments to the National Classifier SC 003: 20107, The
name of the specialty 125 Cybersecurity and Information Protection was updated, and changes were made
to the employability of graducates.

2024 - update of the EPP to take into account the proposal from the SCCI of the State Special
Communications Service of Ukraine to introduce changes to the educational and professional program for
masters in the specialty 125 Cybersecurity and Information Protection (inc. Ne5352/ BC of 27.02.2024).



1. IPO®LIH OCBITHHOI ITPOI'PAMH / EDUCATIONAL PROGRAMME PROFILE

1 — 3aranwHa ingopmanis / General information

ITopHa Ha3BA 3aKITATY BHINOI OCBITH Ta
HaBUamkHOTO Mimpo3ainy / Full name
of higher education institution and
faculty / educational and scientific
institute

H armri oHaTh M Te X HiUHHI
VHiBepCHTET YKpaiHH
«KHiBCBKHI TTONTiTe X HiUHHI
IHCTHTYTY iMeHi Irops
CiKopcpKOTO», [HCTHTYT
CIIEI ANBEHOTO 3B’ 3Ky Ta

3axXHCTY iHdopmMarrii

National Technical University
of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”, Institute
of special communication and
information protection

CTYIIHb BHINOI OCBiTH Ta Ha3Ba
ocBiTHEOi Keamidikari / Higher
education degree and education
qualification title

CTYIIHB — MaricTp,
Kpamidikaria — MaricTp 3
KiGepOe3neKkH Ta 3aXHCTY
irdopmarii

Degree - master, qualification -
master's degree in
cybersecurity and information
protection

ITpodecitina kpamidikaria (3a
HageHOCTi) / Professional qualification

OdirritiHa HazRa OCBITHE Oi TPOTPAMH /
Educational programme official title

Besmneka gep:kaBHHX
iHbOPMAIIHHHX pecypciB

Security of state information
resources

T gpmmoMy Ta 06CAT OCBITHEOL
mporpamu / Diploma type and

Jwummom marictpa, 90
KpeJHTiB, TEPMiH HABYAHHA

Master's degree, 90 credits,
duration of study 1 year

educational programme volume 1 pix 4 Micari 4 months
Iadopmaid mpo aKpeIHTAIIi0 / Ceptudikar mpo akpeuTamnito | Accreditation certificate
Accreditation information of the Ne 9817, pHmamHmil Ne 9817, issued by the National
educational programme Harri oramsHiM areHTcTBOM i3 | Agency for Higher Education
3a6e3eye HH T AKOCTI BHIIIOL Quality Assurance on
OCBITH 24.12.2024, mificumit mo | 24.12.2024, valid until
01.07.2030 01.07.2030

ITukm, pieeHb BHIIOI OCBITH /
Education cycle, level of higher
education

HPK Yxpainm — 7 piBeHs,
QF-EHEA — mpyTHii 1K,
EQF-LLL — 7 pieHE

NQF of Ukraine - level 7, QF-
EHEA - second cycle,
EQF-LLL -level 7

IMepe gymorn / Prerequisites

CTyTIeHd 0aKamaBpa

Bachelor's degree is required

dopma 3706y TTa ocBiTH / Forms of
education

OuHa (JieHHa)

Full-time (day)

Mora(n) puxmamanas / Language(s) of
instruction

YKpaiHCBKA

Ukrainian

IHTepHeT-apeca po3MileHHT
ocBiTHEOi mporpamu / URL of the
educational programme

https://osvita.kpi.ua/ (pozmin
«OCBiTHI TIpOTpaMID» )

https://osvita.kpi.ua/ (section
«Educational programs»)

(=

2 — Mera oceiTHROI nporpavu / Educational programme purpose

Meroro  ocBiTHBO-TIpodeciiiHoi  mporpamu | The purpose of the educational and professional
«besmeka JIepKaBHHX iHpopmMariitHux | program  «Security of State Information
PECYPCIB» € mAarotroeka | Resources» 1s to train highly qualified

BHCOKOKBamiiKoBaHHX  (haXIBINB, 3JaTHHX
BHpIIIYBaTH CKIaJAHI 3ajaul 1 IpobleMH y
ramysi 1H(pOPMAITFHHIX TEXHOIOT1H,
KibepOesnekn Ta 3AIHCHIOBAaTH 1HHOBAIlHHY
npodecifiHy AIATBHICTE NI TIPOEKTYBAHHI,
PO3pOOKH, BITPOBAKEHHI, CYIIPOBOAY Ta
aAyIUTY 3aXUINeHUX 1HGOPMAINITHHX CHCTEM Ta

specialists who are able to solve complex
problems and challenges in the field of
information technology, c¢ybersecurity and
carry out innovative professional activities for
the design, development, implementation,
maintenance and audit of secure information
systems and security tools.




3aCcO0IB 3aXHUCTY.

Mera OCBITHBO-TIpoteciiHol MIPOr PaMH
BiATIOBIae cTparerii possuTKy KIII im. Iropg
Cixopcekoro Ha  2020-2025 pokn  1momo
dbopMyBaHHA CYCIIIIbCTBA MaHOYTHHOIO Ha
3acaflaX KOHIIEMI[I CTaJoro PO3BHIKY Ta
(b yHIaMeHTaM 3aIlii MATOTOBKH (haxXiBIlB.

The purpose of the educational and professional
program corresponds to the development
strategy of Igor Sikorsky Kyiv Polytechnic
Institute for 2020-2025 to form the society of
the future based on the concept of sustainable
development and fundamentalization of
training.

3 — XapaKkTepHCTHKA OCBRIiTHBOI mporpami / Educational programine characteristics

Hpedmemna obnacme / Subject area

O0’¢KTH BHBRUEHHA:

- CYYACHI TIpOIeCH JOCTITEKEHHS, AaHam3y,
CTBOpeHHA Ta 3alesmedeHHA (YHKIOHYBAHHA
iHbOPMAIIHHAX CHCTeM 1 TeXHONOTIH, iHIIHX
OizHec-omepaIrifiHnx TpolleciB Ha 00’ €KTax
indbopMamifiHol  JiATEHOCTI Ta  KPHTHUHIX
iHdpacTpykTyp chepr iHopmaritiHoi OesmekH
Ta/abo KiGepOeseKy;

- indopmMmaritigi cucremMH  (iHbOpMAaITiiHO-
KOMYyHIKaIiHHi, iH(opMAaTIitiHO-
TeleKOMYHIKaI[itiHi, ABTOMATH2OBAH ) Ta
TEXHOIOTII;

- iHbdpacTpykTypa o00'ekTie  iH(OpMaMiiHOI

TiATEHOCTI Ta KPHTHYHHX 1HPPACTPYETY];

- CHCTeMH Ta KOMIUIEKCH CTBOpeHHS, OOpOOKH,
Tepefdaui, 30epiTaHHA, 3HHINEHHS, 32aXHCTY Ta
BiTo0paxkeHHT JAHHX (iHGOPMAIGHHIX IIOTOKIB );
iHbopMAIlIHHI pecypcH PI3HHX Kiacie (B T.40
JepxaeHi iHQopMAamifiHi pecypcH);

- IporpaMHe Ta  IIporpamMHO-aIlaparHe
3a0e3neueHHA (3ac0o0H) Kibep3axucTy;

- CcHCTeMH  yIpapmHHA  iH(OpPMAIIHHO
Oe3mexoro Ta/abo KibepOesneKoro;
-  TeXHONOTii, MeTOJH, MOMelm Ta 3acobH

irdbopmanifHoi Oeszmexn Ta/abo KiGepOesmekH.

ini HapuaHHA
IMigroTorka ¢axiBIiB, 3AaTHHX PO3BR’I3YBaTH
zamaul  JOCHiMHHIBKOTO Ta/abo 1HHOBAINHHOTO
XapakTepy vy cdepi indopmaritiHoi Ta/abo
KiGepOe3mexH.

TeopeTHUHHIT 3MiCT IpeaMeTHOT obiacTi
TeopeTHuHi 3acafi HAYKOEMHHX TeXHOIOTIH,
dizrumi i MaTeMarHuHi QyHAAMeHTANBHI 3HAHHA,
Teopii imeHTH(}IKAII Ta TPHHHATTA pillleHb,
CHCTEMHOTO  AHai3y,  CKIAJHHX  CHCTEM,
MOJeTIOBAaHHA Ta ONTHMI3aIlii Tpolecie, Teopis
MaTeMaTHYHOI CTATHCTHKH, KpHIITorpadiuHoro Ta
TeXHIYHOTO 3aXHCTy iHGopMarii, Teopii pH3HKIB
Ta 1HIIMHX Mi&IHCIFILTHAPHUX Teopill i MpaKTHK
y ramy3 idopmamifinoi OezmexH  Ta/abo
KiGepOe3mexH.

MeToaH, MeTOAHKH TA TeXHOJI0Til
MeTomH, MOMeIl, MeTOOHKH Ta TeXHOIOri
CTBOpeHHH, OOpoOKH, Tepefadi, MpHIMAHHA,

Objects of study:

- modern processes of research, analysis, creation
and maintenance of information systems and
technologies, other business operational processes
at information activity facilities and critical
infrastructures in the field of information security
and/or cybersecurity;

- information systems  (information and
commumnication, information and
telecommunication, automated) and technologies;

- infrastructure of information activity objects and
critical infrastructures;

- systems and complexes for the creation,
processing, transmission, storage, destruction,
protection and display of data (information flows);

- information resources of various classes (including
state information resources);

- software and hardware (means) of cyber defense;

- information security and/or cybersecurity
management systems;

- technologies, methods, models and tools of
information security and/or cybersecurity.

Learning objectives

Training of specialists capable of solving research
and/or innovation problems in the field of
information and/or cybersecurity.

Theoretical content of the subject area
Theoretical foundations of science-intensive
technologies, physical and  mathematical
fundamental knowledge, theories of identification
and decision-making, system analysis, complex
systems, modeling and process optimization, theory
of mathematical statistics, cryptographic and
technical information security, risk theory and other
interdisciplinary theories and practices in the field
of information security and/or cybersecurity.

Methods, techniques and technologies
Methods, models, techniques and technologies for
creating, processing, transmitting, receiving,




SHHIIEHH, BioOpaKeHHS, 3AXHCTY
(kibepzaxaicty) iH(pOPMAIiHHHX  pecypcie ¥
KiGepmpocTopi, 4 TakOX MeTOAH Ta MOJeli
POo3pOOKH Ta BHKOPHCTAHHA TPHKIAJHOTO 1
CTIEINami30BaHOTO ITPOTPAMHOTO  3ale3reueHHA
Ina BHUpillleHHA TpodeciiHHX 3aJad B Tamy3i
irdbopmanifHoi Oeszmexn Ta/abo KiGepOesmekH.
Texmomorii, MeTOOH Ta MOJEN AOCIIHKEHHST,
aHamzay, YIIPaRTiHHA Ta  3a0e3meueHHA
GizHec/oTepallifiHHX TIPOIECIB i3 3aCTOCYBAHHAM
CYKYITHOCT1 HOPMATHBHO-TIPABOBHX Ta
OPraHizaliffHO-TeXHIUHHX MeTOmiE 1 3acoliB
3AXHCTY iHbopMAIT HHHX pecypcie v
KiGepmpocTopi.

IHCTpYMeHTH Ta obyiaHaHHA
3aco0m, IpHCTPoi, MepeXHe YCTaTKyBaHHI Ta

CepelOBHINle, TPHKIAJHE Ta  CIelfialiloBaHe
TIpoTpaMHe 3a0e3TeueHH, aBTOMATH30BaH1
CHCTEMH Ta KOMILIEKCH TTPOEKTYBaHHA,
MOJIeTEOBaHH, eKCILTyaTarlii, KOHTPOIIO,

MOHITOPHHTY, 00pOOKH, Biflo0pakeHHI Ta 3aXHCTY
TaHuX (iHGOPMAIifHHX TTOTOKIB ), 4 TAKOXK MeTOH 1

MOJenmi  Teopii  pHM3HKIE Ta  VIIPAaBIiHHA
iHbOPMAIHHEMI pecypcaMH TIPH TOCTIDKeHHI i
CYTIPOBOIKEHHI 00’ EKTIB iHdbopMAIIHHOL

TiATRHOCTI ¥ Tamy?2i iHdopMmaritiHoi GesmexH Ta/abo
KiGepOe3mexH.

destroying, displaying, protecting (cybersecurity)
information resources in cyberspace, as well as
methods and models for developing and using
application and specialized software to solve
professional problems in the field of information
security and/or cybersecurity.

Technologies, methods and models of research,
analysis, management and  support  of
business/operational processes using a set of
regulatory, legal, organizational and technical
methods and means of protecting information
resources in cyberspace.

Tools and equipment

Tools, devices, network equipment and
environment, application and specialized software,
automated systems and complexes for designing,
modeling, operating, controlling, monitoring,
processing, displaying and protecting data
(information flows), as well as methods and models
of risk theory and information resource
management in the study and support of
information activities in the field of information
security and/or cybersecurity.

Opienmayia oceimne ol npozpavu / Scope

OcpiTHBO-TIpodeciiiHa

Educational professional

Ocroenutl hoxye oceimneof npozpavu / Main focus

Fazoeuti dhoxye oceimne ol npospass — CHCTEMH Ta
TpollecH KibeplmpocTopy, CYYACHI MeTOAH Ta
3aco0H 3axucTy iH(opMaAITii.

Kmouoei croeq:r kiOepOezmeka, MaTeMaTHUHI
MeTOmH KiGepOesleKH, CHCTEMH 1 TeXHONOTii
KiOGepOe3mexkn, 3axHCT  O0'€KTIB  KPHTHYHOL
iHbPacTPYKTYpH, PO3BHTOK 3aco0iB  3aXHCTY
iHdbopMAITii.

The basic focus of the educational program is on
cyberspace systems and processes, modern methods
and means of information protection.

Key words: cybersecurity, mathematical methods of
cybersecurity, cybersecurity  systems and
technologies, protection of critical infrastructure,
development of information security tools.

Ocobaeocmi oceimuvol npozpamu / Features

IMigroTopka ¢axiBImiB 3MHCHIOETECA V CTaTycl
KypcaHTa. 3alyueHHA [0 BHKIAJAHHA HABYABHHX
JTHCITHIDIIH daxiriie 3 TI IPO3AILTIR
Jep&cIel3p' MKy iHIMMX HAPUATLHHUX 3aKIafiB,
HAYKOBHX YCTAHOB.

[T pakTHEH TTPOBOAATHCA BiIIOBIIHO A0 “IHCTpyKIii
TIPO MOPANOK OpraHizalii MpoBeJeHHA ITPaKTHUHOI
Ta BifickKOBO-TIpodheciiiHOl MATOTOBKH 3A00VBAUIB
BHINOI OCBITH B 3aKIa/ OCBiTH Jlep&KaBHOI CIyKOH
CTEIamsHOTO 3B’ A3KYy Ta 3aXHCTy iHdopmargi
YEpaiHu”, 3aTBepMEeHOI HakazoM AJMiHICTpaIrii
JepxapHoi coyxOH CHeI[ialhHOTO 3B 3Ky Ta
3axXucTy iHGoOpMmamii VYipaimm Big 19 ceprHA
2021 poxry Ne 507 Ta cKIamarOThCA 3:

KiOepHaPUaHh, AKI IPOBOAATECA B JpPYTOMY Ta

Specialists are trained in the status of cadets.
Involvement of specialists from the units of the
State service for special communications and

information services of Ukraine and other
educational institutions and scientific institutions in
teaching disciplines.

Practices are carried out in accordance with the
“Instruction on the procedure for organizing
practical and military-professional training of
higher education students in an educational
institution of the State service for special
communications and Information protection of
Ukraine”, approved by the order of the
Administration of the State service for special
communications and Information protection of




TPeThOMy ceMecTpax, Ha Imardopmi HapuampHOTO
CHTYaIHHOTO TeHTpy KiOepOesmexkm IC331 KIII
iM. Iropsa Cikopcrkoro Ta miaTdopmi TpeHiHT OBOT 0
nenTpy Kibepuentpy UA30;

eKCIUTyaTallifiHol TpakTHKH, fKa IIPOBOJHTHCI B
IpyToMYy ceMecTpi, Ha 6azi JlaGoparopii TexHiUHOTO
zaxucty  iHGopmarii IC331 KIII  im. Irops
CiKOpPCBKOTO;

BifiCEKOBOTO CTaXYBaHHI B TPETHOMY CeMecTpi fKe
TIPOBOMUTHCA B TiApo3inax Jep&CIen3s’ :Ky.

Ukraine of August 19, 2021, N 507, and consist of:
cyber exercises, which are held in the second and
third semesters, on the platform of the Training
situational center for cybersecurity of the ISCIP of
Igor Sikorsky Kyiv Polytechnic Institute and the
platform of the Training Center of the UA30 Cyber
Center;

operational practice, which is conducted in the
second semester, on the basis of the Laboratory of
technical information protection ISCIP of Igor
Sikorsky Kyiv Polytechnic Institute;

military internship in the third semester, which is
conducted in the units of the State special
communications service.

4 — IIpuaaTHICTE BHIYCKHHKIE X0 NPALERJIANITYE AHHS TA NoAanbInoro Haguyaunn / Eligibility of
sraduates for employment and further study

HIpudamnicme do npaveewnumyeannn / Eligibility for employment

Bigmorimro mo [JepxapHOTO  KmacH(piKaropy
mpodecii  JK 003:2010 BHIYCKHHKH MOXYTh
TpamoBaTH  Ha IOcafaX, IO  BiJIORiTAOTE

KnacH(iKaMHHAM YTPYIIOBAHHIM:

2132.2 Pozpo0HHK cHCTeM 3aXHCTY iH(opmMarrii
2139.2 Maxipens 3 KpHITOrpadiuHOTO 32aXHCTY
irdopmarii

2139.2 Maxirelp 2 TeXHIYHOTO 2aXUCTY iHpopMaIrii
2490 daxiBems i3 3aXHCTY Ta CTIHKOCTI KPHTHUHOL
iHdpacTpyRTypH _ _

231 Buknamaul 3aKIamiB BHINOI OCBITH
3amoBHHKOM (axiemie 3 cHemiambHOCTI 125
KiGepbezmexa Ta 3axmcT iHGOpPMAINi BHCTYIIAE
JepxapHa coyxkGa cHellialbHOTO 3B M3KY Ta
3axXHcTy iHdopMari Y xpainm.

According to the State classification of occupations
SC 003:2010, graduates can work in positions
corresponding to the classification groups:

2132.2 Developer of information security systems
2139.2 Specialist in cryptographic information
security

2139.2 Specialist in technical information security
2490 Specialist in the protection and resilience of
critical infrastructure

231 Teachers of higher education institutions

The customer for specialists in the specialty 125
Cybersecurity and information protection is the
State service for special communications and
information protection of Ukraine.

Hodamuie Hagyanua / Further study

IIpomoB&eHHA OCBITH 32 TpeTiM (OCBiTHBO-
HAayKOBHM) PiBHEM BHIIOI OCBITH.

Habyrrss JojaTkoBHX KBamidikamifi B cHcTeMi
OCBIiTH JOPOCITHX.

Continuing education at the third (educational and
scientific) level of higher education.

Acquisition of additional qualifications in the adult
education system.

S — BukaagaHus Ta oniHweanHAa / Teaching and assessment

Burnadannz ma naevanna / Teaching and studying

ITporpamoro TiepeAdaueHO MTPOSTeMHO-OPiEHTOBAHE
HAPUAHHI 3 HabyTTAM  KOMITETEHTHOCTEH,
HeOOXiTHHX [Id TpOAyKYBAaHHA HOBHX ifiefl,
PO3R’ MmaHHA KOMITIeKCHUX MpodneM y mpode cittHitt
ramysi, fAKe BKIIOYAE IJeKIi, TpaKkTHUHI Ta
CeMIHAPCRKI 32aHATTA, TeXHONOTIA 3MIITAHOTO
HABYAHHS, TiJrOTOBKA Ta 3aXHCT MaricTepchKol
JHCepTAaIii.

The program provides for problem-based learning
with the acquisition of competencies necessary to
generate new ideas, solve complex problems in the
professional field, which includes lectures, practical
and seminar classes, blended learning technology,
preparation and defense of a master's thesis.

Ouinroeantn

/ Assessment

Bei BuaH HapBUANBHOI JiSTBHOCTI Ta KOHTPOIBHL
3aX0fH (YCHI Ta TIHCHMOBI 3aliKH, eK3aMeHH,
TeCTYBaHHA) OINHIOKTEC I BITITOBLTHO o
ITonoxkeHHS PO CHCTEMY OINIHIOBAHHSA Pe3yIbTaTiB
HapuyagHa B KIII im. Irops CikopcekoTo 32a
CTOOAMPHOIO TIKATCH 3 TMOJANBIITHM TiePeBe/eHHIM

All types of educational activities and control
measures (oral and written tests, exams, testing) are
evaluated in accordance with the Regulations on the
system of evaluation of learning outcomes in Igor
Sikorsky Kyiv Polytechnic Institute on a stobal
scale with further conversion to university scale




B OIIHKH YHIBePCHTETCHKOI IIKamH. HapuyaHHA
33BepIITYETECA HAMMCAHHAM 1 MyOIiUHHM 3aXHCTOM
MaricTepCchKoi AHCepTaIri.

grades. The training ends with the writing and
public defense of a master's thesis.

6 — IIporpamui komnereHTHOCTI / Programme competencies

Inme spanera Komnemenmuicme / Integral competence

3MATHICTE 0cobOH pO3R’ ;YBATH 3a7aui
JOCTITHHIFKOTO Ta/al0 iHHOBAIHHOTO XapaKTepy
y  chepi indopmamitiHoi Gesmexkum  Ta/albo
KiGepOe3mexH.

The ability of a person to solve research and/or
innovation problems in the field of information
security and/or cybersecurity.

Sazaneni KoMReMeRMHOCIE

(K3) / General competencies

K31 3maTHICTE 3aCTOCOBYBATH
TIPAKTHUHHX CHTYAI[ifX.

SHaHHA ¥

Ability to apply knowledge in practical situations.

K32 3parHicTs TpOBOJHTH  [JOCTiKEeHHI Ha
Bi/IIOB1 IHOMY PiBHI.

Ability to conduct research at the appropriate level.

K33 3matHicTE 7O
aHa;i3y Ta CHHTE3Y.

a6c1‘paKrH0r0 MHCIIEHHA,

Ability to think abstractly, analyze and synthesize.

K34 3maTHicTs OINHIOBATH Ta
SIKiCTh BHKOHYBAHHX POGiT.

3a0e3MeUyBaTH

Ability to evaluate and ensure the quality of work
performed.

K3 5 3parHicTs cIiMKyBaTHCA 3 TIpe]c TABHHKAMH
iHTmX TpodecifiMix Tpym pizHOTO piBHA (3
eKCIlepTaMHi 3 iHIMHMX Taly3efl 3HaHe / BHIIB
eKOHOMIUHOI TIATBHOCTI ).

Ability to communicate with representatives of
other professional groups of different levels (with
experts from other fields of knowledge / types of
economic activity).

Daxoei komnemenmaocmi (OK) / Professional competencies

K® 1 3gatHicTs OOTPYHTOBAaHO  3aCTOCOBYBATH,
IHTeTpyBaTH, pO3pOOIATH Ta YIOCKOHATIOBATH
cyuacHi iHGoOpMarifiHi TexHomorii, ¢izHuHl Ta
MAaTEeMATHUHI MOMEN, 4 TaKOoE  TeXHOIOTil
CTBOpPeHHf Ta BHKOPHCTaHHI IIPHKIQMHOTO 1
CTIETN Al 230BAHOTO TIPOTPAMHOTO 3a0e3leueHHA I
pHpillleHHA  Tpodecifiimx 3amady vy cdepi
irdbopmanifHoi Oeszmexn Ta/abo KiGepOesmekH.

Ability to reasonably apply, integrate, develop and
improve modern information technologies, physical
and mathematical models, as well as technologies
for creating and using application and specialized
software to solve professional problems in the field
of information security and/or cybersecurity.

K® 2 3gatHicTs po3pOoOIATH, BIPOBATEYBATH Ta
aHam3yBaTH HOPMATHBHI JOKYMEHTH, IOTOEKEHHI,
IHCTPYEILi 131 BHMOTH TEeXHIYHOTO Ta
OPraHizaliifHOT O CTIPAMYBAHHS, a  TaKoX
IHTeTpPYBATH, aHANi3yBaTH 1 BHKOPHCTOBYBATH
Kpallli CBITOBi IPAaKTHKH, CTAHMAPTH V TpodecitiHii
miameHOCTL B cdepi iHdbopMaritHoi Geznekn Ta/abo
KiGepOe3mexH.

Ability to develop, implement and analyze
regulations, provisions, instructions and
requirements of technical and organizational

direction, as well as integrate, analyze and use the
best world practices, standards in professional
activities in the field of information security and/or
cybersecurity.

K® 3 3gatHicTs JOCTHTEYBATH, pPo3poldIATH i
CYIPOBOKYBATH MeTOH Ta 3aco0n
irdopMamifiHoi Oe3mekH Ta/abo KibepOesmekn Ha
00’ exkTaxX iHGOpPMAIiHHOI M STFHOCTI Ta KPHTHUHOL
iHQPaCTPYKTyPH.

Ability to research, develop and maintain methods
and means of information security and/or
cybersecurity at  information and critical
infrastructure facilities.

K® 4 3gatHicTs  aHami3yBaTH, po3polIATH i
CYIPOBOKYBATH CHCTEMY VITpaBIIi HEA
irdopmanifiHo Gezmexor Ta/abo KibGepOezmekoro
oprafizamii, ¢opMyBaTH CTpaTeTil0 1 TIONITHKH
iHdbopMAIIHHOL Oe3mexkH 3 ypaxyBaHHAM
BITUM3HAHHX 1 MiKHAPOJHHX CTAHAAPTIE Ta BHMOT.

Ability to analyze, develop and maintain an
organization's  information  security  and/or
cybersecurity management system, formulate
information security strategy and policies, taking
info account national and international standards
and requirements.

K® 5 3matHicTs M0 JOCTHIEKEHHH, CHCTEMHOTO
amamizy Ta  3alesmedeHHA  OeslepepBHOCTI
OizHec/oTepallifiHIX TPOTECIB 3 MeTO BH3HAUEHH A

Ability to research, system analysis and ensure the
continuity of business/operational processes in

order to identify wulnerabilities of information




BpazmBoCTel iHGOPMAIIHHIX CHCTEM Ta PECYPCIB,
aHam3y PHINKIE T4 BH3HAYEeHHA OI[iHKH iX BIUIHBY ¥
BiTIOBiHOCTI A0 BCTAaHOBNEHOI cTpaTerii i
TMOMTHEH  iHdopMmamifinoi  OeamexkH  Ta/ado
KiGepOe3mexn opraHizari.

systems and resources, analyze risks and determine
the assessment of their impact in accordance with
the established strategy and policy of information
security and/or cybersecurity of the organization.

K® 6 3gatHicTs aHamizyBaTH, KOHTPOMIOBATH Ta
3a0e3edyBaTH CHCTeMY YIIPABIiHHA JOCTYIIOM 0
iHbOpPMAIIHHEX pecypciB 3TiHO BCTaHOBIEHOI
cTparerii i mOMTHKH iHoOpMAMiiHOI GesmekH
Ta/abo KibepOe3TeKH opraHizari.

Ability to analyze, control and provide a system of
access confrol to information resources in
accordance with the established strategy and policy
of information security and/or cybersecurity of the
organization.

K® 7 3gatHicTs JOCHiTEYBATH, PO3po0IATH Ta
BIPOBTKYBATH METOMH 1 3aXOMH IPOTHALL
KiOepiHIHAeHTaM, 3MfICHIOBATH TIpoTle Iy PH
VIIPABTiHHA, KOHTPOIIO T4 PO3CTiAYBaHHA, 4 TAKOX
HAJIABATH PeKOMeHalii IMoJ0 TollepeKeHHsS Ta
aHam3y KiGepiHIHAeHTIB B I[IIOMY.

Ability to research, develop and implement methods
and measures to counteract cyber incidents, carry
ouf management, control and investigation
procedures, as well as provide recommendations for
the prevention and analysis of cyber incidents in
general.

K® 8 3maTHicTh JOCT TEYBaTH, PpO3pOOIATH,
BIIPOBAKYBATH Ta CYIMPOBOLKYBATH MeTOIH i
3acO0H KpHITOrpadiuHoro Ta TeXHIiUHOTO 3aXHCTY
irdopmarii Ha 06’ ekTax iHGopMaIitHOi AiATEHOCTL
Ta KpHTHUHOI iH}PaCTPYKTYpH, B iHGOPMAIIHHEX
CHCTEMAX, 4 TaKOXK  3JaTHICTh  OIIHIOBAaTH
e()eKTHBHICTh ix BHKOPHCTAHHA, ST1IAHO
BCTAHOBIEHOI cTpaTeTii i MOMITHKH iHpOpMAITiHHO
Oe3mexH Ta/abo KibepOesmeKH OpTaHi3alfi.

Ability to rtesearch, develop, implement and
maintain methods and means of cryptographic and
technical protection of information at information
activities and critical infrastructure, in information
systems, as well as the ability to evaluate the
effectiveness of their use, in accordance with the
established strategy and policy of information
security and/or cybersecurity of the organization.

K® 9 3gatHicTs  aHami3yBaTH, po3polIATH i
CYIPOBOKYBATH CHCTEMY ayAHTy Ta MOHITOPHHTY
edeKTHRHOCTI (VHKIIOHYBAaHHA iHGOPMAIIHHIX
CHCTEM 1  TEeXHOIOTIH, GizHec/ oTe parri HHH X
Tipollecie B rany3i iHdopmaritiHoi Oesmekn Ta/abo
KiGepOe3mexn opraHizaliii B MiIoMy.

Ability to analyze, develop and maintain a system
of audit and monitoring of the effectiveness of
information systems and technologies, business /
operational processes in the field of information
security and/or cybersecurity of the organization as
a whole.

K® 10 3gaTHicTh TPOBATHTH HAYKOBO-TIE JATOTIUHY
TiATEHICTE, TMAHYBATH HABYAHHA, KOHTPONIOBATH i
CYITPOBOIKYBATH POGOTY 3 TEPCOHANOM, a TaKOXK
mpmitvarH  edeKTHBHI  pillleHHAd 3  TIHTaHE
irdbopmanifHoi Oeszmexn Ta/abo KiGepOesmekH.

Ability to conduct research and teaching activities,
plan training, monitor and support work with staff,
and make effective decisions on information
security and/or cybersecurity issues.

K® 11 3gaTHicTh pealizoBYBATH TeXHIUHI BHMOTH
Ha OCHOBI TeXHIK OI[HKH piBHA 3aXHIIEHOCTL
iHbOpMAIIHHEX  CHCTEM, TeXHOIOTH  aHamizy
Mepexkeporo Tpadiky Ta TPHHIPONE ITPOTHILL
KiGepaTaxkam.

Ability to implement technical requirements based
on techniques for assessing the level of security of
information systems, technologies for analyzing
network traffic and principles of countering cyber
attacks.

K® 12 3marHicTh TIPOBOTHTH TOCTI K e HHA,
TIePeRipKY, AHATIS, OI[IHFOBAHH I 00’ eKTiB
iHbopMAIiHHOl JiATEHOCTI IMOAO iX BiAMOBiAHOCTL
BHMOTaM HOPMATHBHHX JOKYMEHTIB i3 TeXHIUHOTO
3aXHCTY iHopMarTi.

Ability to conduct research, verification, analysis,
evaluation of information objects for their
compliance with the requirements of regulatory
documents on technical protection of information.

K® 13 3gaTHicTs aHamizyBaTH, iHTeTpPyBaTH i
BHKOPHCTOBYBATH  Kpallli CBITOBI  TIPaKTHKH,
MiKHApOHI CTaHAAPTH TIpH pozpodii
KpHIrToTpadiuHNX CHCTeM 2aXHCTy iHpopMaIii B
CIIEIN ATTEHHX iH(OpMAI THO-KOMYHIKATI FTHIIX
CHCTEMAX.

Ability to analyze, integrate and use the best world
practices,  international  standards in  the
development of cryptographic information security
systems in special information and communication
systems.

K® 14 3marHicTh 3aCTOCOBYBATH KOMILTEKC
(dizruHOl TMATOTOBKH BifCEKOBOCTYXOOBINB A

Ability to apply the complex of physical training of
servicemen for the development of general and




PO3BHTKY 3aralbHHX 1 CHeIiamsHuX (Gi3HUHHX
gxocTet, (GOpMyBAaHHA  Biff CEKOBO-TIPHEIIAJTHHX
HAPHUOK Ta BHXOBAHHA BONBOBHX 1 TICHXiUHHX
AKOCTEH.

special physical qualities, the formation of military-
applied skills and the education of volitional and
mental qualities.

K® 15 3gaTHicTs aHami3yBaTH, KOHTPONIOBATH Ta
3al0esmeuypaTH  GOPMYBaHHA Ta  pealizallfiio
JepXapHOI TOMTHEH y cepl 3aXHCTY KPHTHUHOIL
iHQPACTPYKTyPH.

Ability to analyze, control and ensure the formation
and implementation of state policy in the field of
critical infrastructure protection.

7 — IIporpaMHi pe3yJIbTaTH HABYAHHA

(PH) / Programme learning outcomes

PH 1 BimsHO  CHIKYBaTHCh  JepXKaBHOK  Ta
1HO3eMHO0 MOBAMH, YCHO 1 TIHCHEMOBO JjIf
TpeAcTaBIeHHA 1  OOTOBOpEHHA  pe3VILTATIB
TMOCTIL K EeHE Ta 1HHOBAITIH, 3a6e3meyeHHa
GizHec\oTepalri HHNX TIPOTIECiB Ta TIHTAHD
mpodecifiHol AiTEHOCTI B Tamyzi iHdbOpMAIHHOI
Oe3mnexH Ta/abo KibepOesmeKH.

Communicate fluently in the state and foreign
languages, orally and in writing, to present and
discuss research and  innovation  results,
business/operational processes and professional
issues in the field of information security and/or
cybersecurity.

PH 2 Interpypatn ¢yHAaMeHTATEHI Ta CTETiambHi
3HAHHA I PO3B M3yBAaHHA CKIAJHHX 3a/au
iHdopManifiHoi Oe3mexn Ta/abo kiOepOesnekH ¥
TIHPOKHX a00 MY s THAHCIHILT HAPHIX KOHTEKCTaX.

Integrate fundamental and specialized knowledge to

solve complex information security and/or
cybersecurity problems in broad or
multidisciplinary contexts.

PH 3 IIpoeagutH TOCIT THUTBEY Ta/abo
IHHOBAIifiHY JiAMBHICTE B cdepi iHbopmariHoi
Oeznexn Ta/abo KiGepOesmekH, a Takoxk B cdepi
TeXHIiYHOTO Ta  KpHOTorpadiuHOro — 3aXHCTY

irdopmarii v KiGepmpocTopi.

Conduct research and/or innovation activities in the
field of information security and/or cybersecurity,
as well as in the field of technical and cryptographic
protection of information in cyberspace.

PH 4 3acTocoByBaTH, iHTeTpyBaTH, pO3POOIATH,
BIIPOBAKYBATH Ta VJOCKOHANIOBATH CyUAcHi
iHdopMAIiHH TeXHOTOT1i, di3HUHl Ta MaTeMaTHUHL
MeTomH i Mofemi B cdepi iHdopmarritiHoi Geszmexn
Ta/abo KiGepOesmeKH.

Apply, integrate, develop, implement and improve
modern information technologies, physical and
mathematical methods and models in the field of
information security and/or cybersecurity.

PH 5 KpurnuHo OCMHCIIOBATH TTpo0IeMH
indopmamifinoi Oesmekn Ta/abo KibepOesmekH, v
TOMY UHCIH Ha MiKTaIly2eBOMY Ta

MiKTHCTHIDTIHAPHOMY PpiBHI, 20KpeMa Ha OCHOBi
PO3YMIHHA HOBHX PE3YIETATIE iHKEHEPHHX 1
(dizmKo-MATEMATHUHHX HAyK, a TaKOoX PO3BHTKY
TeXHONOTiH  CTBOpeHHZ Ta  BHKOPHCTaHHA
CTIETNi Al 230BAHOT 0 TTPOT PAMHOT 0 3a0e3me YeHHA.

To crtically comprehend the problems of
information security and/or cybersecurity, including
at the interdisciplinary and interdisciplinary level, in
particular, based on an understanding of the new
results of engineering and physical and
mathematical sciences, as well as the development
of technologies for creating and using specialized
software.

PH 6 AHamizypaTH Ta OIHIOBATH 3aXHIINEHIiCTE
CHCTEM, KOMIUIeKCiE Ta 3acoliB KibepzaxHcTy,
TeXHOIOTIL CTBOPEHHS Ta BHKOPHCTAHH ST
CTIETNi Al 230BAHOT 0 TTPOT PAMHOT 0 3a0e3me YeHHA.

Analyze and evaluate the security of systems,
complexes and means of cyber defense,
technologies for creating and using specialized
software.

PH 7 OOrpyHTOBYBaTH BHKOPHCTAHHS,
BIPOBYTKYBATH Ta AHANI3yBaTH Kpallli CBiTOBL
CTAaHIAPTH, MPAKTHKH 2 METOK pO3B’M3aHHI
CKIIAJHHX 3334 mpodecitiHoi MATEHOCTI B ramysi
irdbopmanifHoi Oeszmexn Ta/abo KiGepOesmekH.

To justify the use, implement and analyze the best
international standards and practices in order to
solve complex problems of professional activity in
the field of information security and/or
cybersecurity.

PH 8 HocmimxyearH, po3polIaTH i
CYIPOBOKYBATH CHCTEMH Ta 3aco0H
irdopMamifiHoi Oe3mekH Ta/abo KibepOesmekn Ha
00’ exTaxX iHGOpPMAIIHHOI M ATFHOCTI Ta KPHTHUHOL
iHbPacTPYKTYPH.

Research, develop and maintain information
security and/or cybersecurity systems and tools at
information and critical infrastructure facilities.

PH 9 AHamizypaTH, po3po0IATH i CYITPOBOTEYBATH

CHCTEMY VIpaBTMiHHA iH(OpMamitiHOW Oe3meKon

Analyze, develop and maintain the organization's
information  security  and/or  cybersecurity




Ta/abo kilOepOezmexoro opraHizamii Ha 0Gazi

cTparterii i TOMTHKH iHhOpMaIifiHOi Ge3MeKH.

management system based on the information
security strategy and policy.

PH 10 3aGezmneuypaTH OezmepepBHICT
OizHec/oTepalliffHUX IPOIECiB, a TAKOXK BHABIATH
ypasmHBOCTI 1HGOPMAINHHAX CHCTEM Ta Pecypcis,
aHam3yBaTH Ta  OI[HIOBATH  pH3UKH  [IA
indbopmamitinoi Oesmekn Ta/abo kibepOesmexn
OPraHi3alrii.

Ensure the continuity of business/operational
processes, as well as identify vulnerabilities of
information systems and resources, analyze and
assess risks to information security and/or
cybersecurity of the organization.

PH 11 AmamizyBarh, KOHTPOIEOBATH Ta
3a0esneuypaTH  edekTHRHe dyHKIIiOHYBaHH A
CHCTEMH YIIPARIHHA AOCTYIIOM /IO iH(GOPMAIIHHIX
pecypciB BiIIOBITHO /IO BCTAHOBIEHHX CTpaTerii i
TMOMTHEH  iHdopMmamifinoi  OeamexkH  Ta/ado
KiGepOe3mexn opraHizari.

Analyze, control and ensure the effective
functioning of the system of access control to
information resources in accordance with the
established strategy and policy of information
security and/or cybersecurity of the organization.

PH 12 Hdocmimxypaty, po3podIATH Ta
BIPOBTKYBATH METOMH 1 3aXOMH IPOTHALL
KiOepiHIHAeHTaM, 3MificCHIOBATH TIpOTe Y PH
VIIPABTiHHA, KOHTPOIIO T4 PO3CTiAYBaHHA, 4 TAKOX
HATARATH PeKOMEHJAIii IMoAo IoNepeqEeHHT Ta
aHam3y KiGepiHIHAeHTIB B I[IIOMY.

Research, develop and implement methods and
measures to counteract cyber incidents, carry out
management, control and investigation procedures,
as well as provide recommendations for the
prevention and analysis of cyber incidents in
general.

PH 13 Hocmimxypaty, po3polOnATH,
BIIPOBAKYBATH Ta BHKOPHCTOBYBATH MeTOIH Ta
3aco0H KpHITTOrpadiuHOro Ta TeXHIUHOTO 3aXHCTY
irdopmarii GizHec/OMepaIifiHHX MPOIECIB, 4 TAKOX
aHam3yBaTH 1 HAgaBaTH OINHKY edeKTHRHOCTI ix
BHKOPHCTaHHA B iHGOpPMAIiHHIX CHCTeMAX, Ha
00’ exTaxX iHGOpPMAIIHHOI M ATFHOCTI Ta KPHTHUHOL
iHQPaCTPYKTYPH.

To research, develop, implement and use methods
and means of cryptographic and technical protection
of information of business/operational processes, as
well as to analyze and evaluate the effectiveness of
their use in information systems, at information
activity facilities and critical infrastructure.

PH 14 AmamizyBath, po3podIATH i
CYIPOBOKYBATH CHCTEMY ayAHTy Ta MOHITOPHHTY
edekTHBHOCTI (VHKIIOHYBAaHHA iHGOPMAIIHHIX
CHCTEM 1  TeXHONIOTIH, GizHec\oMepaIiHIX
TIPOTIECiB v cepi iHdbopMAIIHHOL
Ta\a0oKiOepOeslekH B IiMTOMY.

Analyze, develop and maintain a system for
auditing and monitoring the effectiveness of
information systems and technologies,
business/operational processes in the field of
information and/or cybersecurity in general.

PH 15 3pozyMino i HeBO3HAUHO AOHOCHTH BIACHL
BHCHOBKH 3 TipoOineM iHdopMariifiHoi Oe3mmekn
Ta/abo KiOepOesleKH, a TaKOX 3HAHHA Ta
TIOSICHEHHS, 10 iX OGIPYHTOBYIOTH IO TepcOHATY,
TIApTHEPIiB TA IHIIHX 0ci.

Clearly and unambiguously communicate own
conclusions on information security and/or
cybersecurity issues, as well as knowledge and
explanations that justify them to staff, partners and
others.

PH 16 ITpmitmMarn  oOTpyHTOBAHi  pillleHHA 3
OPraHizaliffHO-TeXHIUHNX THTaHb iH(opMAIitiHOI
Oesmexn Ta/abo kiOepOe3mekn Yy CKIATHHX 1
HeTlepeI0aUyBAaHHX YMOBAX, V TOMY UHCH 13
3aCTOCYBAaHHAM CYYAacHHX MeTOMAE Ta 3acoliB
OTITHMIi3allii, TPOTHO2YBAHHA Ta TTPHITHATT PillleHb.

To make informed decisions on organizational and
technical issues of information security and/or
cybersecurity in complex and unpredictable
conditions, including the use of modern methods
and tools for optimization, forecasting and decision-
making.

PH 17 Matu HABHUKH ABTOHOMHOI'O i
CaMOCTiHHOTO HaBYaHHA v cdepi iHPOpMamitiHOi
Oeznexn Ta/abo KiGepOeslmekH i JOTHUHHX TaTy3ei
3HaHb, AHATI3YBATH BJIacHI OCBITHI ToTpeSH Ta
00’ EKTHBHO OI[iHIOBATH Pe3yIhTaTH HABIAHHA.

Have the skills of autonomous and independent
learning in the field of information security and/or
cybersecurity and related fields of knowledge,
analyze their own educational needs and objectively
evaluate learning outcomes.

PH 18 [ImanysaTtH HABYAHHS, a TaKOK
CYIIPOBOTEVBAaTH Ta KOHTPOMIOBATH POGOTY 3
TlepcoOHANOM V HampaMy iHdopmariifiHoi Oesmexn
Ta/abo KiGepOesmeKH.

Plan training, as well as support and monitor work
with staff in the field of information security and/or
cybersecurity.




PH 19 Obupartn, aHamizypaTH 1  po3pobIITH
TIPHAATHI THIIOBI AHANITHYHI, PO3PaXyHKOBI Ta
eKCIlepHMeH TaTbHI MeTO/TH KiGep3axucTy,
pO3pOOIATH, peali3oByBaTH Ta CYIIPOBOKYBAaTH
TPOeKTH 3 3axXHcTy iHbopMalii v KibepmpocTopi,

Select, analyze and develop suitable standard
analytical, computational and experimental methods
of cybersecurity, develop, implement and support
projects for the protection of information in
cyberspace, innovation and intellectual property

1HHOBAIHHOI MR HOCTI Ta 3aXHCTY | protection.

1HTeNeKTYalbHOI BIIACHOCTI.

PH 20 CraButH Ta  BHpINIYBATH cknagHi | To set and solve complex engineering, applied and
IHKeHepHO-TIPHKIAMHI  Ta  HAayKoBi  3amadi | scientific problems of information security and/or

indopmanifiHoi Oezmekn Ta‘abo KibepOeslmekH 3
ypaxyBaHHAM BHMOT BIiTUHM3HAHHX Ta CBiTOBHX

CTaH/APTiB Ta KpalluX IPaKTHK.

cybersecurity, taking into account the requirements
of national and international standards and best
practices.

PH 21 BHKOPHCTOBYBaTH  METONH  HAaTYPHOTO,
dizFUHOTO 1 KOMIT'IOTEPHOTO MOMETIOBAHHA [IIA
MOCTI K eHH I TIPOIIECB, K1 CTOCVIOThCH
irdbopmanifHoi Oeszmexn Ta/abo KiGepOesmekH.

Use methods of natural, physical and computer
modeling to study processes related to information
security and/or cybersecurity.

PH 22 [ImanysaTH Ta BHKOHYBAaTH
eKCIIepHMeHTaNbHI 1 TeOpPeTHUHI JOCHiTEKeHHH,
BHCYBATH 1 IepeBipATH TilloTe3H, OOHparH I

UHOTO TIPHAATHI METOAM Ta  IHCTPYMEHTH,
3MiHCHIOBAaTH  CTAaTHCTHUHY oOOpoOKY  JaHHX,
OIIHIOBATH JOCTOBIPHICTB pe3yIhTaTiB

JOCTITAEeHb, apryMeHTYBaTH BHCHOBKH.

Plan and perform experimental and theoretical
research, formulate and test hypotheses, select
appropriate methods and tools, perform statistical
data processing, assess the reliability of research
results, and justify conclusions.

PH 23 ObrpyHTOBYBaTH  BHOIp  TIPOTPaMHOTO
3a0e3MleUyeHHA, YCTAaTKYBaHHA Ta iHCTPYMEHTIB,
IHKeHepHHX TEXHONOTIH i TpoleciB, a TaKoX
o0MeXeHb INOAO HHX B Tamy3l iH(opmaritHoi
Oeznexn Ta/abo KiGepOe3mekH HA OCHOBI CYUACHHX
3HAHb ¥ CYMiKHHX Taly31X, HAYKOBOI, TeXHIUHOI Ta
JOBIIKOBOI NiTepaTypH Ta IHIIIOI AOCTYIHOI
iHdbopMAITii.

To justify the choice of software, equipment and
tools, engineering technologies and processes, as
well as restrictions on them in the field of
information security and/or cybersecurity based on
current knowledge in related fields, scientific,
technical and reference literature and other available
information.

PH 24 OrmimropatH cTaH iHGOPMAIHHIX CHCTEM,
PO3MOMINATH TOCTYTH Oe3mekH 1 oOHpaTH
MeXaHizMH Oe3lMekH, BIPOBATEYBATH TeXHOMOTiuHI
pillleHHA  iHHOBANIMHOTO  XapakTepy  IIOAO
BHARIEHHA Ta OMOKYBAHHA 3arpo3 iHGOPMAITHHIM
pecypcam.

Assess the state of information systems, distribute
security services and select security mechanisms,
implement innovative technological solutions to
identify and block threats to information resources.

PH 25 3acTtocoByBaTH MeTOTHKH OO0
OINHIOBAHHA 3aXHINEHOCTI 00'eKTiB iH(opMAITitiHol
TiATRHOCTI Ta JepKaPHUX iH(POPMAIIHHIX pecypciB
Bifl HECAHKITIOHOBAHOTO JOCTYITY.

Apply methods for assessing the security of
information objects and state information resources
from unauthorized access.

PH 26 BHKOPHCTOBYBaTH  Pe3yNbTaTH  aHATi3y
KpallliX CBiTOBHX IMPaKTHK, CTAHTAPTIR i3 3aXHCTY
inbopmamii 1mpH  po3polii  KprIrTorpadiuHHX
CHCTEM 32axHcTy iHOpMAIii B  CHeI[aTbHHX
1H¢OPMALIHHO-KOMYHIKAIIHHIX CHCTeMAaX.

Use the results of the analysis of best international
practices, information security standards in the
development of cryptographic information security
systems in special information and communication
systems.

PH 27 3acTocoByBaTH cHeIliambHi (izHUHI AKOCTL
Ta BiHCHKOBO-TIPHENIATHI HABHUKH TIPH BHKOHAHHL
OOHOBHX 3aBTAHE.

To apply special physical qualities and military-
applied skills in the performance of combat
missions.

PH 28 3a0esmeuypatH Oe3lmeKy Ta  CTiHKICTE
00’ ekTiB KpHTHUHOI iHQpaCTPYKTYpH, 3amolirarTH
IposBaM HeCAHKI[iOHOBAHOTO BTPYUAHHI B iX
VHKITIOHYBAaHHA, TPOTHO3YBAHHA Ta 3aMo0iraHHA
KPH30BHM CHTyaIliAM Ha o00’eKTax KpHTHUHOL

Ensure the security and resilience of critical
infrastructure  facilities, prevent unauthorized
interference in their operation, forecast and prevent
crisis situations at critical infrastructure facilities.




iHQPACTPYKTYPH.

8 — PecypcHe 3a0ezneueHHs peanizanii nporpami / Resource provision for programme

implem

entation

Kaodpoee zabesn

euernna / Staffing

BimmoBiHO J0  KaJpoBHX  BHMOT  INOMO
3a0e3MeUyeHHA TMPOBKEHHI OCBITHBOI ifAMEHOCTL
I  BiATOBITHOrO  piBHA  BHINOI  OCBITH,
zareepmxkeHnx IloctaHoror KaGinery MiHicTpie
Vipaimu Big 30.12.2015p. Ne 1187 B umHHIMH
pemaxii.

Pearmizamia OCBiTHIX KOMIIOHEHT 32a0e3lMeuyeThCA
HayKOBO-TIeJATOTiUHHMH TTPAI[iBHHKAMH, AKi MATE

HAayKOBHH cTyImiHF Ta/al0 BUeHe 3BaHHA Ta
TMpaooTh 33 OCHOBHHM — MiclleM  po0OTH.
3amyuaroThcd 0 BHKIQAaHHA  TpodecifiHo-

OPIEHTOBAHUX [HCUHILNH (PaxiPIiB-PAaKTHKIE B
ramy3i KibepOesmeKH Ta 3aXHCTy iHdopuarrii.

In accordance with the staffing requirements for
ensuring the implementation of educational
activities for the relevant level of higher education,
approved by the Resolution of the Cabinet of
Ministers of Ukraine dated 30.12.2015 Ne 1187 in
the current version.

The implementation of educational components is
provided by research and teaching staff who have a
scientific degree and/or academic title and work at
their main place of work. Practitioners in the field
of cybersecurity and information protection are
involved in teaching professionally oriented
disciplines.

Muamepiarono-mexniune 3abeznevenns / Materiak-technical support

BigmopigHo [0 TeXHOIOTIUHHX BHMOT  IMOJO
MaTepiambHO-TEXHIUHOTO 3ale3leUeHHsI OCBITHROL
TIATEHOCTI BifTIOBITHOTO PiBHA BHINOI OCBITH,
zareepmxkeHnx IloctaHoror KaGinery MiHicTpie
Vipaimu Big 30.12.2015p. Ne 1187 B umHHIMH

pemaxii.
Jms 3a0e3NeueHHA OCBITHBO-TIpogecifiHoi
IpOTpaMH ~ BHKOPHCTOBYEOTHCA — MaTepialmbHO-

TexHiuHi Gazm: KIII im. Iropa Cikopceskoro; IC331
(HapUANHHHI CHTYaIiHHH IeHTp 3 KibepOesmmexH,
Tpyla pearyBaHHA Ha KOMII'IOTePHI iHIHJIEHTH,
creriamsHa mabopaTopif 3 TEeXHIUHOTO 3aXHCTY
irdopmarii); JepxapHOTO HeHTPY Kibep3axucTy Ta
KiGeprenrpy UA30 [lep&cIelsp’ A3Ky, IOTITOHH
TepuTopialb HHX BY3TiB YPAAOBOTO 3B’ A3KY.

In accordance with the technological requirements
for the material and technical support of educational
activities of the relevant level of higher education,
approved by the Resolution of the Cabinet of
Ministers of Ukraine of December 30, 2015,
Ne 1187 in the current version.

To ensure the educational and professional
program, the material and technical bases are used:
Igor Sikorsky Kyiv Polytechnic Institute; ISCIP
(cybersecurity training situational center, computer
incident response team, special laboratory for
technical information protection), State Center for
Cyber Defense and Cyber Center UA30 of the State
Special Communications Service; training grounds
of the Territorial Government Communication
Nodes.

Indhopmayitine ma naguanero-memodudne zabesnevenna / Information and methodological support of the

education

al process

BigmorifHo g0 BHMOT IMoA0 iHGOPMAIIHHOTO Ta
HABUATLHO-METOTHUHOTO 3a0es3IeueHHS OCBiTHELOI
TIATEHOCTI BiJMIOBITHOTO PiBHA BHINOI OCBITH,
zareepmxkeHnx IloctaHoror KaGinery MiHicTpie
Vipaimu Big 30.12.2015p. Ne 1187 B umHHIMH

pemaxii.

Kopuctypanna HaykoBo-TexHiuHOW Gi0TioTeKOR0
KIII iM. Trops CiKOpCEKOTO,
3araTbHOIHC THTYTCHKOL Ta CeKPeTHOI

oi6mioTexami 1C 331

In accordance with the requirements for
information and educational and methodological
support of educational activities of the relevant
level of higher education, approved by the
Resolution of the Cabinet of Ministers of Ukraine
0130.12.2015 No 1187 in the current version.

Use of the Scientific and Technical Library of Igor
Sikorsky Kyiv Polytechnic Institute, the general
institutional and secret libraries of the ISCIP.

9 — AkagemiuHa MoOLILHICTE / Academic mobility

Hayionanona kpedumna mobinonicmo / National credit mobility

ITporpama He Tependauae HAI[iOHATLHOI KpeHTHOL
MOOLTEHOCTI.

The program does not provide for national credit
mobility.

Mixcrapoora kpedumna smobinonicme / International credit mobility

MOXIHBICTh VKIAJAHHSI YTOJ TPO aKaJeMiuHy
MOOITBHICTE, PO TPHRANI MIXKHAPOIHI ITPOEKTH,
AKi TTepeI0avaroTh BRIHUeHe HABUAHHA 3100VBadiB

Possibility of concluding agreements on academic
mobility, long-term international projects that
provide for the inclusion of training for higher




BHIIOL OCBiTH (za TI'onoBH

JlepECIen3s’ J3KY ).

PpiTiieHHM

education applicants (by decision of the Head of the
State special communications service).

Haeguannsz inosemutx 3006yeayie euugol oceimu / Study of foreign applicants of higher e ducation

HapuanHg iHOZEMHHX 3000VBaUiB BHINOI OCBITH 22
JAHOK OCBITHRO-TIpo(ecifiHOK TpoTpaMoio  He
Tlepe0adeHo.

Training of foreign higher education students under
this educational and professional program is not
provided.

10 — ITponenypa NpHCEocHH Npodeciinnx keadigikanii / Procedure for awarding professional

qualifications

2. IIEPEJIIK OCBITHIX KOMIIOHEHTIB / EDUCATIONAL COMPONENTS

Popma

Kon / — : K EKTC/ i

C?)f[:le OcpiTHi KoMIToHeHTH / Educ ational components %eéméﬂae dits K?H?;yﬁoofgfs al
control form
OO00R’SI2K0RI (HOpMATHRHI) KoMnoHenTH / Required (standard) components
IMuka zaranbHol niaroroekH / General training cycle

3001 IHTemeKTyaTbHA BIACHICTE Ta AaTeHTO3HABCTBO 3 3aIK
Intellectual property and patent law credit

30 02 Cranuii iHHOBAIIfTHIH PO3BHTOK 4 3aMiK
Sustainable innovative development credit
ITpakTHUHHI Kypc 1HO3eMHOI MOBH A ALTOBOL

30 03 KOMyHIiKaIlii 3 3aMiK
Practical foreign language course for business credit
communication

Muka npodgeciiinol nigroroekH / Professional training cycle

o 1 dizMuHe BHXOBAHHA 4 3aMK
Physical education credit
TexHomorii BHABTEHHA Ta ONOKYBAHHT 3aTP03 AePAKaBHHM
iHbopMAIT HHIM pecypcaM B iHGOpPMATIIHHO-

o 2 KOMyHIKaI[ifTHIX cCHCTeMaXx 4 3aMiK
Technologies for detecting and blocking threats to state credit
information resources in information and communication
systems
TexHomorii BHABTEHHA Ta ONOKYBAHHT 3aTP03 AePAKaBHHM
iHbopMAIT HHIM pecypcaM B iHGOpPMATIIHHO-

KOMyHIKaI[ifTHIX cCHCTeMaXx

o3 Kypcora pobota 1 3aMK
Technologies for detecting and blocking threats to state credit
information resources in information and communication
systems
Course work
MeTomm moSYI0BH Ta aHATI3Y CHMETPHUHIX

[O4 | KPHITTOCHCTeM 3 3aIK
Methods of construction and analysis of symmetric credit
cryptosystems

os MaTeMaTHUHI METOMH OITTHMI3AIlli Ta MOEIOBAHHA 6 eK3aMeH
Mathematical methods of optimization and modeling exam

o6 PH3HK-MeHeKMeHT KPHTHYHOI iHQPacTpyKTYpH 5 eK3aMeH
Risk management of critical infrastructure exam

MO 7 | MeTomomoriuHi 2acaii 3axucTy iHGopMaItii Bifl BHTOKY 5 eK3aMeH




TeXHIUHHMH KaHaTaMH exam
Methodological principles of information protection against
leakage through technical channels
oS BuxoHAHHA MaricTepchKOi HcepTaIrii 14 3AXHCT
Execution of the master's thesis defense
IIpakTHEH / Practices
KiGepuapuaHHa 3aMK
o9 Cyber training 3 credit
o 10 Excrnimyararmitfina mpakTHKA 3 3aMK
Operational practice credit
o 11 B1_H_CLK0]3_=e CTaXyBaHHA 9 3amiK
Military internship credit
Budipkori komnonenTu / Elective components
Muka npodgeciiinol nigroroekH / Professional training cycle
B 1 Bubiprora mucmmmiiza 1 3 @-Karamory 4 3aMiK
Elective Subject 1 from P-Catalogue credit
0B 2 Bubiprora mucimmmiza 2 3 @-Karamory 5 3aMiK
Elective Subject 2 from P-Catalogue credit
B 3 Bubiprora mucimmiiza 3 3 @-Karamory 4 3aMiK
Elective Subject 3 from P-Catalogue credit
B 4 Bubiprora mucimmiiza 4 3 @-Karamory 5 3aMiK
Elective Subject 4 from P-Catalogue credit
B 5 Bubiprora mucimmiiza 5 3 @-Karamory 5 3aMiK
Elective Subject 5 from P-Catalogue credit
3ararbHHH 00CAT 000B’ IBKOBHX KOMIIOHEHTIB / 67
Total volume of the required components:
3aranbHuU 00cAT BUGI PKOBHX KOMITOHEHTIB / 23
Total volume of the elective components:
OGC AT OCBITHIX KOMITOHEHTIB, IO 3a0e3MeuyIoTh 3700y TTA KOMIIe TeHTHOCTEH
BH3HAYeHUX CTAHAAPTOM BHIIOI OCBITH / 63
Total volume of the educational components aimed at acquisition of competencies
specified in the Higher Education Standard
3ATAJBHUM OBCAT OCBITHLOI ITIPOT'PAMU / 90

TOTAL VOLUME OF THE EDUCATIONAL PROGRAMME




3. CTPYKTYPHO-JIOI'TUYHA CXEMA OCBITHBOI ITPOI'PAMH / STRUCTURAL AND
LOGICAL SCHEME OF THE EDUCATIONAL PROGRAMME

| cemectp / | semester

|
I
I
I

1

___ NN cemectp / Il semester

MpakTH4HKUiA Kypc IHO3EMHOI MOBM ANR AiN0BOI KOMYHIKaL
Practical foreign language course for business communication

|

|

|
1--

|

|

|

Il cemecTp / IIl semester

!

Bificokose
CTaMyBaHHA
Military internship

Disnune sxosanna [/ Physical education

L

IHTENeKTyanbHa BNACHICTD Ta
NaTeHTOSHaBCTBO
Intellectual property and patent law

TexHonorii BUABNEHHA Ta BNOKYBAHHA
3arpos aepHasHum IHdopMmauinHum
pecypcam B indpopmauifiro-
KOMYHIKaUIfHUX cHCTeMax
Technologies for detecting and
blocking threats to state information
resources in information and
communication systems

Crannin IHHOBaUIMHMIA
PO3BUTOK

Sustainable innovative
development

Ki6epHasuauns [ Cyber training

| Kypcoea pobora / Course work

MeToan nobyaosw Ta aHanisy
CHMETPUYHNX KPUNTOCHCTEM
Methods of construction and analysis
of symmetric cryptosystems

MartemartuuHi meToan onTUmisauil Ta
MOAENIOBAHHA
Mathematical methods of
optimization and modeling

PU3HK-MEHELMMEHT KPUTHUYHOI
iHppacTpyKTYPH
Risk management of critical
infrastructure

O N e e e el e e T e e e e [ e B2

MerogonorisHi 3acagm saxucry
inpopmauii Big suTOKY
TEXHIMHHUMM KaHanamm

Methodological principles of

information protection against
leakage through technical
channels

Excnnyatayifiva npaxTuxa

Operational practice

ff!?tﬁlpm:u Ancunnnina 13 ®-Karanory |
Elective Subject 1 from P-Catalogue
Bubiprosa gucumnaina 2 3 ®-Katanory
| Elective Subject 2 from P-Catalogue
Bubipxosa gucumnaina 3 3 ®-Haranory
Elective Subject 3 from P-Catalogue
Bubipwosa gucunnaina 4 3 ®-Katanory
Elective Subject 4 from P-Catalogue
Bubipxosa gucunnaina S 3 ®-Katanory

L M.Sgymsw_m%

Bubipkoei komnonernmu

SISIHL SHILSYN FHL 40 NOILND3X3

1IMY1d3dNT

BEHHYHOXMWA

IOX92d3LDIIVIN




4. POPMA ATECTAIIII 3JOBYBAUIB BUIIOI OCBITH / THE FORM OF
ATTESTATION FOR DEGREE PURSUERS

AtecTaria 3m00yBauiB BHINOI OCBITH 32 OCBiTHRO-TIpodecifiHoK TporpaMoro «besleka JepKaBHHX
iHbOPMAIHHIHX pecypciB» 3AiHCHIOETECA ¥ ¢dopMi MyOmuHOTo 3axHcTy KpamdikamitiHoi poOoTH, 1Mo
3a0esedye OI[iHIOBAaHHS MAOCATHEHHSA pPe3yIbTaTiB HABUAHHA, BH3HAUEHHX OCBITHBOI IIPOTPaMOI0 Ta
3aBepIIyeThCcA BHIAUEH0 JTOKyMeHTa BCTAaHOBIEHOTO 3paska Ipo IPHCYIKeHHA HOMy CTyIeHS MaricTpa 3
TIPHCBOEHHAM OCBITHROI Kpamidikarii: marictp 3 kiGepOesmekn Ta 3axXHCTy iH(oOpMAIii, 3a OCBITHBO-
mpodrecitiHor mporpamoro «besleka fepxKaPHHX iHQOPMAIHHIX pecypcipy.

Keami dixaritina pobora mMae mepeadauaTH po3B’3aHHA CKIAMHOI 3a/adi JOCKITHHIBKOTO Ta/abo
iHHOBaIifiHOTO XapakTepy v cdepi kibepOezmexu Ta zaxucTy iHGopmarii. Keamidikamitina poSota He
TIOBHHHA MiCTHTH aKaJIEMIiUHOTO Tmariary, ¢anscudikarii, dhadprkarri.

Keami dixaritina pobora mepeBipAeThCA HA IATIAT Ta INCHA 3aXHCTY PO3MIIIYETHCA B HABUANBHIH
6ibmiorerii IC331 KIII im. Iropa CiKopchbKOTO B apXiBi HAYKOBHX Ta OCBITHIX MaTepiamiB A4 BiITEHOTO
JTOCTYITY.

ATecTamifa 3AiHCHIOETECA PBiAKpHTO 1 myOmiuHO. Alle, AKIIO Keamidikarifima poOoTa MiCTHTH
iHbopMalito 3 o0MeXKeHHM TOCTYIIOM, TO 3aXHCT IPOBOAMTECA B 3aKPHTOMY pPeXHMI 3 HEYXHIBHHM
JOTPHMAHHAM i BHKOHAHHAM BHMOT UHHHOTO 3aKOHOMABCTBA 00 30epekeHH cIyXGOBOI Ta JepAKaBHOL
TAECMHHIIL .

Certification of higher education applicants in the educational and professional program «Security of
State Information Resources» is carried out in the form of a public defense of qualification work, which
provides an assessment of the achievement of learning outcomes defined by the educational program and
ends with the issuance of a document of the established form on awarding a master's degree with the award
of an educational qualification: Master of Cybersecurity and Information Protection, in the educational and
professional program “Security of State Information Resources™.

The qualification work must involve solving a complex research and/or innovation task in the field of
cybersecurity and information protection. The qualification work must not contain academic plagiarism,
falsification, or fabrication.

The qualification work is checked for plagiarism and after defense is placed in the educational library
of the Igor Sikorsky Kyiv Polytechnic Institute in the archive of scientific and educational materials for free
access.

Certification is carried out openly and publicly. However, if the qualification work contains
information with limited access, the defense is conducted in a closed mode with strict observance and
fulfillment of the requirements of current legislation on the preservation of official and state secrets.



5. MATPHITA BIAIIOBITHOCTI IPOT' PAMHUX KOMIIETEHTHOC TEH
KOMIIOHEHTAM OCBITHBOI ITPOI'PAMI / COMPLIANCE MATRIX OF
PROGRAMME COMPETENCIES WITH PROGRAMME COMPONENTS

301

302

303

1101

o2

103

104

105

IIO6

o7

108

o9

IIoO10

I1o11

Kd1

Kd2

Kd3

Kd4

K®5

Kdb

K7

Kd8

Kd9

Kd10

Kd11

Kdi12

Kd13

Kd14

Kd15




6. MATPHUILA SABE3IIEYEHHA ITPOI'PAMHHX PE3YJIbTATIB HABUAHHA
BIJAIIOBITHUMHI KOMIIOHEHTAMI OCBITHBOI ITIPOT'PAMHE / COMPLIANCE
MATRIX OF PROGRAMME LEARNING OUTCOMES WITH PROGRAMME

COMPONENTS
301 | 302 | 303 | 1101 | ITO2 | IIO3 | ITO4 | ITOS | T106 | ITO7 | ITO08 | TI09 | ITO10 | TTO11
PH1 + + + + + + +
PH2 + + + + + + + + +
PH3 + + + + + +
PH4 + + + + + + +
PHS + + + T n +
PH6 + + + + + + + +
PH7 + + + + +
PHS + + + + +
PHY + + + + + +
PH10 + + + + + + +
PH11 + + + + +
PH12 + + + + +
PH13 | + + + + + +
PH14 + + + +
PH1S | + + + + + +
PH16 + + + + +
PH17 | + + + + + +
PH18 | + + + + +
PH19 + + + +
PH20 + + + + +
PH21 + + + + + + +
PH22 | + + + + + + + +
PH23 + + +
PH24 + + + +
PH25 + + + +
PH26 + + + +
PH27 + +
PH28 + + + + + +




