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INPEAMBYJIA / PREAMBLE
PO3POBJIEHO / DESIGNED:

KepiBank pobouoi rpymu / Head of the project team:

Konomoneyv Muxona Mukoaaiioguu, kanouoam mexuivnux Hayx, ooyenm, ooyenm Cneyianvhoi kagheopu
Ne [ IC331 KIII im. leopa Cixopcewvroco/Mykola Konotopets, candidate of technical sciences, associate
professor, associate professor of the Special department No 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic
Institute.

Unenu pobouoi rpynu / Project team members:

T'onv Braoucnas JImumposuu, kanouoam mexHiuHux Hayk, npogecop, 3asioysau Cneyianvroi kageopu Ne [
1C331 KIII im. leops Cikopcoroeo / Viadyslav HOL, candidate of technical sciences, professor, head of the
Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

leanuenxo Cepeiti Onexcanoposuy, 00Kmop mexuiuHux Hayk, npogecop, npoghecop Cneyianvhoi kagedpu Ne
1 1C331 KI1I im. l2ops Cixopcvroeo / Serhii Ivanchenko, doctor of technical sciences, professor, professor of
the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Onexciuuyk Anmon Muxkonaiioguy, 0OKmop mexHiunux Hayx, npogecop, npogecop Cneyianvroi xagedpu Ne
1 1C331 Kl im. leops Cikopcwroeo /Anton Oleksiichuk, doctor of technical sciences, professor, professor of
the Special department No [ ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.

Camoiinog leop Bonooumuposuu, kanouoam mexuiunux nayk, ooyeum, doyenm Cneyianvhoi kageopu Ne |
1C331 KIII im. leops Cikopcokozo / Ihor Samoilov, candidate of technical sciences, associate professor,
associate professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.
Cmopuax Aumon Cepeitiosuy, Kanouoam MmexHiYHux Hayk, ooyeum, ooyeum Cneyianvroi xagedpu Ne 1
1C33I KIII im. leopss Cikopcokoeo /Anton Storchak, candidate of technical sciences, associate professor,
associate professor of the Special department Ne 1 ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.
lsanoe Amopit Bacunvosuu, xanouoam mexHiYHUX Hayk, y posnopsocenni Ionosu [lepoicagnoi ciyacou
cneyianbHo2o 38 ’A3Ky ma 3axucmy iHgpopmayii Yxpainu / Andriy Ivanov, candidate of technical sciences, at
the disposal of the Head of the State Service for Special Communications and Information Protection of
Ukraine.

Muwenina Anvona leopieua, kypcammka mazicmepcbkozo Kypcy (cneyianvhicmou: F5 Kibepbesnexa ma
saxucm ingpopmayii) 1C331 KIII im. leops Cixopcoroeo / Myshenina Alyona lhorivna, master's degree cadet
(speciality: F5 Cybersecurity and data protection) ISCIP of the Igor Sikorsky Kyiv Polytechnic Institute.
JIyk’sanuyk €eeen Onexcanoposuy, Kypcanm 6axanaepcokozo xypcy (cneyianvhicms: F5 Kibepbesnexa ma
saxucm inghopmayii) IC331 KIII im. leopa Cixopevkoeo / Myshenina Alyona Ihorivna, bachelor's degree
student (speciality: F5 Cybersecurity and data protection) ISCIP of the Igor Sikorsky Kyiv Polytechnic
Institute.

NOroaXXEHO / AGREED:

HayxoBo-metoanyuHa koMicis yHiBepcuTeTy 31 cnemianbHocTi F5 KibepOesmeka Ta 3axuct iHpopmamii (s
IC33I) / The Scientific and Methodological Commission of the University on specialty F5 Cyber security
and data protection (for ISCIP) (mpoTtoko:n / minutes of meeting No  Bin / dated 20 )
Tl'onoBa HMKY- F5 (s IC331) / Head of the SMCU- F5 (for ISCIP)

Bnagucnas ['ons / Vladyslav HOL

Meronununa paza KIII im. Iropst Cikopebkoro / The Methodological Council of Igor Sikorsky Kyiv
Polytechnic Institute (mpoToxon / minutes of meeting Ne  Bix / dated 20 )
TonoBa Metoanunoi panu / Head of the Methodological Council

Tersina )KEJIACKOBA/ Tatiana ZHELIASKOVA
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BPAXOBAHO / CONSIDERED:

1. 3axon Yxpainu 6io 27.03.2025 Ne 4336-IX., “IIpo enecenns 3min 00 Oesaxux 3aKomié Ykpainu uo0o
saxucmy iHgopmayii ma xibepzaxucmy OepicagHux iHGopmayiinux pecypcis, 00'ekmie KpumuuHoi
inghopmayitinoi  ingpacmpyxmypu”.  https://cip.gov.ua/ua/news/perelik-normativno-pravovikh-aktiv-na-
vikonannya-zakonu-4336-ix.

2. Posnopsooicenns Kabinemy Minicmpie Yxpainu 6i0 3 epyons 2025p. Ne 1383-p. Kuis. “Ilpo
3aMEepONCeH s ONepayiiHo2o Niany 3axodie 3 peanizayii y 2025-2028 poxax Cmpamezii po3sumky euujoi
ocsimu 6 Yxpaini na 2022-2032 poxu ma énecennsi 3min 0o Cmpamezii po3eumxy euwjoi oceimu 6 Yxpaiui na
2022-2032 poxu.” https://zakon.rada.gov.ua/laws/show/1383-2025-%D1%80#Text .

3. Haxaz Minexonomixu 6io 13.12.2024 Ne 27751 “Ilpo szameepoocenns 3Iminu Ne 14 0o mayionanvbroeo
knacugpixamopa J[K 003:2010. hitps://me.gov.ua/view/074d6e7(-41e2-4bfc-8e77-31d110cacc90.

4. Haxasz Aominicmpayii /lepacasnoi ciyocou cneyianbHoeo 36 53Ky ma 3axucmy ingopmayii Yepainu 6io
29.12.2025 Ne865 “Ilpo 3ameepoocenns npogheciinux cmanoapmie y cghepi 3axucmy KpumuiHoi
ingpacmpyxmypu”.

5. Hocmanosu Kabinemy Minicmpis Yxpainu 6io 31 epyous 2025 poxy Ne 1799 “Ilpo s3ameepOdicerns
Hopsioky  oyinweanusi cmawny Kibepzaxucmy IHOOPMAYIUHUX, —EIEeKMPOHHUX — KOMYHIKAYIUHUX — md
IHGOPMAYTTIHO-KOMYHIKAYIUHUX cucmeM, 00 €kmie Kpumuunoi iHpacmpykmypu, 00’€kmie KpumuyHoi
inhopmayitinoi iHgpacmpykmypu”. https.://cip.gov.ua/ua/news/uryad-zatverdiv-novii-porvadok-
ocinvuvannya-stanu-kiberzakhistu

6. Posnopsoocenns Minicmepcmea oceimu i unayku Yxpainu Hayionanvnuil mexuiunuii yHigepcumem
Yrpainu «Kuiscoxuii nonimexniynuti incmumym imeni leops Cikopcwvrozoy (KIII im. Ieopsa Cikopcbkozo) 6i0
21.11.2025 Ne PI1/400/25. “Ilpo wopiunuii monimopune ma oHoslienHs oceimuix npoepam KIII im. leops
Cixopcbkozo”.

1. Law of Ukraine dated 27 March 2025 No. 4336-1X, “On Amendments to Certain Laws of Ukraine
Regarding Information Protection and Cyber Protection of State Information Resources and Critical
Information Infrastructure Facilities. " https.//cip.gov.ua/ua/news/perelik-normativno-pravovikh-aktiv-na-
vikonannya-zakonu-4336-ix.

2. Decree of the Cabinet of Ministers of Ukraine dated 3 December 2025 No. 1383-r. Kyiv. “On approval of
the operational plan of measures for the implementation in 2025-2028 of the Strategy for the Development of
Higher Education in Ukraine for 2022-2032 and amendments to the Strategy for the Development of Higher
Education in Ukraine for 2022-2032.” https.//zakon.rada.gov.ua/laws/show/1383-2025-%D1%80#Text .

3. Order of the Ministry of Economy dated 13 December 2024 No. 27751 “On Approval of Amendment No.
14 to the National Classifier DK 003:2010”. https://me.gov.ua/view/074d6e7f-41e2-4bfc-8e77-
31d110cacc90.

4. Order of the Administration of the State Service for Special Communications and Information Protection
of Ukraine dated 29 December 2025 No. 865 “On Approval of Professional Standards in the Field of
Critical Infrastructure Protection”.

5. Resolution of the Cabinet of Ministers of Ukraine No. 1799 dated 31 December 2025 “On Approval of
the Procedure for Assessing the State of Cyber Protection of Information, Electronic Communication and
Information and Communication Systems, Critical Infrastructure Facilities, and Critical Information
Infrastructure Facilities.” https://cip.gov.ua/ua/news/uryad-zatverdiv-novii-porvadok-ocinyuvannya-stanu-
kiberzakhistu.

6. Order of the Ministry of Education and Science of Ukraine National Technical University of Ukraine
“Igor Sikorsky Kyiv Polytechnic Institute” (Igor Sikorsky KPI) dated 21 November 2025 No. RP/400/25.
“On the annual monitoring and updating of educational programmes at Igor Sikorsky KPI”.
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EBOJIIOIA OCBITHBOI TIPOT'PAMMU / EVOLUTION OF THE EDUCATIONAL
PROGRAMME:

2016 pix — 3anouamxoeano OIl besnexa Oepcagnux iHopmayiiHux pecypcié 3 Memor ni02omoseKu
8UCOKOK8ANiQIKosanux ¢haxisyie cmynens suwoi oceimu Oaxanasp 0as Npo@eciinoi OisibHOCmI HA
nocaoax opeawrie ma niopo30inie /lepoccneyss sizKy.

2019 pix — onosnenns Ol 3 memoio 8paxyeana.

Hakasy Minicmepcmea ocgimu i nayxu Yrpainu Nel074 6i0 4 swcosmua 2018 poky npo 3ameepodceHHs
Cmanoapmy euwoi oceimu 3a cneyiarvhicmio 125 «Kibepbesnexa» eanysi suanv 12 «lnpopmayiini
MeXHON02ILY 071 neputo2o (0aKanaspcbko2o) pieHs UOi 0C8imu.

2023 pix — onoenenns Oll 3 memoio epaxysanms:

Ilocmanosu Kabinemy Minicmpie Ykpainu 6i0 16 epyous 2022 poxy Ne 1392 «llpo enecenns 3min 00
nepeniKy eanyseil 3HAHb [ CheylanibHOCmel, 3a SAKUMU 30IUCHIOEMbC NI020mosKa 3000ysauie euujoi
oceimuy,;

Haxazy Minicmepcmea Exonomixu Ykpainu (Minexonomixu) 6io 29 epyous 2022 poxy Ne 5573 «Ilpo
sameepOxcennuss  3minu  Ne Il 0o  mayiowamvHoco — knacugpikamopa K  003:2010».
https://zakon.rada.gov.ua/rada/show/v5573930-22#n5;

Haxkas Minicmepcmea Exonomixu Yxpainu (Minexonomixu) 6io 25 ocoemus 2021 poxy Ne 810-21 «llpo
sameepOxcennss  3minu  Ne 10 0o  mayionanvmoeo  knacugpixamopa K  003:2010.
https://zakon.rada.gov.ua/rada/show/v0810930-21#n45;

Hocmanoeu Kabinemy Minicmpie Yxpainu 6i0 19 mpaeus 2021 poxy Ne 497 « Ilpo amecmayiio
3000ysauie cmynens ¢haxoeoi nepedsuwoi oceimu ma CmMyneHid GUWOI O0CBIMU HA NEPULOMY
(baxanaspcokomy) ma Opyeomy (MacicmepcbKomy) pisHax Y  Gopmi  €0uH020  0epAHCcasHO20
Keanigixayitinozo icnumyy. https://zakon.rada.gov.ua/laws/show/497-2021-%D0%BF#Text,

Haxazy Aominicmpayii’ /lepoicaénoi ciysicou cneyianbroeo 36 ’s3xy ma 3axucmy inghopmayii Ypainu 6io 19
cepnus 2021 poxy Ne 507 «Incmpyxyis npo nopsaook opeanizayii nposedeHHs: NpaKmuyHoi ma 8iticbKo8o-
npogecitinoi’ niocomosku 3000ysauie euwoi ocgimu 6 3ax1adi oceimu JlepicasHoi cayicou cneyianbHoco
38 ’A3Ky ma 3axucmy ingopmayii Yepainuy.

2024 pix — onoerenns Ol 3 memoio 8paxysamnms:

Tlocmanoeu Kabinemy Minicmpie Yxpainu 6io 15 epyous 1997 poxy Ne 1410 «Ilpo mpawncgopmayiio
cucmemu 8ilicbKo8oi ocsimuy (i3 3minamu, enecenumu 32i0no 3 Ilocmanosorwo KM Nel490 sio 30.12.2022
poky. Habpana yunnocmi 6io 04.01.2023). https://zakon.rada.gov.ua/laws/show/1410-97-%D0%BF #Text
Haxkasy Minicmepcmea Oboponu Ykpainu 6i0 15 nmiomoeo 2024 poxy Ne 120 «Ilpo 3ameeposcenis
Honoocenns npo ocobaugocmi opeanizayii 0Cc8IMHbO20 NPOYeCy y GUUUX BIlICLKOBUX HABUALLHUX 3AKAAOAX
Minicmepcmea 06oponu Yxpainu, 6iliCbKOSUX HABYANLHUX NIOPO30INAX 3AKAA0I8 8UWOL 0CBIMU, 3AK1A0AX
ghaxoesoi nepedsuwyoi siticokosoi oceimuy. https://zakon.rada.gov.ua/laws/show/z0453-24#Text

Haxa3zy Aominicmpayii' Jlepacasnoi ciyscou cheyianbrHoeo 368 13Ky ma 3axucmy ingopmayii’ Yrpainu 6io 23
ciuna 2024 poxy Ne 38.

Ipoexmy naxazy MOH Ykpainu «Ilpo enecenns 3min 00 Oeskux Cmanoapmie euujoi oceimuy, a came 8
yacmuni OONOGHEHHS NePeiKy 3a2albHUX KOMnemeHmHocmetl 8 nyHKmoMm. hitps://mon.gov.ua/news/mon-
proponue-do-gromadskogo-obgovorennya-proekt-nakazu-pro-vsesennyva-zmin-do-devakikh-standartiv-
vishchoi-osviti

Posnopsaoocenns KASIHETY MIHICTPIB YKPAIHU 6io 18 acosmus 2024 p. Ne 1021-p Kuis. «IIpo
3ameepodcen s NIaHy 3axo0ie 3 peanizayii Konyenyii pechopmysanns [epoicasnoi cuyoicou cneyiaibHozo
38'a3xy ma 3axucmy ingpopmayii Yxpainu na 2024-2025 poxuy. hitps.//zakon.rada.gov.ua/laws/show/1021-
2024-%D 1 %80#Text.

Haxkazy Minicmepcmea oceéimu i nayku Ykpainu Nel547 6io 29 ocoesmua 2024 poxy npo enecenns 3min 00
Cmanoapmy euwoi oceimu 3a cneyianvnicmio 125 «Kibepbesneka» eanysi 3uanv 12 «Iugopmayiiini
mexHoNo2ily Ons  nepwioeo  (0akanaspcvkozo) pisHs  euwoi  oceéimu.  hitps://mon.gov.ua/static-
objects/mon/sites/1/vishcha-osvita/zatverdzeni%20standarty/2024/30-10-2024/125-kiberbezpeka-bakalavr-
1547-vid-29-10-2024.pdf

2025 pix — onoenenns Ol 3 memoio 8paxysanms:

Haxazy Minicmepcmea oceimu i uayku VYrpainu e6io 19.11.2024 Ne 1625. «llpo ocobausocmi
3anposaoddiceHHs 3MIH 00 nepeniKy 2any3ell 3HaHb I cneyiarbHoCmel, 3a AKUMU 30ILCHIOEMbCS Ni020MOBKA
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3000y8auis suwoi ma gaxoeoi nepedsuwioi oceimu, zameepodiceHux nocmanosoio Kabinemy Minicmpis
Yxpainu 6io 30 cepnua 2024 poxy Ne 1021. https://zakon.rada.gov.ua/laws/show/z1833-24#Text.

2026 pix — onoenenns Ol 3 memoio 8paxysanms:

1. 3axon Vxpainu 6io 27.03.2025 Ne 4336-1X, “Ilpo enecennss 3min 00 Oesaxux 3aKoHie Ykpainu ujo0o
saxucmy iHgopmayii ma Kibepzaxucmy OepaicasHux iHpoOpmayitinux pecypcie, 00'€kmie KpumuuHoi
inghopmayitinoi  ingppacmpyxkmypu”.  https://cip.gov.ua/ua/news/perelik-normativno-pravovikh-aktiv-na-
vikonannya-zakonu-4336-ix.

2. Posnopsoocenns Kabinemy Minicmpie Ykpainu 6i0 3 epyows 2025p. Ne 1383-p. Kuis. “Ilpo
3ameepodicelHs. onepayitinozo niary 3axodis 3 peanizayii y 2025-2028 poxax Cmpamezii po36umiy euujoi
oceimu 6 Yxpaini na 2022-2032 poxu ma enecenns smin 0o Cmpamezii po3e6umxy euujoi ocgimu 8 Yxpaini na
2022-2032 poxu.” https://zakon.rada.gov.ua/laws/show/1383-2025-%D 1%80#Text

3. Hakaz Minexonomixu 6io 13.12.2024 Ne 27751 “Ilpo 3ameepooicennss 3minu Ne 14 0o nayionanvhoeo
xkracugpixamopa JIK 003:20107. hitps://me.gov.ua/view/074d6e7f-41e2-4bfc-8e77-31d110cacc90.

4. Hakaz Aominicmpayii Jepowcasnoi ciyscou cneyianvnozo 36°s13Ky ma 3axucmy ingopmayii Yepainu 6io
29.12.2025 Ne865 “Ilpo 3ameeposcenns npoghecilinux cmaunoapmie y cghepi 3axucmy KpumudHoi
inppacmpyxmypu”.

5. Hocmanosu Kabinemy Minicmpis Ykpainu 6i0 31 epyons 2025 poxy Ne 1799 “Ilpo 3ameepooicentis
Tlopsioxy oyiniosanns cmawny Kibepzaxucmy IHOOPMAYIUHUX, eIeKMPOHHUX KOMYHIKQYIUHUX —ma
iHopmayiliHO-KOMYHIKAYIUHUX cucmem, 00 €kmie KpumuuHoi iHgpacmpykmypu, 00 €Kmie KpumuuHoi
inpopmayiiinoi ingppacmpyxmypu”. https://cip.gov.ua/ua/news/urvad-zatverdiv-novii-poryadok-
ocinyuvannya-stanu-kiberzakhistu.

Bynu eneceni 3minu:

2019 pix — 6i0nogiono egedenozo Cmandapmy euwoi oceimu 3a cneyianvHicmio 125 «Kibepbesnexay
eanysi 3nans 12 «luopmayiiini mexnonoeiiy 0na neputozo (bakanaspcbko2o) piHs uwioi ocgimu.

2023 pix — 3mina Ha38U cneyianbHOCmi, 3a K010 30IUCHIOEMbCA NI020MOBKA 3000y8ayie suwoi oceimu 3
125 «Kibepbesnexay na 125 «Kibepbesnexa ma 3axucm inghopmayiin.

— 3minu nos’szami 3 ymecemmam 0o posoiny 5 «KJIACHU®PIKALIA ITPODECIH» nayionanvnozo
kracugixamopa K 003:2010 6 npogpeciiinux nazeéax pobim yneceHo: ¢haxigeyv 3 peacy8aHHs HA
iHyudenmu Kibepbesnexu, ¢haxieeyvb 3 mexuiuHo2o 3axucmy iHgopmayii, gaxieeyv 3 Kpunmozpa@ivHo2o
saxucmy ingopmayii, haxieeyv cghepu 3axucmy ingopmayii;

— amecmayiio 3000y8auig cmyneHs uwoi oceimu Ha nepuiomy (6akanaspcbkomy) pieHi nposooumu y
Gopmi eounozo deparcasrno2o Keanigikayitno2o icnumy;

— 3MIHU NOB’A3aHI 3 NOPAOKOM Op2aHizayii ma NpoBeOeHHAM HABYANLHOI NMPAKMUKU mda GICLKOBO20
CMacicy8anus 0isi 3000y8auie CMyneHs suwjoi 0ceimu Ha nepuomy (6axaiaspcokomy) pieHi 6 3axiadax
lepotcasnoi cayacou cneyianviozo 36 3Ky ma 3axucmy ingopmayii Yepainu.

2024 pix — 6ionosiono oo Ilocmanosu Kabinemy Minicmpie Yxpainu 6io 15 epyous 1997 poxy Ne 1410
«lIpo mpancgopmayiro cucmemu 8ilicbko6oi ocgimuy (i3 sminamu, necenumu 32iono 3 Illocmanosoro KM
Ne1490 gio 30.12.2022 poxy. Habpana wunnocmi 6io 04.01.2023).

— 3MiHU no8 s3ani 3 peanizayicio Konyenyii mpancghopmayii cucmemu 8iticbkoeoi oceimu ma 66e0eHHIM
HA MAaKmMuyHOMY pIGHI GIliICbKOBOI 0C8ImuU Yy GUWUX GIUCHKOGUX HABUAILHUX 3AKIAOAX, BIUCLKOGUX
HAasuanbHuxX niopo3oinax 3axnadie suwoi oceimu Kypcie npogeciinoi gilicbkogoi ocsimu 6azoeoeo (L-1A4)
ma gaxosoeo (L-1B);

— 6ionosiono 0o Haxazy Minicmepcmea Oboponu Ykpainu 6i0 15 momoco 2024 poxy Ne 120 «llpo
s3ameepoxcents llonooicenus npo ocobausocmi opeaizayii oc8imHb020 Npoyecy y GUUUX BIUCHKOBUX
HasuanbHux saxaadax Minicmepcmea ob6oponu Ykpaiuu, GiiCbKOBUX HABUAILHUX NIOPO30inax 3aK1adié
sUWOT 0ceimu, 3aKAA0AX Paxos8oi nepedsunyor ilicbKo8oi 0ceimuy,;

— 3MIHU NOB’A3aHI 3 6NPOBAONCEHHAM GIUCLKOBO-NPOPECIUHUX KOMNEMEHMHOCMel ma BiliCbKO8O-
CHeyianbHux KoMnemeHmHocmet, chneyupiuHux KOMHemeHmHocmet, SKi SUSHAUAIOMbCA NpogheciiHum
cmanoapmom  giticbkosoco gaxisys 36poinux Cun Yrpainu 3a 6ilicbKo80-001IiK080I0 CReYiaNbHICIIO
(cnopioneHumMu  GiticbKO80-00IIKOBUMU  CHEYIANbHOCHAMU) MA HeOOXIOHI 015 GUKOHAHHA CIYHCOOBUX
(6otiosux) @yHkyil Ha nocadi 3a NPUSHAYEHHAM 8 YMOBAX MUPHO20 YACYy Md 6 0CcoOausull nepiod i He


https://zakon.rada.gov.ua/laws/show/z1833-24#Text
https://cip.gov.ua/ua/news/perelik-normativno-pravovikh-aktiv-na-vikonannya-zakonu-4336-ix
https://cip.gov.ua/ua/news/perelik-normativno-pravovikh-aktiv-na-vikonannya-zakonu-4336-ix
https://zakon.rada.gov.ua/laws/show/1383-2025-%D1%80#Text
https://me.gov.ua/view/074d6e7f-41e2-4bfc-8e77-31d110cacc90
https://cip.gov.ua/ua/news/uryad-zatverdiv-novii-poryadok-ocinyuvannya-stanu-kiberzakhistu
https://cip.gov.ua/ua/news/uryad-zatverdiv-novii-poryadok-ocinyuvannya-stanu-kiberzakhistu
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NOBUHHI nosmoprogamu (0yon0eamu) KOMHEMeHmHOCMI, BUSHAYEH] ) 6I0NOBIOHUX CMAHOAPMAX U0,
haxosoi nepedsuwyoi oceimu 3a cneyiarbHOCMsaMu,

— 8i0nosiono 0o Haxkazy Aominicmpayii [lepoicagnoi cuyocou cneyianbhoco 383Ky ma 3axucmy
inghopmayii Yxpainu 6i0 23 ciuns 2024 poky Ne 38, 3minu nos’sszami 3 66edenHAM 6 Oit0 npogheciinux
cmanoapmie: Daxieeyv 3 peacysanHs Ha iHyudeHmu Kibepbesnexu, @axiseyvb 3 Kpunmozpagiunozo
saxucmy ingopmayii; Daxiseyb 3 mexuiuno2o 3axucmy iHpopmayii; Daxieeyv chepu zaxucmy
iH(hopmayii;

— 8i0n06IOH0 00 Oonoguenns ¢ Cmandapm euwoi oceimu 3i cneyianvnocmi 125 «Kibepoesnexay eanysi
snanb 12 «lnghopmayitini mexwnonoziiy 011 nepuioeo (baxanaspcvkoco) pieHs 6uwjoi  oceimu,
3ameepoxceno2o Hakazom Minicmepemesa oceimu i nayxu Yxpainu 6i0 04.10.2018 Ne 1074, noszuyii
«3azanvri komnemeumuocmiy po3oiny «lV. Ilepenix komnemenmuocmerl GUNYCKHUKA» NYHKMoM 8. Yunna
pedaxyis 6i0 29.10.2024;

— 3MiHU NO08’A3aHI 3 OONOBHEHHAM 00 3A2AlbHUX KoMHnemenmHocmell eunyckunuxa nyukmy «K3 8.
30amuicme yxeaniosamu piwienHs ma Oismu, OOMPUMYIOUUCL NPUHYUNY HENpUnycmumocmi Kopynyii ma
0y 0b-AKUX IHWUX NPOSBIE HEDOOPOUECHOCIY,

— 8i0no06iono 00 Posnopsdocenns Kabinemy Minicmpis Yrpainu 6io 18 socosmus 2024 p. Ne 1021-p Kuis.
“Ilpo 3ameepodicennss niaany 3axodie 3 peanizayii Kowyenyii peghopmysanus [lepacasnoi ciyxcou
cneyianbHoeo 38'a3Ky ma 3axucmy ingpopmayii Ypainu na 2024-2025 poxu”.

— 3MIHU NO8 SI3aHI 3 BNPOBAOICEHHAM BUMOE NPOGPECIIHUX CIMAHOAPMIE MA NPUBEOEeHHs 8 BIONOGIOHICMb 3
8UMO2aM BU3HAYEHUMU 6 8i0omocmsax 3 6a3 oanux ESCO (ECSF);

— 8i0n06ioHo 0o Haxaz Minicmepcmea oceéimu i nayxu Yxpainu Nel547 6io 29 ocosmusn 2024 poxy npo
6HeceHHs 3miH 0o Cmandapmy euwoi oceimu 3a cneyianvricmio 125 “Kibepbesnexa” eanysi snanv 12
“Ingpopmayitini mexnonocii’”” 0nst neputo2o (6axaia8pcvKo20) PisHs sUWOi oceimu,

— 3MIHU NOG’SI3aHI 3 BNPOBAONCEHMAM OHOBLEHUX NPOSPAMHUX KOMHEMEeHMHOCmel ma pe3yibmamis
HABYAHHSL.

2025 pix — 6ionosiono 0o Hakazom Minicmepcmea ocsimu i nayku Yxpainu 6io 19.11.2024 Ne 1625. “Ilpo
0COOIUBOCMI 3aNPOBAOICEHHSL 3MIH 00 NePeNiKy 2any3ell 3HAHb | CHeYIaIbHOCmel, 3a AKUMU 30IUCHIOEMbCS
nioeomoexa 3000y6auis euwoi ma @axoeoi nepedsuwoi ocsimu, 3ameepodiceHux nocmanogor Kabinemy
Minicmpie Ykpainu 6io 30 cepnns 2024 poxy Ne 10217

— 3MIHU NOB 'A3aHI 3 86e0eHHAM 8 0i10 HOBUX KOOi8 | HALLMEHYB8AHb CneYianbHOCMeEll.

2026 pix — 6i0nogiono 0o 3axowny Ypainu 6io 27.03.2025 Ne 4336-1X. “IIpo enecenuss 3MiH 00 OesiKux
3aKoHie YKpainu wooo 3axucmy iHgopmayii ma xibepzaxucmy O0epicasHux iHGopmayiliHux pecypcis,
00'exmie kpumuunoi inghopmayitinoi ingppacmpyxkmypu”.

— 3MIHU N0 SI3aHI 3 6NPOBAONCEHHAM KOMNIEKCHO20 MIOXi0y 00 YRPAGNIHHA PUUKAMU, Peasy8anHs Ha
Kibepsacposu ma po30yoosu npoghecininoi xibepcninonomu. [ns noguoi peanizayii Hopm 3axomy
nepedbaweno Nputinamms Hu3KU nio3akoHHux akmie — nocmanos Kabinemy Minicmpie ma naxazié
Aominicmpayii Jlepaccneyse sa3ky, AKi 0emanizyoms ma nposaoiCyioms to2o NOJONCEHHS HA NPAKMUYI.
— 6i0nogiono 00 Po3znopadocenus Kabinemy Minicmpie Ykpainu 6io 3 epyona 2025p. Ne 1383-p. Kuis.
“Ilpo 3ameepodicenns onepayilinoco niany 3axodie 3 peanizayii y 2025-2028 poxax Cmpamezii pozsumxy
suwoi oceimu 6 Yrpaini na 2022-2032 poxu ma eunecennsi 3min 00 Cmpamezii po3eumxy euwoi oceimu 6
Yxpaini na 2022-2032 poxu.”

— 3MIHU NOB A3aHI 3 3anposadxcennsIm onoerennam smicmy OK IIB3: “Ocnosu npoexmysanus yu@posux
3ac00i6” 3 66eOeHHAM 3aHAMb 3 HOGOI eany3i cywacHux mexHonoeiu — Inmepuem peuei abo loT, wo
8I0N06I0AE 3A60AHHIO CNPUAHHA GUKOPUCTIAHHIO THHOBAYIUHUX TEXHOO02I I HOGIMHIX 3ac00i8 HAGUAHHS 8
0C8IMHbOMY NpOYeci;

— 3MiHU nO8’A3aHi 3 3anpogaoddcenHam oHosneHuam smicmy OK Bl5: “Jlokymenmanvre 3abe3nedenHs
saxucmy 1 cmitikocmi KpumuyHoi iHppacmpykmypu”, wo 6iOnosioae 3a80aAHHI0 PO3GUMK) 3A2ATbHUX
KOMNemeHmMHOCmell, npaeogoi Kyaibmypu, pyxXx080i akmusHOCmi, CROpMy ma CMyOeHmcbKUux 3mMazaub,

— 3MIHU NOG SA3AHI 3 OHOBNEHHAM OPMYIIOBAHHA MemU 0CBIMHbO-NPOpecilinoi npoepamu, wjo 8ionosioac
3A60AHHAMU. NIOMPUMKU MIDCHAPOOHOT AKAOeMIUHOT MOOIIbHOCIE CIMYOeHMIB, A MAKONC HANPAGIeHHs HA
HAaBuaHHA 00 [HO3EMHUX YHieepcumemis, 2apMOHI3ayii CcmMpykmypu 6uwoi oceimu 6i0nogioHo 00
30008 ’s3aHb Kpain-uienie €8poneticbkoco Npocmopy euwoi oceimu, po3eUMKY HAYIOHAIbHOI cucmemu
keanighixayin, mpancpopmayii oceimu ¢ cexmopi Oeznexu ma 000poHU BIONOGIOHO 00 OOKMPUHATILHUX
nioxodie i npunyunie HATO.
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— gionoeiono 0o_Haxasz Minexonomixu 6id 13.12.2024 Ne 27751 “IlIpo szameepdocenns 3minu No 14 do
HayionanbHozo kracugikamopa IK 003:2010".

— 3minu noe’sizami 3 ymecemusm 00 posoiny 5 «KJIACHDIKAIIIA TTPO®ECIHy nayionanshozo
kaacugixamopa J[K 003:2010 6 npogeciiinux naszsax pobim yHecero: axiseys i3 3axucmy ma cmiukocmi
KpumuyHoi ingppacmpykmypu,

— 8i0nosiono 0o Haxkazy Aominicmpayii [lepoicagnoi cuyocou cneyianbHoco 383Ky ma 3axucmy
inghopmayii YVrpainu eio 29.12.2025 Ne865 “Ilpo 3ameepicenns npoghecitinux cmanoapmis y cpepi
3axucmy KpumuyHoi ingppacmpyxkmypu”.

— 3MIHU Nno8’s3amni 3 88edeHHAM 6 0ilo0 npoghecitinozo cmandapmy: “Daxiseysv i3 3axucmy ma cmiukocmi
Kpumuunoi inghpacmpyxmypu” 3 ypaxyeanusim ma npuseoeHHst 8 GiON0GIOHICMb 3 GUMOLAMU BUSHAYEHUMU
6 gidomocmax 3 6az Oanux ISCO/ ESCO (ECSF), wo niocumoe noszuyii OIIll y cnisenpayi 3
POOOMOOAsYAMU A MINCHAPOOHUMU NPOEKNAMU,

— 6i0nogiono 0o Ilocmanoeu Kabinemy Minicmpie Yxpainu 6io0 31 epyous 2025 poxy Ne 1799 “Ilpo
sameepOoxcennss  Ilopsoxy — oyinmwoeanuss  cmany — Kibepzaxucmy — IHOPMayiuHux,  el1eKmpoHHUX
KOMYHIKQUIUHUX ma THOOPMAYIUHO-KOMYHIKAYIHUX cucmem, 00 €Kmie KpumuuHoi iHpacmpykmypu,
00 ’exkmie kpumuunoi ingpopmayitinoi ingppacmpyxmypu”.

— 3MIHU MO8 ’A3aHi 3 3anpo8aoddiceHHsIM onoeaeHHs smicmy OK Bl5: “/lokymenmanvue 3abe3neuenms
saxucmy i cmitdkocmi KpumuuHoi ingppacmpykmypu”.

2016 — the educational programme Security of State Information Resources was launched to train highly
qualified specialists with a bachelor's degree for professional activities in the positions of the State Special
Communications Service of Ukraine.

2019 — update of the EP to take into account:

Order of the Ministry of Education and Science of Ukraine No. 1074 of 4 October 2018 on approval of the
Standard of Higher Education in the speciality 125 «Cybersecurity» of the field of knowledge 12
«Information Technology» for the first (bachelor's) level of higher education.

2023 — update of the EP to take into account:

Resolution of the Cabinet of Ministers of Ukraine dated 16 December 2022 No. 1392 «On Amendments to
the List of Fields of Knowledge and Specialities in which Higher Education Applicants are Trainedy,
Order of the Ministry of Economy of Ukraine (Ministry of Economy) dated 29 December 2022 No. 5573
«On  Approval of Amendment No. 1l to the National Classifier DK 003:2010».
https://zakon.rada.gov.ua/rada/show/v5573930-22#n5;

Order of the Ministry of Economy of Ukraine (Ministry of Economy) dated 25 October 2021 No. 810-21
«On  Approval of Amendment No. 10 to the National Classifier DK  003:2010».
https://zakon.rada.gov.ua/rada/show/v0810930-21#n45;

Resolution of the Cabinet of Ministers of Ukraine dated 19 May 2021 No. 497 «On Certification of
Applicants for Degrees of Professional Higher Education and Degrees of Higher Education at the First
(Bachelor's) and Second (Master's) Levels in the Form of a Unified State Qualification Exampy.
https://zakon.rada.gov.ua/laws/show/497-2021-%D0%BF#Text;

Order of the Administration of the State Service for Special Communications and Information Protection of
Ukraine dated 19 August 2021 No. 507 «lInstruction on the Procedure for Organising Practical and
Military Professional Training of Higher Education Applicants at an Educational Institution of the State
Service for Special Communications and Information Protection of Ukrainey.

2024 — update of the EP to take into account:

Resolution of the Cabinet of Ministers of Ukraine of 15 December 1997 No. 1410 «On Transformation of
the Military Education System»(as amended by Resolution of the Cabinet of Ministers of Ukraine No. 1490
of 30 December 2022). Entered into force on 04.01.2023). https://zakon.rada.gov.ua/laws/show/1410-
97-%D0%BF#Text

Order of the Ministry of Defence of Ukraine dated 15 February 2024 No. 120 «On Approval of the
Regulation on Peculiarities of Organisation of the Educational Process in Higher Military Educational
Institutions of the Ministry of Defence of Ukraine, Military Educational Units of Higher Educational
Institutions, Institutions of Professional Pre-Higher Military Educationy.
https.//zakon.rada.gov.ua/laws/show/z0453-24#Text



https://zakon.rada.gov.ua/rada/show/v5573930-22#n5
https://zakon.rada.gov.ua/rada/show/v0810930-21#n45
https://zakon.rada.gov.ua/laws/show/497-2021-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/1410-97-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/1410-97-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/z0453-24#Text
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Order of the Administration of the State Service for Special Communications and Information Protection of
Ukraine dated 23 January 2024 No. 38.

The draft order of the Ministry of Education and Science of Ukraine «On Amendments to Some Standards
of Higher Education”, namely, in the part of supplementing the list of general competencies with Sth
points. https.://mon.gov.ua/news/mon-proponue-do-gromadskogo-obgovorennya-proekt-nakazu-pro-
vsesennyva-zmin-do-deyakikh-standartiv-vishchoi-osviti.

Order of the Ministry of Education and Science of Ukraine No. 1547 of 29 October 2024 on amendments

to the Standard of Higher Education in the speciality 125 ‘Cybersecurity’ of the field of knowledge 12
‘Information Technology’ for the first (bachelor's) level of higher education. https.//mon.gov.ua/static-
objects/mon/sites/1/vishcha-osvita/zatverdzeni%20standarty/2024/30-10-2024/125-kiberbezpeka-bakalavr-
1547-vid-29-10-2024.pdf

2025 — update of the EP to take into account:

Order of the Ministry of Education and Science of Ukraine dated 19.11.2024 No. 1625. ‘On the
peculiarities of introducing changes to the list of fields of knowledge and specialities in which applicants
for higher and professional higher education are trained, approved by the Resolution of the Cabinet of
Ministers of Ukraine of 30 August 2024 No. 1021. https.//zakon.rada.gov.ua/laws/show/z1833-24#Text.

2026 — update of the EP to take into account:

Law of Ukraine dated 27 March 2025 No. 4336-1X, “On Amendments to Certain Laws of Ukraine Regarding
Information Protection and Cyber Protection of State Information Resources and Critical Information
Infrastructure Facilities. ”. https://cip.gov.ua/ua/news/perelik-normativno-pravovikh-aktiv-na-vikonannva-
zakonu-4336-ix.

Decree of the Cabinet of Ministers of Ukraine dated 3 December 2025 No. 1383-r. Kyiv. “On approval of the
operational plan of measures for the implementation in 2025-2028 of the Strategy for the Development of
Higher Education in Ukraine for 2022-2032 and amendments to the Strategy for the Development of Higher
Education in Ukraine for 2022-2032.” https.//zakon.rada.gov.ua/laws/show/1383-2025-%D1%80#Text .
Order of the Ministry of Economy dated 13 December 2024 No. 27751 “On Approval of Amendment No.
14 to the National Classifier DK 003:2010”. htips://me.gov.ua/view/074d6e7f-41e2-4bfc-8e77-
31d110cacc90.

Order of the Administration of the State Service for Special Communications and Information Protection of
Ukraine dated 29 December 2025 No. 865 “On Approval of Professional Standards in the Field of Critical
Infrastructure Protection”.

Resolution of the Cabinet of Ministers of Ukraine No. 1799 dated 31 December 2025 “On Approval of the
Procedure for Assessing the State of Cyber Protection of Information, Electronic Communication and
Information and Communication Systems, Critical Infrastructure Facilities, and Critical Information
Infrastructure Facilities.” hitps://cip.gov.ua/ua/news/urvad-zatverdiv-novii-porvadok-ocinvuvannva-stanu-
kiberzakhistu.

Changes were made:

2019 — in accordance with the introduction of the Standard of Higher Education in the specialty 125
«Cybersecurity» of the field of knowledge 12 «Information Technology» for the first (bachelor's) level of
higher education.

2023 — change of the name of the speciality in which higher education students are trained from 125
«Cybersecurityy to 125 «Cybersecurity and Information Protectiony.

— amendments related to the introduction of the following professional titles in section 5
«CLASSIFICATION OF PROFESSIONS» of the national classifier DC 003:2010: specialist in response to
cybersecurity incidents, specialist in technical information protection, specialist in cryptographic
information protection, specialist in information protection;

— certification of applicants for higher education degrees at the first (bachelor's) level should be conducted
in the form of a single state qualification exam;

— amendments related to the procedure for organising and conducting educational practice and military
internships for applicants for higher education at the first (bachelor's) level in the institutions of the State
Service for Special Communications and Information Protection of Ukraine.


https://mon.gov.ua/news/mon-proponue-do-gromadskogo-obgovorennya-proekt-nakazu-pro-vsesennya-zmin-do-deyakikh-standartiv-vishchoi-osviti
https://mon.gov.ua/news/mon-proponue-do-gromadskogo-obgovorennya-proekt-nakazu-pro-vsesennya-zmin-do-deyakikh-standartiv-vishchoi-osviti
https://mon.gov.ua/static-objects/mon/sites/1/vishcha-osvita/zatverdzeni%20standarty/2024/30-10-2024/125-kiberbezpeka-bakalavr-1547-vid-29-10-2024.pdf
https://mon.gov.ua/static-objects/mon/sites/1/vishcha-osvita/zatverdzeni%20standarty/2024/30-10-2024/125-kiberbezpeka-bakalavr-1547-vid-29-10-2024.pdf
https://mon.gov.ua/static-objects/mon/sites/1/vishcha-osvita/zatverdzeni%20standarty/2024/30-10-2024/125-kiberbezpeka-bakalavr-1547-vid-29-10-2024.pdf
https://zakon.rada.gov.ua/laws/show/z1833-24#Text
https://cip.gov.ua/ua/news/perelik-normativno-pravovikh-aktiv-na-vikonannya-zakonu-4336-ix
https://cip.gov.ua/ua/news/perelik-normativno-pravovikh-aktiv-na-vikonannya-zakonu-4336-ix
https://zakon.rada.gov.ua/laws/show/1383-2025-%D1%80#Text
https://me.gov.ua/view/074d6e7f-41e2-4bfc-8e77-31d110cacc90
https://me.gov.ua/view/074d6e7f-41e2-4bfc-8e77-31d110cacc90
https://cip.gov.ua/ua/news/uryad-zatverdiv-novii-poryadok-ocinyuvannya-stanu-kiberzakhistu
https://cip.gov.ua/ua/news/uryad-zatverdiv-novii-poryadok-ocinyuvannya-stanu-kiberzakhistu
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2024 — in accordance with the Resolution of the Cabinet of Ministers of Ukraine of 15 December 1997 No.
1410 ‘On the Transformation of the Military Education System’ (as amended by the Resolution of the
Cabinet of Ministers of Ukraine No. 1490 of 30 December 2022). Entered into force on 04.01.2023).

— changes are related to the implementation of the Concept of Transformation of the Military Education
System and the introduction of basic (L-14) and professional (L-1B) military education courses at the
tactical level of military education in higher military educational institutions and military educational units
of higher education institutions,

— in accordance with the Order of the Ministry of Defence of Ukraine dated 15 February 2024 No. 120 ‘On
Approval of the Regulation on the Peculiarities of Organising the Educational Process in Higher Military
Educational Institutions of the Ministry of Defence of Ukraine, Military Educational Units of Higher
Education Institutions, and Institutions of Professional Higher Military Education’;

— changes are related to the introduction of military professional competences and military special
competences, specific competences defined by the professional standard of a military specialist of the
Armed Forces of Ukraine in a military speciality (related military specialities) and necessary to perform
official (combat) functions in the position of assignment in peacetime and in a special period and should
not repeat (duplicate) the competences defined in the relevant standards of higher, professional education.
— in accordance with the Order of the Administration of the State Service for Special Communications and
Information Protection of Ukraine dated 23 January 2024 No. 38, changes related to the introduction of
professional standards: Cybersecurity Incident Response Specialist; Cryptographic Information Protection
Specialist; Technical Information Protection Specialist; Information Security Specialist;

— in accordance with the addition to the Standard of Higher Education in the specialty 125 ‘Cybersecurity’
of the field of knowledge 12 ‘Information Technology’ for the first (bachelor's) level of higher education,
approved by the order of the Ministry of Education and Science of Ukraine dated 04.10.2018 Ne 1074, the
position ‘General competencies’ of the section ‘IV. List of graduate competences section 8. Current
version as of 29.10.2024;

— the changes are related to the addition of the item ‘CG 8. Ability to make decisions and act in
accordance with the principle of inadmissibility of corruption and any other manifestations of dishonesty;,

— in accordance with the Order of the Cabinet of Ministers of Ukraine of 18 October 2024 No. 1021-r
Kyiv. ‘On Approval of the Action Plan for the Implementation of the Concept of Reforming the State
Service for Special Communications and Information Protection of Ukraine for 2024-2025°;

— the changes related to the implementation of professional standards and alignment with the requirements
set out in the ESCO database (ECSF),

— in accordance with the Order of the Ministry of Education and Science of Ukraine No. 1547 dated 29
October 2024 on Amendments to the Standard of Higher Education in the speciality 125 ‘Cybersecurity’ of
the field of knowledge 12 ‘Information Technology’ for the first (bachelor's) level of higher education;

— the changes are related to the introduction of updated programme competences and learning outcomes.
2025 — in accordance with the Order of the Ministry of Education and Science of Ukraine dated
19.11.2024 No. 1625. ‘On the peculiarities of introducing amendments to the list of fields of knowledge
and specialities in which applicants for higher and professional higher education are trained, approved by
the Resolution of the Cabinet of Ministers of Ukraine No. 1021 dated 30 August 2024.

—the changes are related to the introduction of new codes and names of specialities.

2026 — in accordance with the Law of Ukraine dated 27 March 2025 No. 4336-1X, “On Amendments to
Certain Laws of Ukraine Regarding Information Protection and Cyber Protection of State Information
Resources and Critical Information Infrastructure Facilities”.

— changes related to the implementation of a comprehensive approach to risk management, response to
cyber threats, and development of a professional cyber community. In order to fully implement the
provisions of the Law, a number of subordinate acts are to be adopted, including resolutions of the Cabinet
of Ministers and orders of the State Special Communications Service Administration, which will detail and
implement its provisions in practice.

— in accordance with the Decree of the Cabinet of Ministers of Ukraine dated 3 December 2025 No. 1383-
r. Kyiv. “On approval of the operational plan of measures for the implementation in 2025-2028 of the
Strategy for the Development of Higher Education in Ukraine for 2022-2032 and amendments to the
Strategy for the Development of Higher Education in Ukraine for 2022-2032.”
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— changes related to the introduction of updates to the content of OK PV3: ‘Fundamentals of Digital
Design’ with the introduction of classes in a new field of modern technologies — the Internet of Things or
IoT, which corresponds to the task of promoting the use of innovative technologies and the latest teaching
tools in the educational process;

— changes related to the introduction of updates to the content of OK B15: ‘Documentary support for the
protection and sustainability of critical infrastructure’, which corresponds to the task of developing
general competencies, legal culture, physical activity, sports and student competitions;

— changes related to updating the wording of the educational and professional programme objectives,
which correspond to the tasks of supporting international academic mobility of students, as well as sending
them to study at foreign universities, harmonising the structure of higher education in accordance with the
commitments of the member countries of the European Higher Education Area; developing a national
qualifications system; transforming education in the security and defence sector in line with NATO's
doctrinal approaches and principles.

— in accordance with the Order of the Ministry of Economy dated 13 December 2024 No. 27751 “On
Approval of Amendment No. 14 to the National Classifier DK 003:2010".

— changes related to the addition to Section 5 ‘CLASSIFICATION OF PROFESSIONS’ of the national
classifier DK 003:2010 in the professional titles of jobs: specialist in critical infrastructure protection and
resilience;

— in accordance with the Order of the Administration of the State Service for Special Communications and
Information Protection of Ukraine dated 29 December 2025 No. 865 “On Approval of Professional
Standards in the Field of Critical Infrastructure Protection”.

— changes related to the introduction of the professional standard: ‘Critical Infrastructure Protection and
Resilience Specialist’, taking into account and bringing it into line with the requirements specified in the
ISCO/ESCO (ECSF) databases, which strengthens the position of the OPP in cooperation with employers
and international projects;

— in accordance with the Resolution of the Cabinet of Ministers of Ukraine No. 1799 dated 31 December
2025 “On Approval of the Procedure for Assessing the State of Cyber Protection of Information,
Electronic Communication and Information and Communication Systems, Critical Infrastructure
Facilities, and Critical Information Infrastructure Facilities.”

— changes related to the introduction of updates to the content of OK B15: ‘Documentary support for the
protection and resilience of critical infrastructure’.
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1. IPO®LIIb OCBITHHOI TPOT'PAMM / EDUCATIONAL PROGRAMME PROFILE

1 — 3araabHa indopmanisi / General information

IToBHa Ha3Ba 3akjaay BHUILOI
OCBITH  Ta
migpozainy / Full name of

HaB4YaJIbHOT'O

HamioHansHui TEXHIYHUAN
yHiBepcuTeT Ykpainu «KuiBChbKuiA
NOJITeXHIYHUH 1HCTUTYT iMeHi Irops

National Technical University of
Ukraine "Igor Sikorsky Kyiv
Polytechnic Institute", Institute of

higher education institution | Cikopcbkoroy, IacturyT| special communication and
and faculty / educational and | cmenianpHOrOo 3B’s3KYy Ta 3axucTy | information protection

scientific institute iH(hopMmartii

Crymiap Bumoi ocBith Ta| Ctymiae BO — 6akamaBp Higher ED — bachelor's degree
Ha3Ba OCBITHBOI KBamidikamii /| Kpamdikamis —  OakamaBp 3| Qualification title - bachelor's

Higher education degree and

KibepOe3mekn Ta 3aXUCTy iHpopMartii

degree in cyber security and data

education qualification title protection
[podeciiina kBamidikaris (3a | MoximuBo npucBoeHHs npodeciiiHoi| [t is  possible to obtain a
HasBHOCTI) / Professional KkBajidikamii IUIIXOM TNPOXOKeHHs | professional qualification by

qualification TEeCTyBaHHS B BU3HAUYCHHMX | passing a test at the Qualification
HepxaBHoto cnyx6oto| Centre of Information Technology
cneuianbHoro 3B’A3ky Ta 3axucTy| and Cyber Security established by
iHopMmaLii YkpaiHu| the State Service for Special
Ksamidikamiitnomy meHTpi | Communications and Information
iHpopMariitHuX TEXHOJIOT1H i| Protection of  Ukraine  after
kibepOe3rmekn  mmicisg  OTpUMaHHA | obtaining a bachelor's degree in
ocBiTHBOI KBamiikamii OakanmaBp 3| cybersecurity and  information
KibepOesneku Ta 3aXucTy iHpopMalii | security

Odiuiiina Ha3Ba OCBITHBOT Besneka nepxaBHux iHdopmamiiinux | Security of state  information

nporpamu / Educational pecypciB resources

programme official title

Tun gumiomy Ta  oOcsar | [umuiom OGakanaBpa, ocBiTHS ckianoBa |Bachelor's  degree,  educational

ocBiTHpOI mporpamu / Diploma (240  xpemutie ~ €KTC,  Tepmin|component 240 ECTS credits,

type and educational | Hapuanus 3 poxu i 10,5 MicsiB duration of study 3 years and 10.5

programme volume

months

[adopmarist Ipo akpeaUTAIIIO
/ Accreditation information of
the educational programme

CeprudikaT mpo aKpeAHWTAIIO Cepist
VI Ne 11019768, pnpara Bumadi
30.04.2025. Tamy3p 3Hamb: F
Indopmariiini TEXHOJIOT1,
cneuianbHicTh: F5 KibepOesneka Ta
3aXUCT iHpopmarii y
HarmionansHOMY TEXHIYHOMY
yHiBepcuTeTi Yipaian «KuiBcbkwid
MOJITEXHIYHUH 1HCTUTYT iMeHi Irops
Cikopcekoro. Ctpok nii ceptudikaty
no 1 mumas 2028 poky.

Certificate of accreditation series
UD Ne 11019768, date of issue
30.04.2025. Field of knowledge: F
Information technology, speciality:

F5 Cyber security and data
protection at the National Technical
University of  Ukraine  ‘Igor
Sikorsky Kyiv Polytechnic
Institute’.

The certificate is valid until 1 July
2028.

Hukn, piBeHb BHINOi OCBITH /
Education cycle, level of
higher education

Mk — nepmmi HUKI
HPK VYkpainu — 6 piBeHb

QF-EHEA — first cycle
EQF-LLL - 6 level

ITepenymoBu / Prerequisites

HasiBHiCTE TOBHOT 3arajibHOI
CepeIHbOI OCBITH

Complete general secondary
education

®dopma 3100y TTS OCBITH /
Forms of education

Jenna

full-time form
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MoBa(u) BUKIaZaHHS /
Language(s) of instruction

YkpaiHcbka

Ukrainian

InTepHeT-azpeca po3MillEHHS
ocBiTHBOI mporpamu / URL of
the educational programme
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2 — Meta ocBiTHBOI nporpamu / Educational programme purpose

Mertoro OCBITHBO-TIpOdeciiHOT IporpamMu
«be3neka nepxaBHUX iHPOPMAIIHHUX PecypciBy €
MiATOTOBKa  BHUCOKOKBami(pikoBaHMX  (haxiBIiB
cTyneHns OakanaBpa B ramy3i kibepOesmeku Ta
3axucty  iHdopmamii, 3JaTHUX  CaMOCTiIHHO
pO3B’sI3yBaTH CKJAJHI CIEIlialli3oBaHi 3agadi y
ramy3i BiAMOBIAHOI mpodeciiiHOl isUTBHOCTI Ha
mocamax Opratis Ta ITiIPO3TiITiB
Jepxcren3s’si3Ky, 1o mnependadae 3MiHCHEHHS
pPO3pOOKH, BHOPOBAIDKEHHS W JIOCHIDKCHHS Y
pizHUX ray3sax JIOACHKOL JisUTEHOCTI,
HAI[IOHAJIBHOT CKOHOMIKM Ta BHUPOOHHIITBA B
YMOBaXx:

— HAyKOBO-TEXHIYHOTO TIIpOrpecy Ta CTajoro
PO3BUTKY CYyCIIUTBCTBA;

— IHTepHAITOHATI3aIlii OCBITH;

— TapMoOHI3aIlii CTPYKTYpH BHWIIOI  OCBITH
BIAMOBITHO 110  3000B’S3aHb  KpaiH-WICHIB
€BpONeicLKOro MpOCTOPY BUILOT OCBITH;

— (opMyBaHHS TPIOPUTETIB MIATOTOBKU (haxiBLiB
3 BHINOIO OCBITOIO, 30Kpema [T-crerianbHOCTEH,
Ha OCHOBI MOHITOPUHTY PHHKY IpaLli;

— TrapMoHi3amii OCBITHIX Ta mnpodeciiHuX
CTaHIAPTIB, 3aydeHHs Oi3Hecy Ta MpodeciitHnx
CIUIBHOT 70 iX pO3pOOJICHHS;

— PO3BUTKY HaIlIOHAJILHOT CUCTEMH KBasTi(hiKaLIii;
— Tpancopmallii OCBITH B cekTopi Oe3meku Ta
00OpOHHM BITIOBIAHO J0 TOKTPUHAIBHUX ITiIXOIB
i npuniunis HATO.

— ypaxyBaHHS TpaHchopMmarii  MOCaToBUX
00OB’SI3KiB  BUIYCKHUKIB IIISXOM B3a€MOJIi 3
Anminictpariero [lepxcnen3s’s3Ky;
— BcebiuHOTO  TMpOdeciiHHoTO,
IHTENIeKTyaJlbHOTO ~ Ta
ocobucrocti B
CEPEIOBHIII.

Merta OCBiTHBO-TIpO(deciiiHoT porpamu
BignoBigae ctpaterii po3Butky KIII im. Irops
Cikopcekoro  Ha  2025-2030 pokm  1momo
(opMyBaHHS  CyCHiTbCTBA MaHOyTHBOTO Ha
3acajax KOHIIETIii CTAJIOTO PO3BUTKY.

COLaJILHOTO,
TBOPYOTO  PO3BHUTKY
OCBiTHBO-TIpO(deciiiHoMy

Purpose of the educational-professional program
"Security of state information resources" is to train
highly qualified bachelor's degree specialists in the field
of cybersecurity and information protection, capable of
independently solving complex specialized tasks in the
field of relevant professional activities in the positions of
bodies and units of the State Special Communications
Service of Ukraine, which involves the development,
implementation and research in various fields of human
activity, national economy and production in the
conditions:

— scientific and technological progress and sustainable
development of society;

— internationalization of education;

— harmonising the structure of higher education in
accordance with the commitments of the member
countries of the European Higher Education Area;

— setting priorities for training specialists with higher
education, particularly in IT specialities, based on labour
market monitoring;

— harmonising educational and professional standards,
involving business and professional communities in their
development;

— developing a national qualifications system;

— transforming education in the security and defence
sector in line with NATO doctrinal approaches and
principles.

— taking into account the transformation of graduates'
job responsibilities through interaction with the State
Special Communications Administration;

— comprehensive professional, social, intellectual and
creative development of the individual in the educational
and professional environment.

The purpose of the educational-professional program
corresponds to the development strategy of Igor
Sikorsky Kyiv Polytechnic Institute for 2025-2030 to
form the society of the future based on the concept of
sustainable development.

3 — XapakTepucTuka ocBiTHBOI nporpamu / Educational programme characteristics

Ilpeomemna oboracme / Subject area

OO0’ €KTH BUBYEHHS:

— TexHOJOTii  KibepOe3mekn Ta  3aXHUCTY
iH(pOopMarIii;
— TpolecH yHpaBmiHHS KibepOesnekowo Ta

3aXHCTOM iHpOpMAIii;

Objects of study:
- cybersecurity and information protection technologies;

- cybersecurity and information protection management
processes; objects of information activity, including
information and information and communication
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o0'ekTn iH(OpMaUiIHHOI HiSIBHOCTI, B TOMY
yucai  iHdopmamidHi  Ta  iHpopMauiiHO-
KOMYHIKaIliifHi cCMcTeMH, iH(opMalliiiHi pecypcH i
TEXHOJIOT1i.
[limi HaBYaHHSA: MATOTOBKA (DaxiBIliB, 3MaTHUX
BHKOPHCTOBYBATH 1 BIPOBAKYBAaTH TEXHOJOTI]
kibepOesnekn Ta 3axucrty iHdopmarii, Ta
pO3B’s3yBaTH  CKJIAAHI  3a7asi y  Tamysi
KibepOesneku Ta 3aXucTy iHpopMarii.
TeopeTnynuii 3MicT MpeaMETHOT 00IACTi:
CTBOpEHHS Ta BIIPOBAKEHHS MOJIEINICH, METO/IIB,
TEXHOJIOTIH, MPOIIECIB Ta CIOCOOIB pO3pOOICHHS,
BHUPOOHHUITBA, 1110 CTOCYIOTHCSI:

yIpaBIliHHS CTparTerieto, MOJITUKAMH,
Jep)KaBHUMH 1HPOPMalliHHUMH pecypcaMud  Ta
TUTaHyBaHHSIM CHCTEMH MEHEDKMEHTY
iHpopmarniiinoi  Oesmekn Ta  KibepOesmneku

iH(OpMAIIITHIX CHCTEM 1 TEXHOJIOTIH;
KOHIleTITyami3arii 1 3a0e3ledeHHs 3aXHIMEHUX
iHpopMaLiiiHi ~ TEXHOJOTiH, iHpopMariitHo-
KOMYHIKAIlIMHUX ~ CHCTEM 1  Mepex  Ta
iHdopmarriitnoi iIHPPACTPYKTYpH;

BUSIBJICHHS Ta imeHTH(]ikamii kibep3arpos pisHHX
KJIaciB, MIPOBEACHHS MOHITOPHHTY
iHopMariitHux TIPOIIECIB, M ITPUMaHHSI
iHppacTpyKTypu KibeprpocTtopy, aHamizy Ta
MOM’SIKIIEHHsI ~ Pe3yJIbTaTiB  KiOepiHLUUACHTIB
(3MeHIIIeHHs PU3UKIB), BKIIIOYAIOYH 3a0€31eueHHS
MpOIleciB  yMpaBiiHHA Ta pearyBaHHS Ha
KiOepiHIMIEHTH B KibepIpocTopi;

CYNpOBOJY, HIATPUMKH, agMIHICTPyBaHHS Ta
TEXHIYHOTO OOCITyTOBYBaHHS, SK HEOOXIiITHUX
npoueayp s (QYHKIIOHYBaHHS  CHUCTEMHU
e(eKTUBHOTO 3aXHUCTy iHPOPMaALiHUX pecypciB i
TEXHOJIOTiH, a TaKOX 1HQOPMANiHHUX CHUCTEM Ta
iH(GpacTPYKTypH OpraHizailii B LiJIOMY;

METO/IIB Ta 3aco0i1B TEXHIYHOI'O Ta
kpunTorpadigyHoro 3axucty iHQopmamii Ha
00’exTax iHdopmariitHoi  gisvTbHOCTI  Ta
KPUTUYHOI iH(opManiiHOi iHPpacTpyKTypH.

Mertonu, METONWKH Ta TEXHOJOTii: MeTonw,

METOAUKU Ta TEXHOJOT11 PO3B’sA3aHHS
TEOPETHYHUX 1 MPAKTUIHHUX 3adad KibepOe3rmeku
Ta 3aXUCTy iHpOopMaIrii.

IHcTpyMeHTH Ta oOmajgHaHHS: 3aco0U, MPHUCTPOI,

MEpe)XHEe  yCTaTKyBaHHS,  NPHUKIAAHE  Ta
crerianizoBaHe nporpamHe 3a0e3IMeUeHHS,
iHpopMariitui CHUCTEMU Ta KOMIUIEKCH
MIPOEKTYBaHHS, MOJIEITIOBAHHS, KOHTPOJIIO,
MOHITOPHHTY, 30epiraHHs, 00po0OKw,

BimoOpaskeHHs Ta 3aXUCTy AaHuX (iH(hopMaIiitHIX
TIOTOKIB).

systems, information resources and technologies.

Learning objectives: training of specialists capable of
using and implementing cybersecurity and information
protection technologies and solving complex problems in
the field of cybersecurity and information protection.

Theoretical content of the subject area:
Creation and implementation of models, methods,

technologies, processes and methods of development,
production related to:

management of strategy, policies, public information
resources and planning of the information security
management system and cybersecurity of information
systems and technologies;

conceptualisation and provision of secure information
technologies, information and communication systems
and networks and information infrastructure;

detecting and identifying cyber threats of various classes,
monitoring information processes, maintaining the
infrastructure of cyberspace, analysing and mitigating the
results of cyber incidents (risk reduction), including
ensuring the processes of managing and responding to
cyber incidents in cyberspace;

support, maintenance, administration and technical
service as necessary procedures for the functioning of the
system of effective protection of information resources
and technologies, as well as information systems and
infrastructure of the organisation as a whole;

methods and means of technical and cryptographic
protection of information at the objects of information
activities and critical information infrastructure.
Methods, techniques and technologies: methods,
techniques and technologies for solving theoretical and
practical problems of cyber security and data protection.

Tools and equipment: tools, devices, network equipment,
application and specialised software, information
systems and complexes for designing, modelling,
controlling, monitoring, storing, processing, displaying
and protecting data (information flows).
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Opienmayis oceimuvboi npoepamu / Scope

OcgitHBO-TIpOdeciiina

| Educational — professional

Ocnosnuil pokyc ocsimmuwvoi npoepamu / Main focus

bazorwuii hokyc OCBITHBROI MpOTrpamMu — CHCTEMH Ta
IporiecH  KiOeprpocTopy, 3acodm Ta 3axoau
3aXHCTy JepKaBHUX I1HQOpMAIifHUX pecypciB,
10 LUPKYJTIOIOTh iHpopMaIiitHo-
KOMYHIKaIlIHHUX CcHCTeMax Ta Ha 00 €KTax
iHpOpMaLiitHOT TiSTBHOCTI.

Kurouosi cnosa: nepxasHi iHpopmariliHi pecypcH,
iH(opMariitHo-KOMyHiKalliiHa crcTeMa,
indopwmarriitna 6e3mneka, kibepoe3mneka,
Kkibep3axucT, TeXHIYHUHN 3aXUCT iHpOpMaii,
KpunrorpadidHui 3aXucT iHPopmMaIrii.

B

The main focus of the educational program is on
cyberspace systems and processes, means and measures
to protect state information resources circulating in
information and communication systems and information
activity facilities.

Keywords: state information resources, information and
communication system, information security,
cybersecurity, cyber defence, technical protection of
information, cryptographic protection of information.

Ocobnusocmi oceimuvoi npoepamu / Features

Oco0IMBOCTI OCBITHBOI TPOTPaMH TOJATAIOTH B
HACTYITHOMY:

— OCBIiTHS Tporpama po3po0bieHa 3 ypaxyBaHHIM
BUMOT  JIOKTPUHAJIBHUX  TMIAXOMIB  Ta
npuranunis HATO;

— 0 BUKJIAIAaHHS OCBITHIX KOMIIOHEHT OCBITHBOIL
porpamMu 3aTy9ar0THCS (haxiBiri
Jlepcren3B’ 3Ky, iHIIUX HaBYAJIbHHX 3aKJIAJiB
Ta TPOBIJHUX KOMIAHIM BiJNOBIIHOTO CEKTOPY
€KOHOMIKH;

— HaBYaJIbHA TPAKTUKA MPOBOIUTHCS B MIOCTOMY
cemMecTpi B 3akiami ocBiTH Jlepxcmen3s’s3Ky
HayKOBO-TICIarOTIYHUMH TIpaIliBHUKAMH 3aKJIaTy
OCBITH Jlep KCIIeI3B SI3KyY, K MPAKTUIHI 3aHITTS,
BIJIMOBI/THO J10 HABYAJILHOTO IIJIaHY;

— BIHChKOBE CTaXKyBaHHS B BOCBMOMY CEMECTpi
BifOyBaeTbCsI B TEPHUTOPIANBHUX MiAPO3ALIax
Hepxcnemss’s3ky  y  ¢opMmi  iHOUBiZyaabHOT
caMoOCTiiiHOi po0OoTH (BUKOHAHHA 3700yBadaMu
000B’SI3KiB Ha TIEPBUHHUX MOCAZaX Y MiAPO3/iIax
JlepxcIen3B’13Ky) i KEepiBHUIITBOM HayKOBO-
MEJaroriYHUX  MpAIiBHUKIB  3aKJIadgy OCBITH
Jlepcren3B’ 13Ky Ta MoCagoBHX OCI0 MiApO3aiIiB
Hepxcnen3s’s3ky, Ha  0Oasi BOHO
MTPOBOIUTHCSL.

— IIPOBE/ICHHS MPAaKTUYHHUX 3aHATh OPraHi30BaHO 3
3aCTOCYBaHHSIM Cy4acHOTO oOyamHaHHS
JlaGopatopii TexHIYHOTO 3axucTy iH(opMaIllii
Cremianpaoi kadenpu Ne 1 IC33I KIII im. Irops
CikopchKoro;

— miaroroBka 3m00yBadiB BHIIOI OCBITH Ha
nepuiomMy (OakanaBpChKOMY) PiBHI BUILOI OCBITH
3IIHCHIOETbCA y cTaTyci crygeHta — | pik, y
craryci Kypcanta — 2 poku i 10,5 Micsis.

SAKUX

The features of the educational program are as follows:

— the educational programme has been developed taking
into account the requirements of NATO doctrinal
approaches and principles;

— the educational components of the educational program
are taught by specialists of the State Service for Special
Communications and Information Protection of Ukraine,
other educational institutions and leading companies of
the relevant sector of the economy;

— the training practice is conducted in the sixth semester
at the educational institution of the State Service for
Special Communications and Information Technology by
the scientific and pedagogical staff of the educational
institution of the State Service for Special
Communications and Information Technology as
practical classes, in accordance with the curriculum;

- military internship in the eighth semester takes place in
the territorial units of the State Service for Special
Communications and Information Protection in the form
of individual independent work (performance of duties
by applicants in primary positions in the units of the
State Service for Special Communications and
Information Protection) under the guidance of scientific
and pedagogical staff of the educational institution of the

State Service for Special Communications and
Information Protection or officials of the units of the
State Service for Special Communications and

Information Protection, on the basis of which it is
conducted.

— Practical classes are organized with the use of modern
equipment of the Laboratory of Technical Information
Protection of the Special department No. 1 of the ISCIP
of Igor Sikorsky Kyiv Polytechnic Institute;

— training of applicants for higher education at the first
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(bachelor's) level of higher education is carried out in the
status of a student - 1 year, in the status of a cadet - 2
years and 10.5 months.

4 — IlpuaaTHICTH BHIIYCKHUKIB 10 MpaleBJAIITYBaHHS Ta nogaabsmoro Hapuyanus / Eligibility of
graduates for employment and further study

Ipuoamnuicme 0o npayesrawmyeanns / Eligibility for employment

BigmoBimno nmo [lepxkaBHoro kiacudikatopy
mpodeciti Ykpainu JIK 003:2010 31 3minoro NelO
Ta 3miHor0 Nell  BHUIyCKHMKM — MOXYTh
MpaioBaTH  Ha T0caaax, IO BiATOBITAOTH
npodecii (mpodeciiiniii Ha3Bi poOOTH):

2139. Ipodecionan B IHIIMX Traay3sX 0OYUCICHb
(rxomm’roTepizartii).

3 BpaxyBaHHIM HasBHUX  [podeciiHux
CTaHAAPTiB, WLIO BiANOBiAAIOTH MNpOdeciHHIM
KBaITi(DiKaIisM:

2139.2 daxiBenb 3 pearyBaHHA Ha IHIUICHTH
KibepOe3Ieku;

2139.2 ®daxiBenpb 3 KpUNTOTPadigHOTO 3aXHUCTY
iHpOpMAIii;

2139.2  ®daxiBenp 3
iHpOpMaIii;

21392 @axiews 3 npommaii  TexHiumnM
PO3BIIKAM.

3amoBHUKOM (axiBmiB 31 cmemianpHOCTI F5
KibepOesmeka Ta 3axumcT iH(GOpMAIi BHCTYIIAE
HepxaBHa cimyx0a CIeIiagbHOTO 3B’S3KYy Ta
3axucTy iHpopMmallii YKpaiHu.

Takox MOXIIHBE NpaleBIalITYBaHHs Ha IOCAAU Y
CTPYKTYPHHX MiAPO3AJIaxX YCTaHOB/ i AIPUEMCTB/
oprasizaiiii, siki nependayaroTh HasBHICTH BUILOL
ocitn 3i cmemianpHOCTi F5 KibGepOesmeka Ta
3axucT iH(opmarii.

TEXHIYHOIO  33aXHUCTY

According to the State Classification of Occupations of
Ukraine DK 003:2010 with Amendment No. 10 and
Amendment No. 11, graduates may work in positions
corresponding to their profession (professional job title):
2139. Professional in other areas of computing
(computerisation).

And taking into account the existing professional
standards corresponding to professional qualifications:
2139.2 Cybersecurity incident response specialist;

2139.2 Specialist in cryptographic information security;
2139.2 Specialist in technical information security;

The customer for specialists in the specialty F5 Cyber
security and Data Protection is the State Service for
Special Communications and Information Protection of
Ukraine.

It is also possible to get a job in the structural units of
institutions/enterprises/organisations that require a higher
education in the speciality F5 Cyber security and Data
Protection.

Hooanvwe nasuanns / Further study

MartoTp mpaBo Ha 3100YTTS OCBITH Ha APYroMY
(MaricTepchkoMy) piBHI BHIIOI OCBITH. 3H00YTTS
a00 BIOCKOHAJIGHHA OCBITH Ta TmpodeciitHol
ITITOTOBKY B CHCTEMIi OCBITH JOPOCIIHX.

Have the right to receive education at the second
(master's) level of higher education. Obtaining or
improving education and vocational training in the adult
education system.

5 — Bukaaganns Ta ouinioBanHs / Teaching and assessment

Buxnaoauna ma naeuanns / Teaching and studying

IIpobmeMHoO-OpieHTOBaHE Ta CTYJICHTO-
LEHTPOBaHE HaBYAHHS 3 HaOyTTsIM
KOMIIETEHTHOCTEH, TOCTaTHIX AJISl MPOAYKYBaHHS
i7iei, poO3B’sI3aHHS CKJIAQJHUX CIICIiaTi30BaHUX
3agay y mnpodeciiiHiii ramy3i Ta caMOCTiHHOTO
OTPUMaHHA TJIMOMHHUX 3HaHb, SKE BKIIOYAE:
JIeKIii, JIabopaTopHi, NMPaKTUYHI Ta CEeMiHApChKi
3aHATTA, TEXHOJIOrl  3MINIAHOTO  HaBYaHHA,

Problem-based and student-centred learning with the
acquisition of competencies sufficient to generate ideas,
solve complex specialized problems in the professional
field and independently obtain in-depth knowledge,

which includes: lectures, laboratory, practical and
seminar classes, blended learning technologies,
independent work using scientific and technical

information and literary sources, consultations with
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CaMOCTiliHy pOOOTY 3 BUKOPHUCTAaHHSIM HayKOBO-
TEXHIYHUX 1HPOpPMaLiHO-TIITEpaTypHHUX IKeped,

KOHCYJbTamii i3 BHUKJIaJa4aMHd, IPOXOHKEHHS
HaBYAIBHOL MIPAKTHKH Ta BiICEKOBOTO
CTaXyBaHHS.

HaBuanHs 3akiHUyeTbcS CKJIAJAHHSM €JUHOTO
Jep>KaBHOTO KBaJIi(hiKaIIIfHOTO iCITUTY Ta 3aXUCTY
KBaJiQikamiiiHoi poOOTH/TIPOEKTY.

teachers, internships and military internships.

The program ends with a unified state qualification exam
and the defence of a qualification paper/project.

Ouyiniosanns / Assessment

OI1iHIOBaHHS HaBYAJIbHUX JOCSTHEHb 3700yBadiB
BHIOI OCBITH 3JIHCHIOETHCS 33 PEUTUHTOBOIO

CHCTEMOIO OLIIHIOBAHHS BiJIIIOBiTHO JI0
[lonoxenns  mpo CHUCTEMY  OLHIOBaHHS
pesynbraTiB  HaByamHa B KIII  im.  Irops

Cikopcekoro (mo 100 OamiB) Ta 3a MIKaJIOK
OIIIHIOBAaHHS YHIBEPCHUTETY («BIAMIHHO», «IyXKe
mo0pey, «1o0pe», «3aToBUTHBHOY», «JIOCTATHHO» Ta

«HE3aJI0BIILHOY)

Pesynbratn HaBYaHHSI CTyJIeHTa, 110
BiJOOpakaloTh ~ JOCSTHYTHH  HHUM  piBEHb
KOMITETEHTHOCTEH BIJIHOCHO OYiKYBaHHUX,

iIeHTU(IKYIOTECS Ta BUMIPIOIOTBCS IMJ[  Yac
KOHTPOJIBHUX 3axomiB (YCHHX 1 THCHMOBHX
3QNIIKIB Ta €K3aMEHIB, TECTyBaHHS TOIIO) 3a
JOTIOMOTOI0 ~ KPHUTEPIiiB, IO KOPENIOIThCS 3
OIMCOM OCBITHBOTO piBHA HarioHanpHOT pamku
KBaJiQikamiii i XapakTepu3yIOTh CIiBBiTHOIICHHS
BHMOT' JI0 PiBHSI KOMIETEHTHOCTEH 1 MMOKa3HHKIB
OLIIHKH 32 PEUTHHIOBOIO ILIKAJIOIO.

Evaluation of academic achievements of higher
education students is carried out according to the rating
system in accordance with the Regulations on the system
of evaluation of learning outcomes in Igor Sikorsky Kyiv
Polytechnic Institute (up to 100 points) and according to
the University's evaluation scale ("excellent", "very
good", "good", ‘'satisfactory", '"sufficient” and
"unsatisfactory")

The student's learning outcomes, which reflect the level
of competencies achieved by him/her in relation to the
expected ones, are identified and measured during
control measures (oral and written tests and
examinations, testing, etc.) using criteria that correlate
with the description of the educational level of the
National Qualifications Framework and characterize the
correlation between the requirements for the level of
competencies and the assessment indicators on the rating
scale.

6 — ITporpamui komnerenTHOCTI / Programme competencies

Inmeepanvra komnemenmuicmo / Integral competence

31aTHICTh PO3B’SI3yBaTH CKJIAJHI CHELiaTi30BaHi
3ajauyi 1 TMpakTW4HI 3aBJaHHS Yy  Tanysi
KibepOesneku Ta 3aXucTy iHdopMmariii.

Ability to solve complex specialised problems and
practical tasks in the field of cybersecurity and
information protection.

3acanvni komnemenmuocmi (3K) / General competencies

3K 01 3maTHiCTE 3aCTOCOBYBATH
MPaKTHYHUX CUTYAIisAX.

3HaHHA Yy

Ability to apply knowledge in practical situations.

3K 02 3HaHHS Ta pO3yMiHHS MPEAMETHOI 00NacTi i
PPO3yMiHHS TIPO(ECIFHOT TISUTHHOCTI.

Knowledge and understanding of the subject areca and
understanding of professional activities.

3K 03 3narHICTb CIIKYBATHCS AEPKABHOIO MOBOIO SIK
YCHO, TaK 1 TIMCBMOBO.

Ability to communicate in the state language both orally and in
writing,

3K 04 3patHicTs criijiKyBaTHCs HO3EMHOFO MOBOIO.

Ability to communicate in a foreign language.

3K 05 3partHicTs
Cy4YaCHHMH 3HAHHSIMU.

BUUTUCA 1 OBOJIOIIBATH

Ability to learn and master modern knowledge.

3K 06 3parnicTh peanizyBaTH cBoi mpaBa i

Ability to realize one's rights and responsibilities as a member of’
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00OB’SI3KH SIK WIEHA CYCIiJIbCTBA, YCBIAOMIIOBATH
IIHHOCTI TPOMAJSTHCHEKOTO (BiIBHOTO
JIEMOKPATHYHOTO) CYCIIbCTBA Ta HEOOXiTHICTh
HOro CTanoro po3BUTKY, BEPXOBEHCTBA IMpaBa,
TIpaB i CBOOOI JIFOWHM 1 TpOMaJSHUHA B YKpaiHi.

society, to realize the values of civil (free democratic) society and
the need for its sustainable development, the rule of law, human
and civil rights and freedoms in Ukraine.

3K 07 3maTHiCTh yXBaaIOBATH PIIIEHHS W HiSTH

JNOTPUMYIOUYHMCh  TPUHIUINY  HETMPHITyCTUMOCTI
Kopymuii Ta  Oymp-SKMX  IHIIMX  TPOSIBIB
HEZ00pOYECHOCTI.

Ability to make decisions and act in accordance with the
principle of inadmissibility of corruption and any other
manifestations of dishonesty.

3K 08 3partnicte 30epiraTd Ta MPUMHOXKYBATH
MOpaJibHi, KYJNbTYpHi, HAayKOBI IIiHHOCTI 1
JNOCSITHEHHS CYCIUIBCTBA HA OCHOBI PO3yMiHHS
icTopii Ta 3aKOHOMipHOCTEH PO3BUTKY
penIMeTHOI 00acTi, 11 MicIs y 3araibpHiil cucremi
3HaHb PO MPHUPOIY 1 CYCIIILCTBO Ta Y PO3BUTKY
CyCIIJIbCTBA, TEXHIKH i TEXHOJIOT1H,
BHUKOPUCTOBYBATH Pi3HI BUAM Ta (HOPMH PyXOBOI
AKTUBHOCTI JJI1 aKTUBHOTO BIJIOYMHKY Ta
BEJICHHS 3/I0POBOTO CIIOCO0Y KHUTTSL.

Ability to preserve and enhance moral, cultural, scientific
values and achievements of society based on an
understanding of the history and patterns of development
of the subject area, its place in the general system of
knowledge about nature and society and in the
development of society, technology and technology, to
use various types and forms of physical activity for
active recreation and healthy lifestyle.

Daxosi kKomnemenmuocmi

(DK) / Professional competencies

O®K 01 3maTHICTh 3aCTOCOBYBATH 3aKOHOJaBUY Ta
HOPMaTHBHO-TIPaBOBY 0a3y, a TaKOX JepXKaBHI Ta
MIXKHapOJIHI BHUMOTH, MPAaKTUKUA 1 CTaHIAPTH Y
npodeciiHiil qisTBHOCTI.

Ability to apply the legal and regulatory framework, as well as
national and international requirements, practices and standards in
professional activities.

®K 02 3parHicTh BHKOPUCTOBYBATH  iH(OPMAITiFHI
TEXHOJIOTIH, CydacHi METOIM 1 MoJieriel KibepOe3reku Ta
CHCTEM 3aXHCTy iH]opMarti.

Ability to use information technology, modemn methods and
models of cybersecurity and information security systems.

®K 03 3nmarHicTh 320€3Me9yBaTH HETIEPEPBHICTH Oi3HeC-
TIPOLIECIB 3TiIHO BCTAHOBJICHOI TOMITHKH KiOepOe3reku
Ta 3aXucTy iH(popMarti.

Ability to ensure the continuity of business processes in
accordance with the established cybersecurity and information
protection policy.

®K 04 3parnicTs 3a0e3medyBary 3aXucT iHpopMarlii B
iHpopMAIIfHNX ~ Ta  HPOPMAIIHHO-KOMYHIKAITIHHIX
CHCTEMaX 3TifHO BCTAHORBJICHOI TTOITHKU KiOepOe3reku
1 3axucTy iH(OpMaLI.

Ability to ensure the protection of information in information and
information and communication systems in accordance with the
established cybersecurity and information protection policy.

®K 05 3parHicte BIIHOBMIOBATH (DYHKI[IOHYBAHHS
iHpOpMAIIHUX ~ Ta  IHPOPMALIHHO-KOMYHIKAIMHIX
CHCTEM TIICJIS peamizallii 3arpo3, 3/ifCHEHHs Kidepartak,
300iB 1 BIAMOB Pi3HHX KJIACIB Ta OXOILKCHHSL.

Ability to restore the functioning of information and information
and communication systems after threats, cyber attacks, failures
and disruptions of various classes and origins.

@K 06 3parnicts BrpoBamKyBaTd Ta 3a0e3redyBaTd
(DYHKIIOHYBaHHS ~ KOMIUIGKCHHX  CHCTEM  3aXHCTy
iHpopMarii  (KOMIUIEKCH  HOPMATHUBHO-TIPABOBIIX,
OpraHi3alifHX Ta TEXHIYHMX 3aco0iB 1 METOIB,
TIPOIIEITYP, IPAKTHIHFIX MPHHOMIB TOIIIO. )

Ability to implement and ensure the functioning of integrated
information security systems (complexes of regulatory,
organisational and technical means and methods, procedures,
practices, etc.)

O®K 07 3narricTs 3mificHroBaTH Tpodeciiiy ALUIHHICTD
HAa OCHOBI BIPOBADKCHOI CHCTEMH  YIIPABIIHHS
1H(OPMALIIIHOIO Ta KIOepOE3IEKO¥O.

Ability to carry out professional activities on the basis of
the implemented information and cybersecurity
management system.

®K 08 3parHiCTh 3aCTOCOBYBaTH METOIM Ta 3acO0M
KPUITTOrpadiuHoro 3axvcTy iHQopmaiii Ha 00’ekTax

Ability to apply methods and means of cryptographic

protection of information at the objects of information
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1H(OpPMALIIHOT JiSUTEHOCTI.

activity.

O®OK 09 3parHicTh 3aCTOCOBYBATH METOIM Ta 3acO0H

Ability to apply methods and means of technical

TeXHIYHOro  3axucry iHQopmamii Ha  o0’ekrax| protection of information at information activity
iH(OpPMALIHHOI JisUTEHOCTI. facilities.

®K 10 3parnicte BuxoHyBatM — MoHiTOpuHT| Ability to monitor information processes, analyse, identify,
iHQOpMAaIfHAX ~TIpOLIeCiB, aHAT3YBaTH, BHSBITH,| assess possible vulnerabilities and threats to the information
OIIHIOBATY ~MOXJIMBI  Bpa3MBOCTI Ta  3arposu| space and information resources in accordance with the
iHpopMariiitHomy — mpoctopy ¥ iHdopmariitauM | established information security policy.

pecypcaM  3TiIHO 3  BCTaHOBICHOIO  TIOJITHKOIO

iHGbOpMAITIHOT OE3TEeKH.

OK 11 3nmatHicTh PO3pOOIATH Ta BIPOBAHKYBATH
KOMIUIEKCHI TIJIaHW Ta CUCTEMU TIPOTHIIi TEXHIUHIM

PO3BIIKaM.

Ability to develop and implement comprehensive plans and
systems to counter technical intelligence.

®K 12 3partHiCTh 3aCTOCOBYBATH CUCTEMY IPHHIIHITIB,
3aKOHIB 1 KAaTeropi MaIeKTUKK Y I3HABAIBHIA 1
MPaKTUYHIN IisubHOCTI (axiBiB B cepi opranizamii
JlepKCIIer 3B’ si3Ky.

Ability to apply the system of principles, laws and categories of
dialectics in the cognitive and practical activities of specialists in
the field of organization of the State Service of Special
Communications and Information Protection of Ukraine.

O®OK 13 3parHicTs OmepyBaTH TPABOBUMH 3aCalaMH,
BU3HAUCHUMM SIK HAIIOHATBPHAM TaK 1 MDKHAPOIHMM
3aKOHOJABCTBOM, BIJHOCHO HAIOHAILHOI  Oe3MeKu
YkpaiHu.

Ability to operate within the legal framework defined by both
national and international legislation in relation to the national
security of Ukraine.

Daxosi komnemenmuocmi bnox 1. Ipogeciinuii cmanoapm. Daxieeys 3 peazyBaHHA HA THYUHOEHMU
Kibepbesnexu/Professional competences Block 1. Professional standard. Specialist in response cybersecurity incident

@®KO6m 1.1. 3marHicTh 3iCTaBIATH aHi TIPO IHIMICHTH,
JUIE BU3HAYEHHS KOHKPETHHUX Bpa3JIMBOCTEH Ta
HAJIAHHSI PEKOMEHIIAITIH, SIKi JIO3BOJATH IMBHIKO iX
YCYHYTH.

Ability to correlate incident data to identify specific
vulnerabilities and provide recommendations that will
allow them to be addressed quickly.

®Ko6n 1.2. 3matHiCTh CYHPOBODKYBATH TEMAaTHUYHI
JOCHIDKCHHS  (TIPOLIECH  OIHKYA  BiJIITOBITHOCTI)
3aco0iB  KpumnrorpadiyHoro 3axucry  iHgopmarii.
3MaTHICT  MPOBOAWTH  CIICHiadbHI  JOCHIIKCHHS
3aco0iB 00poOkm iH(opMallii, TEXHIYHMX 3aco0iB Ta
00’€ekTiB iH(QOPMAITIHHOT TIsITHHOCTI.

3MaTHICTh BU3HAYATH 3aCO0M TEXHIYHOI PO3BIIKH Ta iX
HOCIi, 5Kl 3AIACHIOI0Th a00 MOXKYTh 3/IICHIOBATH 301p
iHpopMalii 3 OOMEXKEHTM JIOCTYyIIOM TIpO 00 €KTH
MPOTH/Iii, HA MIJCTaBI PE3YJIbTATIB aHA3y MOeIek
TEXHIYHHX PO3BIJIOK.

Ability to support case studies (conformity assessment processes)
of cryptographic information security.

Ability to conduct special studies of information
processing tools, technical means and objects of
information activity.

Ability to identify technical reconnaissance means and their
carriers that collect or may collect restricted information about
countermeasure objects, based on the results of technical
reconnaissance model analysis.

@®Ko6n 1.3. 3narHicts 3miiicHioBaTH 30ip apredakTiB
BTOpPTHEHHS 1 BUKOPHCTOBYBATH BUSBJICHHI JaHi YIS
3ar00iraHHs TIOTEHIIIHHNM 1HIMIEHTaM KibepOesneku
B MeXax MinpreMcTBa (YCTaHOBH, OpraHi3arii).
3marHicTh  3a0€3MeuyBaTH  CBOEYACHE BHISBIICHHS,
iTeHTHdIKAIi0O Ta CHOBIMICHHS TMPO  MOXKIIHBI
aTaKW/BTOPTHEHHS, AHOMAIBHY JUUIBHICT 1 JIil
3JIOBYKMBAHHS Ta BIIPI3HATH 11l HIUJICHTH Ta MO BiJ|
JOOPOSIKICHUX JIiH.

Ability to collect intrusion artefacts and use the data to
prevent potential cybersecurity incidents within the
enterprise (institution, organisation).

The ability to provide timely detection, identification and
notification of possible attacks/intrusions, anomalous
activity and misuse and to distinguish these incidents and
events from benign activities.
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Daxosi komnemenmruocmi bnoxy 2. poghecitinuni cmanoapm. Daxieeysb 3 KPURMOSPAGIUHOL0 3aXUCHTY
inghopmayii/Professional competences Block 2. Professional standard Specialist in cryptographic information security

OK6nm 2.1. 3parHicth 3abe3nedyBaTd  KOHTPOIb
(MOHITOPIHT) TIOTOYHOTO CTaHy piBHI Oe3NeKu
KpunrorpadiqHoro 3axucry iH¢opmarilii B opraHi
(yCTaHOBi,  MIANPHEMCTBI) Ta  OIIHKY  HOro
BI/INOBIZIHOCTI BUMOTaM HOPMATHUBHUX JIOKYMEHTIB,

Ability to provide control (monitoring) of the current state of the
level of security of cryptographic protection of information in the
body (institution, enterprise) and assess its compliance with the
requirements of regulatory documents.

®KOn 2.2. 3naTHICTh MPOBOIMTH aHAT3 (haliIiB KypHATY
3pI3HUX JDKEpENT Ta aHATi3YBATH CUTHATH CTIOBIILEHHS TIPO
MEPEeXY 3 METOI0 BU3HAYCHHS MOXIMBHX 3arpo3 Oesmert
MEpEeKi.

31aTHICTS TPOBONWTH CIICIANGHI JIOCTIPKESHHAS 3ac00IB
00poOKH  iH(opMaryi, TeXHIYHMX 3ac00B Ta 00 ’€KTIB
IH(OPMALIHHOT TISUTEHOCTIL

3naTHIiCTh BU3HAYATH 3aCO0M TEXHIYHOI PO3BIIKH Ta iX
Hocii, sIKi 3AIHCHIOIOTh 200 MOXKYTh 3IIIHCHIOBATH 30ip
iHpopMmanil 3 OOMEXEHTM IOCTYyIOM Npo 00 €KTH
NpOTHAii, HA MiACTaBI Pe3yJbTaTiB aHami3y MOAENeH
TEXHIYHUX PO3BIZIOK.

Ability to analyse log files from various sources and analyse
network alerts to identify possible network security threats.

Ability to conduct special studies of information processing tools,
technical means and objects of information activity.

Ability to identify technical reconnaissance means and their
carriers that collect or may collect restricted information about
countermeasure objects, based on the results of technical
reconnaissance model analysis.

@®Ko6m 2.3. 3patHicTh aHANI3yBaTH NOTPEOU Ta BUMOTH
KOPHCTYBaviB (3aMOBHHKIB) IIIOI0 KPHUITTOrpadivyHOTO
3axucTy iH(OpMAIlii 3 METOIO BIPOBAPKEHHS CHCTEM
Ta KOMILIEKCIB 3aXHCTy iH(OopMarIii.

Ability to analyse the needs and requirements of users
(customers) for cryptographic protection of information in order
to implement information security systems and complexes.

Daxoei komnemenmuocmi broky 3. [poghecitinuti cmanoapm. Daxieeyp 3 MEXHIUHOLO 3AXUCTLY
inghopmayii/Professional competences Block 3. Professional standard Specialist in technical information security

®OK6on 3.1, 3par”icTe  NPOBOIMTH  CIICIHiAJIBHI
JOCITIKEHHS 3ac00iB 00poOKH iH(opMaLtii, TEXHITHIX
3ac00iB  Ta 00’€KTIB  iH(OPMAIIHOI IsUTHHOCTI.
3naTHICT BWSIBIISATH 3aKJIaHI MPUCTPOi HAa 00’€KTax
iHMOpMAITIHHOI TiSUTHHOCTI.

Ability to conduct special studies of information processing tools,
technical means and objects of information activity. The ability to
detect embedded devices on information objects.

OKon 3.2. 3naTHICTh TIPOBOIHTH aHA3 (haiTiB KypHATY 3
PIBHHX pKEpES Ta aHAT3YBATH CHTHAIM CIIOBIITICHHS TIPO
MEpEXKy 3 METOIO BI3HAYEHHS MOMJIMBHX 3arpo3 Oesrerti

MEpeXKL.
3MaTHICTL  CYNPOBOIDKYBATH — TEMATWUYHI  JIOCIT/DKCHHS
(npotiecu OIIHKA BiJINOBITHOCT1) 3ac00IB

KpHTTorpad)iqHOr 0 3aXKCTy HpOopMAITii.

3naTHICTh BU3HAYATH 3aCO0M TEXHIYHOI PO3BIIKH Ta iX
HOCIi, 5IKi 3MIACHIOIOTE 200 MOXKYTh 3/IICHIOBATH 301p
iHbopMartii 3 OOMEKEHTM IOCTYIIOM TIPO 00 €KTH
TIPOTH/II], HA MIJCTaBl PE3yNbTATIB aHAT3y MoeNeh
TEXHIYHUX PO3BIZIOK.

Ability to analyse log files from various sources and analyse
network alerts to identify possible network security threats.

Ability to support case studies (conformity assessment processes)
of cryptographic information security.

Ability to identify technical reconnaissance means and their
carriers that collect or may collect restricted information about
countermeasure objects, based on the results of technical
reconnaissance model analysis.

®Kon 3.3. 3narHicTh PO3po0NSATH, BIPOBALKYBATH Ta
aHAT3yBaTd Ta OOIPYHTOBYBATH TEXHIYHI JIOKYMCHTH,
TIOJIOXKEHHS], IHCTPYKIIi IIONO CHCTEM Ta KOMIUIEKCIB
3aXHCTY iHpOpMALTi.

Ability to develop, implement and analyse and justify
technical documents, regulations, instructions for
information security systems and complexes.
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Daxosi komnemenmuocmi bnoky 4. [pogheciiinuti cmandapm. Daxiseysb 3 N(POMUOIl MEXHIYHUM PO3GIOKAM
/Professional competences Block 4. Professional standard. Specialist in counter technical intelligence

OKO6n 4.1. 3parHicTh BU3HAYATH 3aCO0M TEXHIYHOL
PO3BiIKM Ta iX HOCI, SIKi 3AIACHIOITH a00 MOXKYTb
3piticHIOBaTH 301p iH(opMAIlii 3 00MEKEHTM JIOCTYTIOM
Tpo 00’€KTH MPOTH]Iii, HA TTi/ICTABI Pe3yIIBTATIB aHATIZY
MoJIeTel TEXHIIHIX PO3BIIOK.

Ability to identify technical reconnaissance means and their
carriers that collect or may collect restricted information about
countermeasure objects, based on the results of technical
reconnaissance model analysis.

OK6n 4.2. 3parHicTe TIPOBOIWTH aHam3 (hailiB
KypHATy 3 PI3HHX JDKEpeNl Ta aHAMi3yBaTH CHUTHAIH
CIOBIIEHHS TPO MEPSKYy 3 METOK0 BH3HAYCHHS
MOMJIMBHX 3arpo3 Oe3reri Mepeki.

31aTHICTh CYTIPOBO/PKYBATA TEMATWUYHI JIOCITIHDKCHHS
(Tportecu OLIIHKH BiJIIOBITHOCT) 3aco0iB
KPUITTOrpahigHOro 3aXucTy iH(popMartii.

3MaTHICTh TIPOBOIUTH CIICHAIBHI JOCIIKCHHS 3ac00iB
00poOKM iH(opMAITii, TEXHIYHIX 3ac00iB Ta 00 €KTIB
1H(OPMALTIHOT TISUTHHOCTI.

Ability to analyse log files from various sources and analyse
network alerts to identify possible network security threats.

Ability to support case studies (conformity assessment processes)
of cryptographic information security.

Ability to conduct special studies of information
processing tools, technical means and objects of
information activity.

OK6n 4.3. 3naTHICT BU3HAYATH METOM Ta CHOCOOH
npoTHzii 3ac00aM TEXHIYHOI PO3BIAKK Ta MPOBOAUTH
PO3paxyHKU IPAaHUYHMX TIOKA3HUKIB 1 PECYPCIB.

Ability to determine methods and means of countering technical
reconnaissance and to calculate limit indicators and resources.

Biticbxoso-npogpeciiini komnemenmuocmi (BIIK)/Military-professional competencies

BIIK 1. 3parHicTe CyMIIHHO 1 4YeCHO BHKOHYBATH
CITy>KOOBHMIA OOOB’S30K Yy BIIIOBITHOCTI 3 BUMOTAMH
Craryrie  30poitanx Cun  Ykpainw, iHImWMHA
HOPMATHBHO-TIPABOBIMH aKTaMH, III0 PETTIAMEHTYIOTh

CITyKOOBY JISUTGHICTE Y JlepKCIeI3B 3Ky, Ta
BUMaratd Bil TWIENIMX 1X JOTPUMAaHHS Ta
BHUKOHAHHSL.

Ability to perform official duties in good faith and honestly in
accordance with the requirements of the Statutes of the Armed
Forces of Ukraine, other regulatory legal acts governing official
activities in the State Special Communications Service of
Ukraine, and to demand that subordinates comply with and fulfil
them.

BIIK 2. 3narHicts TuiaHyBaTd, OpraHi3oByBaTv Oiff Ta
VIPaBIATH TIAPO3AUIOM (MEXaHi30BAaHUM B3BOZIOM) B
OCHOBHHIX BU/IaX OO0 (TAKTHYHKX JIik).

Ability to plan, organise combat and manage a unit
(mechanised platoon) in the main types of combat
(tactical actions).

BIIK 3. 3parHicts 3aCTOCOBYBaTH Ha TIPAKTHIN OCHOBHI
TIONIOPKEHHS  Teopii  YIPABMHASA 1 TPHMAHATTSA  PillieHb,
ITOPUTMH TIPUHAHSTTS YIPABTIHCHKIX PIllIeHb, TPHHIIFTII
Ta TIPOIEIyPH ehEeKTUBHOTO YIPaBIHHS TIPO3IUIOM (Y
ToMy e 3a craaapTamMu HATO); mpoBomiTH ICTOPHKO-
PPETPOCTICKTHBHII aHAITI3.

Ability to apply in practice the basic provisions of the theory of
management and decision-making, algorithms for making
managerial decisions, principles and procedures for effective
management of the unit (including NATO standards); conduct
historical and retrospective analysis.

BIIK 4. 3natHicTs aHai3yBaTy 1 YCBIIOMIFOBATH MICIFO;
BECTM 3a COOOI0 OCOOOBHIA CKIQ[ [0 1l BHUKOHAHES,
JICMOHCTPYFOUM  I[HHOCTL, BJIACTMBOCTI  XapakTepy 1
MUCTICHHS Ha OCHOBI TpHKIANB eTHocy BoiHa Ta
BHJIATHOTO BIFiCHKOBOTO JI/IEPCTBA.

Ability to analyse and understand the mission; lead
personnel to achieve it, demonstrating the values,
character traits and mindset of the Warrior ethos and
outstanding military leadership.

BIIK 5. 3parHicTh BIOCKOHAFOBATH CBOI  (PaxoBi,
METOIMYHI Ta (i3WYHI HaBUYKHM, OCOOHCTO TIPOBOIATH
3aHATTS 3 OOWMOBOI IMATOTOBKH 3 OCOOOBHM CKJIaoM
(TTiapOo3UIOM); TIPAITFOBATH 3 TAEMHUMH JIOKYMCHTAMH,

Ability to improve professional, methodological and
physical skills; personally conduct combat training
classes with personnel (unit); work with secret
documents, store weapons and ammunition, ensure
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30epirat  30por0 1 Ooempuriach,  3a0e3redyBaTH
JOJICPYKAHHS ~ 3aXO[iB  O€3MeKH  HAa  3aHSTTSX;
TIATPUMYBATH  TIOCTIMHY TOTOBHICT ITIAPO3ALTY IO
BUKOHAHHsI 3aBJIaHb 33 MpPH3HAYCHHSM Y MUPHHHA Ta
BOEHHUH Yac.

compliance with security measures during classes;
maintain the unit's constant readiness to perform
assigned tasks in peacetime and wartime.

BIIK 6. 3parnicte opramizoByBatii PXb 3axuct B
TIIPO3MIUT; 3aCTOCOBYBATH 3acO0M  HIMBITYIHHOTO
3aXHCTY Ta JIOJaTH PAHOHH 3apayKEHHS B PI3HUX YMOBaX
OOCTAaHOBKM B  XOIi BHUKOHAHHS 3aBlaHb  3a
TIPU3HAYCHHSM.

Ability to organise CBRN protection in the unit; use
personal  protective  equipment and  overcome
contaminated areas in various conditions in the course of
performing assigned tasks.

BIIK 7. 3parHicte BM3HAYaTW TAKIWYHI BIACTHBOCTI
MICLIEBOCTI TIpH BeZieHHI OOMOBHX Aiii B PI3HHMX yMOBAX;
mpagoBati 3 TormorpadiuHAMM ~ KapTamd  Ta
(hoTOMOKYMEHTaMI;  OpIEHTYBaTWCI HA MICIIEBOCTI 32
KapToro, Oe3 KapTi Ta 3a JIONOMOTOO HABIMaAITAHIX
TIPYUTATTB.

Ability to determine the tactical properties of the terrain in combat
operations in various conditions; work with topographic maps and
photographic documents; navigate the terrain with a map, without
amap and with the help of navigation devices.

BIIK 8. 3martHiCTh BUKOHYBATH 3aBIAHHS IFDKEHEPHOL
TITPAMKH B Pi3HHX BUJIAX OOIO.

Ability to perform engineering support tasks in various
types of combat.

BIIK 9. 3narHicTh OpraHi3oByBaTH Ta IIITPUMYBATH
3B’S130K y TIIPO3/IUT IITATHAMH 3aC00aMH 3B’ SI3KY.

Ability to organise and maintain communication in the unit using
standard means of communication.

BIIK 10. 3matHicTh BUKOHYBaTH MPOQECiiiHy TsUTBHICTh
B yMOBaX TpHMBAIMX pI3HOMIAHOBMX  (DI3HYHMX
HABAaHTOKEHb 1 TICHXIYHMX HAMpYyKeHb; OpraHi3yBaTH
TTATOTOBKY BiliCBKOBOCITY KOOBIIIB I 3a0€3MeUeHHs X
(i3IYHOI TOTOBHOCTI /IO BHKOHAHHS 3aBIaHb 3a
TIPY3HAYCHHSM; OpraHi3yBaTH BUKOHAHHS 3aBIAHb 3
TAKTHYHOI MEUIVUHMU.

Ability to perform professional activities under conditions of’
prolonged, diverse physical exertion and mental stress; to organise
the training of servicemen to ensure their physical readiness to
perform assigned tasks; to organise the performance of tactical
medicine tasks.

BIIK 11. 3naTHiCTh TOTYBATH IITATHY 30POFO TPO3ILTY
JI0 00oBOrO 3aCTOCYBaHHSI, eeKkTrBHO
BHKOPUCTOBYBAaTH OOMOBI 1 TEXHIYHI MOYKIMBOCTI
030poerHst (30poi) Tiz Yac BeeHHs 000 (0OHOBHX iif),
TIPOBE/ICHHI YCIX BWIIB 3aHSTH 13 MIOPSIKOBAHAM
0COOOBMM  CKJIAZIOM; 3/IaTHICTh OCOOHCTO BOJIOIITH
TIpUfOMaMH Ta CTIoco0amMy BeIEHHS BITyYHOTO BOTHEO 31
IIITATHOTO 030pOEHHST (30p0i) TIO TIWIAX, IO 3 SIBIIFOTHCS
Ta PyXarOThCS, BICHb Ta BHOWI; 3/IATHICTH YIPABILITH
BOTHEM IT/NOPS/IKOBAHMX 1 TIPUIAHMX TTIPO3IUTIB
(BOTHEBHMX 3aCcO0IB) MM Yac BHKOHAHHS OOMOBUX
3aBJIaHb.

Ability to prepare regular weapons of the unit for combat use;
effectively use the combat and technical capabilities of weapons
(weapons) during combat (combat operations), conducting all
types of training with subordinate personnel; ability to personally
master the techniques and methods of accurate fire from regular
weapons (weapons) at targets that appear and move, day and
night; ability to control the fire of subordinate and attached units
(firearms) during combat missions.

BIIK 12. 3parnicts 3acTOCOBYBATH HCLMILTIHAPHY
NpakTHKy MO BiHOLIEHHIO JO MiANOPSIKOBAHOIO
0COOOBOTO  CKJTaly;, KepyBaTW  INAPO3NUIOM 3
JOTPUMAHHSM HOPM MDKHAPOIHOTO TYMaHITapHOTO
TIpaBa.

Ability to apply disciplinary practices in relation to
subordinate personnel; manage the unit in compliance
with international humanitarian law.

Biticoroso-cneyianoni komnemenmuocmi (BCK) / Military-special competencies

BCK 1.
HaBUYKaMHU

3HAHHAMMU 1
iHpOpMaIiitHO-

31aTHICTh BOJOIITH
3aCTOCYBaHHS

Ability to possess knowledge and skills in the use of information-
communication systems (complexes of modem mobile
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KOMYHIKAI[IHHUX CHCTEM (KOMILICKCIB Cy4YacHHX
PYXOMHX BY31iB 3B'A3Ky Ta 3aco0iB ypsa0BOrO
MOJILOBOTO 3B'S3KY).

communication nodes and government field communication
equipment).

BCK 2. 3parnicte TOTYBaTH INTaTHe  OONAIHAHHS
CTaHIIiH1 1 By3/iB iHQOpMAIHHO-KOMYHIKAITIHHIX CHCTEM
JI0 BUKOHAHHSI 3aBJIaHb 3 YPSIOBOTO TIOJTLOBOTO 3B’513KY;
BUKOHYBATH CXEMy-HaKa3 Ha OpraHi3aIiio YpszIOBOTO
3B’S3Ky; OpraHI30BYBaTH YEPryBaHHS Ha  BY3Iy
YPSIIOBOTO TIONBOBOTO 3B’sI3KY; BECTH EKCILTyaTalliiHO-
TEXHIYHY JOKYMCHTAIFO, OpPraHi30ByBAaTH 3aXKCT Bill
3aC00IB  PAIIOENIEKTPOHHOI OOpOTHOH; OpraHi30BYBATH
OXOPOHY 1 000POHY TIOJILOBOTO By3J1a YPSIOBOTO 3B’SI3KY.

Ability to prepare standard equipment of stations and nodes of’
information and communication systems to perform tasks on
government field communications; execute the scheme-order for
the organisation of government communications; organise duty at
the government field communications node; maintain operational
and technical documentation; organise protection against
electronic warfare; organise protection and defence of the
government field communications node.

BCK 3. 3narricTs poBOIMTY TUIAHYBAHHS 3 BHKOHAHHS
BY3JIOM YPSITIOBOTO 3B’S3KY 3aBIaHb 32 MPU3HAYCHHSM,
OpPTaHi30BYyBaTH BHKOHAHHS TIEPIIIOYEPTOBUX 3aXOliB
mIOZI0 TIATOTOBKA JI0 BWKOHAHHSA 3aBIaHb SIK B
ITZITOTOBYMI TIEPION TaK 1 B XOJi BUKOHAHHS 3aBIAHb 3
YPSIOBOTO  TIONBOBOTO  3B’SI3KY;  PO3pOOIIOBATH 1
odopmmoBatd  onepaTuBHI  (OOHOBi) TOKyMEHTH 3
YPSIOBOTO  3B’SI3KY; CTABUTH 3aBOAHHS OCOOOBOMY
CKJIa/Ty BY371a YPSJIOBOTO 3B’SI3KY HA BUKOHAHHSI 3aB/IAHD
3a MPHU3HAYCHHSM; 3a0€3MeuyBaTH BUKOHAHHS BY3JIOM
YPSIIIOBOTO 3B’SI3KY TTOCTABIICHHX 3aBIIaHb BiATIOBIITHO 10
IUTaHy OOMOBOTO 3aCTOCYBaHHS TepUTOPIAIEHOIO By3/ia
YPAZIOBOTO 3B SI3KY.

Ability to plan for the performance of assigned tasks by the
government communications node; organize the implementation
of priority measures to prepare for the performance of tasks both
in the preparatory period and in the course of performing
government field communications tasks; develop and execute
operational ~ (combat)  documents on  government
communications; set tasks for the personnel of the government
communications node to perform assigned tasks; ensure that the
government communications node performs its tasks in
accordance with the plan of combat use of the Territorial
government communications node.

BCK 4. 3parHicte 10 opraHizaifi, IUIaHyBaHHSI Ta
3a0C3MEUCHHS] PSKUMY CEKPETHOCTI B YCTAHOBaX Ta
OpraHizaIfisx.

Ability to organise, plan and ensure in

institutions and organisations.

secrecy

7 — IlporpamHi pe3yJbTaTH HABYaH

Hi (ITPH) / Programme learning outcomes

I[MPH 01 BitpHO CIIKYBATHCS JEpPXKABHOIO MOBOIO
YCHO Ta TMHCBMOBO IPM BHKOHAaHHI MpPO(eciiHIX
000B’SI3KIB.

Communicate fluently in the state language orally and in writing
in the performance of professional duties.

IMPH 02 CrinkyBaTics iHO3EMHOIO MOBOIO 3 METOIO
3a0e3reueHHs ePEeKTUBHOCTI MPOod)eCiiHOl KOMyHIKAITil.

Communicate in a foreign language to ensure the effectiveness of
professional communication.

I[MTPH 03 3acrocoByBaT! MPUHIWIT HEMPHITYCTHMOCTI
KOPYTILII Ta OY/Ib-sIKKX IHIIMX MPOSIBIB HEIOOPOYECHOCTI
y nipodpeciiiHiii isSTTBHOCTI.

Apply the principle of inadmissibility of corruption and any other
manifestations of dishonesty in professional activities.

[IPH 04 OpranizoByBatd BjacHy —mpodeciiiHy
TUSUTBHICT, OOMPaTH 1 BUKOPHICTOBYBATH OITHMAJIBHI
METOMM Ta  CIOCOOM  PO3B’S3aHHS  CKIIQIHHX
CIICIIAT30BAHMX 3374 1 MPaKTHYHUX HpooieM Yy
nipodeciiiHiit JSUTBHOCTI, OLIHIOBATH iXHrO
e(heKTUBHICTS.

Organise own professional activities, choose and use optimal
methods and ways to solve complex specialised tasks and
practical problems in professional activities, evaluate their
effectiveness.

[NPH 05 AmnanizyBaty, apryMeHTYBaTH, IpHUAMATH
PIILICHHST TIpH PO3B’S3aHHI CKJIAIHKMX CIIELiaTi30BaHNX
3a71a4 1 PaKTUYHKX 3aB7aHb Y NpodeciiiHiil AisuTBHOCTI,
SIKI XapaKTepU3YIOThCS KOMIUIEKCHICTIO Ta HEMOBHOO
BIBHAYEHICTIO YMOB, BI/ITIOBIZIATH 32 TIPHIHATI PIICHHSL.

Analyse, argue, make decisions in solving complex specialised
problems and practical tasks in professional activities
characterised by complexity and incomplete certainty of
conditions, and be responsible for decisions made.

IIPH 06 AparryBatvicst 10 HOBHX YMOB 1 TEXHOJOTH

Adapt to new conditions and technologies of professional activity,
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npopecifiHoi  MISUTBHOCTI, TPOTHO3YBATH  KIHIICBHI

PE3yJIBTAT.

predict the final result.

I[NPH 07 3acrocoByBatn 1 ajanTyBatd Teopil
iHpopMaIlii Ta KOMyBaHHS, MaTeMaTUYHOI CTATHCTHKH,
gucey, kKprmrrorpadii Ta creranorpadii, 0OpoOIeHHsT Ta
Tiepeavi CHTHAJIB TOIIO, TIPUHITAITN, METOIH 1 TTOHSTTS
KibepOe3reky Ta 3axucTy IH(popMallii y HaBYaHHI Ta
ripodeciiiHii isUTLHOCTI.

Apply and adapt theories of information and coding,
mathematical  statistics, numbers, cryptography  and
steganography, signal processing and transmission, etc.,
principles, methods and concepts of cybersecurity and
information protection in education and professional activities.

I[NPH 08 3acrocoByBard 3HAHHS ¥ pPO3yMIHHS
MareMatvkd Ta (isukn B mpodeciiiHiil misUBHOCTI,
(opmani3zyBaTH 3aadi MpeAMETHOT Taty3i KibepOesnexu
Ta 3aXKCTy iHOopMALLi, GOpMYIIOBATH iX MaTeMaTHUHY
TOCTAHOBKY Ta OOWMpaTd  paIliOHATBHUN — METOI
BUPIITICHHS.

Apply knowledge and understanding of mathematics and physics
in professional activities, formalise the tasks of the subject area of
cybersecurity and information protection, formulate their
mathematical formulation and choose a rational method of
solution.

[IPH 09 3natm Ta 3acTOCOBYBaTH 3aKOHOJABCTBO
YkpaiHu Ta MDKHAPOJIHI BIMOTH, TIPAKTUKH 1 CTAHIAPTH
3 METOIO 3MIHCHEHHS MPO(eCiiHOl MISUTBHOCTI B rajTy3i
KibepOe3reky Ta 3aXUCTy IH(OopMAIIii.

Know and apply the legislation of Ukraine and international
requirements, practices and standards in order to carry out
professional activities in the field of cybersecurity and information
protection.

I[MPH 10 BuxopucroByBatd Ccyd4acHi iH(pOpMAaLliiHi
TEXHOJIOTI, METOIM 1 MOJIEI KiOepOe3NeK: Ta CHCTEM
3axUCTy IHGpOpMAILT JyIs 3miCHEHHs TpogeciiHOl
JUSUTHHOCTI.

Use modem information technologies, methods and models of’
cybersecurity and information security systems to carry out
professional activities.

I[MPH 11 IlnanyBary MiArOTOBKY Ta 3a0€3MEUyBaTH
HETepepBHICTH Oi3HEC-TIPOIIECiB B OpraHi3allisix 3riHO 31
BCTaHOBJICHOIO TTOJTITUKOIO KiOEPOE3TIeKH 3 ypaxyBaHHIM
BUMOT JI0 3aXHCTY iH(pOpMAITii.

Plan the preparation and ensure the continuity of business
processes in organisations in accordance with the established
cybersecurity policy, taking into account information security
requirements.

ITPH 12 3actocoByBaryi METOAM Ta 3acOOM 3aXHCTy
iHbopMarii B iHGOpMamiHMX Ta  iH(OpMAITIHO-
KOMYHIKAI[IIHAX CHCTEMax BiIOBIIHO JI0 BCTAHOBJICHOT
TOJITHKY iH(OpMAITIHOT Oe3MeKH.

Apply methods and means of information protection in
information and information and communication systems in
accordance with the established information security policy.

[MPH 13  BnpoBamkyBaTu,  HaJalITOBYBATH,
CYTPOBODKYBATH Ta MiATPUMYBATH (YHKLIOHYBaHHS
NPOTPaMHHUX 1 TPOrpaMHO-aNapaTHUX KOMIUIEKCIB 1
cucteM KiOepOesnekn Ta 3axWcTy iHopMaIllii sk
HeoOXimHi  mporeaypu  mist  (pyHKIIOHYBaHHS
iHpopMariiaMX W  iHpOPMAITIITHO-KOMYHIKaITIHHIX
crcTeM Ta\abo TH(PACTPYKTYPH OpraHizarlii B ILIOMY.

Implement, configure, maintain and support the functioning of
software and hardware systems and cybersecurity and
information protection systems as necessary procedures for the
functioning of information and information and communication
systems and/or the organisation's infrastructure as a whole.

ITPH 14 BwupinryBaty 3a7adi yIpaBIiHHS TPOIICCAMH
BIJTHOBJICHHS IITATHOIO (YHKIIIOHYBaHHS
iHpOpMAIIHUX ~ Ta  IHPOPMAIIIHHO-KOMYHIKAIIHHIX
CHCTEM 3 BUKOPHCTAHHSIM TPOLICAYD Pe3CpPBYBAHHS
3riHO BCTAHOBJICHOT MOJIITHKK OE3MEKH 1 3a0e3MeTyBaTH

(hyHKIIOHYBaHHS CTICIIATEHOTO TIPOrPaMHOTO
3a0e3MeUeHHs] MO0 3aXWCTy Ta  BiHOBJICHHS
iHbopMarii.

Manage the processes of restoring the normal functioning of’
information and information and communication systems using
backup procedures in accordance with the established security
policy and ensure the operation of special software for
information protection and recovery.

ITPH 15 30wmpary, oOpoOmsTy, 30epiraty, aHATI3yBaTH
KPUTHYHI JaHi Il JIOKa3y peamizarii Kidep3arpos,
MPOBOJIMTH AHATI3 Ta JOCII/DKCHHS KIOCPIHIMICHTY 3
METOI0 OIEPATUBHOTO BiJHOBJICHHS  (DYHKITIOHYBaHHS

Collect, process, store, analyse critical data to prove the
implementation of cyber threats, to analyse and investigate a
cyber incident in order to promptly restore the functioning of the
information system.
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iH(OPMAITIHHOI CUCTEMHU.

I[IPH 16 BwupimyBatn 3ama4i BOPOBADKEHHS Ta
CyNPOBOY KOMITIEKCHIX CUCTEM 3aXKCTy iHpOopMAITii B
iHQOpMAIIIHIX CHCTEMAX.

Solve the problems of implementing and maintaining integrated
information security systems in information systems.

I[MPH 17 3abe3neuyBart (DyHKIIOHYBAaHHS CHCTEMH
YOpaBIiHHA KibepOe3neKkoro 1 3axucToM  iHgopmarii
Oprasizaifii, BKJIIOYAIOUM TIEPCOHAT Ta YHpaBIiHHA
HACJIIKaM¥l peatizartii 3arpo3 iHpopMariliHii Oe3reri B
KPU30BHX CHTYAIlisIX, HA OCHOBI 3MIHCHEHHS TIPOLEIYD
KUTHKICHOI 1 SIKICHOT OITIHKY PH3UKIB.

Ensure the functioning of the organisation's cybersecurity and
information protection management system, including personnel
and management of the consequences of information security
threats in crisis situations, based on the implementation of’
quantitative and qualitative risk assessment procedures.

[TPH 18 AnarizyBaTy, 3aCTOCOBYBaTH METOJIH Ta 3aCO0H
KpUITTOrpadiuHOro 3axucTy iHgopmaiii Ha 00’€kTax
1H(OPMAIIHHOT JisUTHHOCTI.

Analyse and apply methods and means of cryptographic
protection of information at information activity facilities.

[MPH 19 Bupimyatn 3anadi IoA0 oOpraHizaiii Ta

KOHTPOJIIO ~ CTaHy  KpunTorpaiqHoro  3axucry
iHpopMallii, 30KpeMa  BIIOBITHO O  BHMOT
HOPMATHBHHX JIOKYMEHTIB.

Solve tasks related to organising and monitoring the state of
cryptographic protection of information, in particular in
accordance with the requirements of regulatory documents.

I[IPH 20 BusHauyaty 3arpo3u CTBOPEHHS TEXHIYHHMX
KaHATB BUTOKY iH(opMaltii Ha 00 eKTax iH(popMariiHol
TSUTHHOCTI; BIPOBAHKYBATH 3aCO0M 1 3aX0M TEXHIYHOTO
3axXHCTy iH(hOpMAIIii Bill BUTOKY TEXHIYHIMH KaHAJIAMH,
MPOBOAMTA  OOCTYrOBYBaHHS 1 KOHTPOJb — CTaHy
arapaTHUX 3ac00IB 3aXMCTy IH(opMAIli Ta KOMILICKCIB
TEXHIYHOTO 3aXHCTY iH(OpMAILTL,

Identify threats of creating technical channels of information
leakage at information objects; implement means and measures of
technical protection of information from leakage through
technical channels, maintain and monitor the condition of
information protection hardware and technical information
protection complexes.

I[MPH 21 BukoHyBaTd BIpPOBAKEHHS, IATPHMKY,
aHa3 eheKTHBHOCTI crcTeM BUSIBIICHHS
HECaHKITIOHOBAaHOTO JIOCTYITY, Ml 3 iHQopmaiiero B
iH(pOPMAIIIiHIi CHCTEMI, BPAJIMBOCTEH, MOMJIMBUX
3arpo3 iHpopMariiifHoMy TpocTopy ¥ iH(opMariiiHIM
pecypcam Ta BUKOPHCTOBYBATH KOMIUIEKCH 3aXHCTy UL
3a0e3MeueHHsT  HEOOXIAHOTO  pIBHA  3aXHIICHOCTI
iH(opMari B iHQOpMAIIHIX CHCTEMAX.

Implement, maintain, analyse the effectiveness of systems for
detecting unauthorised access, actions with information in the
information system, vulnerabilities, possible threats to the
information space and information resources, and use security
systems to ensure the required level of information security in
information systems.

ITPH 22 CTPYKTYpY Ta 3MICT IUIaHYBaJIBHOL
JIOKyMeHTAIlii (OpraHi3ariiiHi, TeXHIYHI, PeKUMHI
Ta OIEpaIiifHi 3ax0/iu), TEOPETUYHI OCHOBH,
ICHYIOYMX Ta HOBITHIX METOAIB 1 CHOCOOIB
npotuaii  3acobaM  TEXHIYHOI  PO3BLIKU
(pamioenekTpoHHa ~ OOpOTHOA,  MAacKyBaHH,
nesiHdopmariisi, opraHizaimiiiHi Ta 1HXEHEPHO-
TexHIuHI 3axoau). CTBOPIOBAaTH YiTKI THCTPYKIIi
TUTSE TIepCOHAITY 1010 BUKOPHCTaHHSI
BCTaHOBIICHUX CHUCTEM ILTP. Ymitu
HaJIAIITyBaTH TMapamMeTpu TEXHIYHUX CHUCTEM T[T

KOHKPETHY 3aBaJIoBy OOCTAHOBKY oGekra.

[1PH 23 BuKOpHCTOBYBaTH y MPaKTHYHIN AisUIGHOCTI B
chepi  opramizamii  [lepcmemss’s3Ky  cuCTeMy
TIPHUHITAITIB, 3aKOHIB 1 KATEropii MiaIeKTHKH.

To use the system of principles, laws and categories of dialectics
in practical activities in the field of organization of the State
Service of Special Communications and Information Protection
of Ukraine.
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[IPH 24 3acrocoByBatn B mpodeciiiHiil IisuBHOCTI
NPaBOBY 0a3y HALIOHAIBHOI Oe3MeKr YKpaiHH.

Apply the legal framework of national security of Ukraine in
professional activities.

IIpoepamui pesynomamu nasuanns broxy 1. Hpogecitinuii cmanoapm. Daxieeys 3 peazysarHs Ha IHYUHOEHMU
Kibepbesnexu / Programme learning outcomes Block 1. Professional standard. Specialist in response cybersecurity incident

[TPHOGn 1.1. BukoprcToBYBaTH IHCTPYMEHTH KOPEIISITI
niofiii Oesneky. BrsHayaty Ta MpiopUTE3yBaTH 3aXOIH
pearyBaHHs Ha pr3uKH Kibepoesnekn. Po3pobmsiti abo
Opaty y4acTs y po3poOITi MOPSIIKY TPOBEICHHS OIHKH
IHIMIeHTIB - KibepOesmeky. [IpoBomyTy  OIHKY ikt
MPOTHBHUKA Ta WOro METOMIB, BUSIBISITH TEXHIKH,
TaKTHKH Ta TPOLIEAYPH Haray.

Use security event correlation tools. Identify and prioritise
responses to cybersecurity risks. Develop or participate in the
development of a procedure for assessing cybersecurity
incidents. Assess enemy actions and methods, identify attack
techniques, tactics and procedures.

IMPHOn 1.2. T'otyBati AOKyMeHTH (3aITUTH, 3asBKH,
BUXiIHI JaHI TOINO) JUIi TPOBEICHHS TEMATHIHUX
JOCTDKeHp  (OIIHKKA  BIITOBIMHOCTI)  3aco0iB
KpUITTOrpaghiaHoro 3aXUCTY iH(popMartii.
BukoprcroByBaTi Matepiaiy Ta 3BITH 32 pe3yJIbTaTaMi
TEMATUYHUX  JIOCTIDKEHh  (OMIHKM  BIITOBIAHOCTI)
3ac0o0IB KPUITTOrpadhiuHOro 3axucTy iH(popMmarti st ix
PaLiOHATEHOTO 3aCTOCYBaHHS Ha 00’€ekTax
iHpopMariiHol misbHOCTi. HamaBatn B HEOOXimHMX
BUIA/IKAX KEPIBHUIITBY TPOIMO3MII OO0 YKIIAIAHHS
JIOTOBOPIB Ha TIPOBE/ICHHSI TEMATHYHUX JIOCII/PKEHb (1X
OKPEMUX CKJIAJIOBMX) Ta OIIHKY BIITOBITHOCTI 3aC00IB
KPUITTOrpahigHOro 3aXKCTy iH(popMartii.

[IpoBomwmr criemiabHI TOCTIPKEHHS 3ac00iB 00POOKH
irdopMartii, TEXHIYHIX 3ac00iB (BU3HAYATH CKIIAZIOBI Ta
pexuMu  poboTH  3aco0iB 00poOKM  iH(opMarli Ta
TEXHIYHMX 3aco0IiB, BH3HAYAaTH TECTOBI CHTHAJIM,
CKJIANATH CXEMH CIIELIAIBHUX JOCHIIHKEHD, BUSBIATH Ta
BUMIpIOBaTH ~ HeOe3neuHi  (TeCTOB)  eIeKTpUHHI,
€JIeKTPOMATHITHI Ta ONTWYHI CHTHATH, BI3HAYATH
TIOKa3HHUKH 3aXHIIIEHOCT iH(opMaltii 3aco0iB 0OpoOKH
iHdopMarti, TEXHIYHMX 3acO0iB Ta MOXKIMBICTH
(HEMOKITMBICTE) CTBOPEHHST HFMH a00 [Yepe3 HHX MEBHIX
TEXHIYHUX KaHATIB BUTOKY IH(POpMALIT).

Po3yMiTi KOHIIEMIIIIO Ta CTPYKTYpPY MOJEN TEXHIYHHX
PO3BIIOK, BKJIFOYHO 3  THIIOBUMH  CIICHAPIsSMHU,
00'eKTaMH Ta CyO'€KTaMU PO3BIMYBAIBHOI AISUIBHOCTI.
YMiHHS Ha OCHOBI aHami3y JaHuX (BKITFOYAIOYH
pe3ynbTaTe CTITTIATHHIX TIEPEBIPOK,
PaTiOMOHITOPHHTY,  BI3YAILHOTO  CIOCTEPSIKCHHS)
imeHTA(IKyBaTH KOHKPETHI THITM 3acO0IB TEXHIYHOL
PO3BIIKM Ta iX MOXIIMBHX HOCIIB, SIKi 3arpOKyIOTb
00’€eKTaM MPOTHIII.

Prepare documents (requests, applications, initial data, etc.) for
conducting case studies (conformity assessment) of cryptographic
information protection means.

Use materials and reports based on the results of case studies
(conformity assessment) of cryptographic information protection
means for their rational application at information activity facilities.
To submit proposals to the management, if necessary, on concluding
contracts for conducting case studies (their individual components)
and assessing the conformity of cryptographic information protection
means.

Conduct special studies of information processing facilities, technical
means (determine components and modes of operation of
information processing facilities and technical means, determine test
signals, draw up schemes for special studies, detect and measure
dangerous (test) electrical, electromagnetic and optical signals,
determine information security indicators of information processing
facilities, technical means and the possibility (impossibility) of
creating certain technical channels of information leakage by them or
through them).

Understand the concept and structure of technical
reconnaissance models, including typical scenarios, objects and
subjects of reconnaissance activities. Be able to identify specific
types of technical reconnaissance means and their possible
carriers that threaten countermeasures objects based on data
analysis (including the results of special checks, radio
monitoring, visual observation).

ITPHOGn 1.3. 30epiratyt IUIICTHICTL JIOKA3iB BiOBIIHO
JI0 CTaHJAPTHUX  OIEPaTMBHUX  Hpoiemnyp abo
HaIllOHATIGHUX CTAHIAPTIB. 3aCTOCOBYBaTH METONMKH
BUSIBIICHHS. BTOPrHEHb 3 OOKy XOCTa Ta Mepexi 3a
JIOTIOMOTOK0 ~ TEXHOJIOTI ~ BUSIBJICHHS ~ BTOPTHEHb.

Maintain the integrity of evidence in accordance with
standard operating procedures or national standards.
Apply techniques to detect host and network intrusions
using intrusion detection technologies. Conduct security
vulnerability scanning procedures.
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TpoBoMTH TIpOIIEYypH CKAHYBAHHS BPA3THBOCTEH B
cucreMax Oe3IeKH.

Ipoepamui pesynomamu nasuanns broxy 2. Hpogecitinuii cmanoapm. Daxieeys 3 KPUNMOSPAGDIUHOL0 3AXUCTLY
inghopmayii’/ Programme learning outcomes Block 2. Professional standard Specialist in cryptographic information security

[IPHG6n 2.1. Po3pobnsTH TmJaHW, NPOTPAMH,
THCTPYKIIii Ta HACTAHOBH MIO0 KOHTPOJIO PIBHA
Oesneku KpunrorpadiqHoro 3axucry iHgopmarii
B opraHi (ycTaHOBi, MiINPUEMCTBI). 3iHCHIOBATH
MepeBipKy MOBHOTH 1 BiJIIOBITHOCTI peaizoBaHUX
3axoMiB 13 3axucry iHdopMmamii B opradi
(ycTaHOBI, TAMIPHEMCTBI) BUMOTaM HOPMAaTHBHUX
JIOKYMEHTIB 3 MIUTaHb KPUTITOTPAdiqHOTO 3aXUCTY
iH(popmMariii. POOUTH BHCHOBKM Ta CKJIalaTH aKTH
3a pe3yJIbTaTaMi KOHTPOJIBHUX 3aXOJiB.

Develop plans, programmes, instructions and guidelines
for controlling the level of security of cryptographic
protection of information in the body (institution,
enterprise). To verify the completeness and compliance
of the implemented information security measures in the
body (institution, enterprise) with the requirements of
regulatory documents on cryptographic information
security. Draw conclusions and draw up acts based on
the results of control measures.

[MPHOn 2.2. IlpairoBat 3 (aiiamMu KypHATB Ta
aHamzyBaty iXx. OTpUMyBaTH Ta aHAI3YBaTH CHUTHAIA
CIIOBIIIEHHS TIPO MEPEXKY Bill PI3HUX HKEPEIT B CEPEIrHI
Oprasizaiii Ta BH3HAYaTH MOXJIMBI NPUYMHH TIOSBU
TaKWX CUTHAIB.

[poBomuTH CrieTiiabHI TOCTiHKEHAST 3aC00iB 0OPOOKH
iHdopMartii, TEXHIYHIX 3ac00IB (BU3HAYATH CKIIAIOBI Ta
pexuME  poOOTH  3aco0iB  00pOOKM  iH(opMarti Ta
TEXHIYHMX 3aco0IiB, BM3HAYAaTH TECTOBI CHTHAJIM,
CKJIaZIaTH CXEMU CIEIabHUX IOCIIHKEHb, BUSBIISTH Ta
BUMIpIOBaTH ~ HeOe3neuHi  (TeCTOBI)  eIEKTpUHHI,
CJICKTPOMATHITHI Ta ONTWYHI CHUTHATM, BH3HAYATH
TIOKA3HHUKH 3aXHIIIEHOCT iH(opMaltii 3aco0iB 0OpoOKH
iHpopMarlii, TEXHIYHMX 3acO0B Ta MOKIHMBICTH
(HEMOKIIMIBICTE) CTBOPEHHST HFIMH a00 depe3 HHX TTEBHIX
TEXHITHMX KaHATIB BUTOKY iH(opMaIrii).

Po3ymiTi KOHIIEMIIIIO Ta CTPYKTYPY MOJIEII TEXHIYHMX
PO3BIIOK, BKJIFOYHO 3  THIIOBUMH  CICHAPISIMH,
o0'ekTaMl Ta CyO'eKTaMU PO3BIIYBAIBHOI JISUTBHOCTI.
VYMiHHS Ha OCHOBI aHal3y JaHMX (BKJIIOYAIOUM
pe3yibTaTe ClIeTATFHAX TIEPEBIPOK,
PamiOMOHITOPUHTY,  BI3yaJlbHOTO  CIIOCTEPE)KEHHS)
imeHTH(IKyBaTH KOHKPETHI THITM 3acO0IB TEXHIUHOL
PO3BIIKA Ta iX MOMJIMBHX HOCIB, SIKI 3arpOyKyrOTh
00’€eKTaM MPOTHIII.

Work with and analyse log files. Receive and analyse network
alerts from various sources within the organisation and identify
possible causes of such alerts.

Conduct special studies of information processing facilities,
technical means (determine components and modes of operation
of information processing facilities and technical means,
determine test signals, draw up schemes for special studies, detect
and measure dangerous (test) electrical, electromagnetic and
optical signals, determine information security indicators of
information processing facilities, technical means and the
possibility (impossibility) of creating certain technical channels of’
information leakage by them or through them).

Understand the concept and structure of technical
reconnaissance models, including typical scenarios, objects and
subjects of reconnaissance activities. Be able to identify specific
types of technical reconnaissance means and their possible
carriers that threaten countermeasures objects based on data
analysis (including the results of special checks, radio
monitoring, visual observation).

[TPHOGn 2.3. Busnavatu ((popMyItroBaT) MOTpeOH MO0
KpHITTorpagiHoro 3aXHCTY iH(opMariil Ha
TTIPHEMCTBAX, (YCTaHOBAX, OpraHizauisx). BusHauaru
Ta aHAMN3yBaTH BUMOTHM IIOJO KpHITOrpagiuHOro
3aXUCTy iH(OpMAalii Ha MiANPHEMCTBAX, (YCTAaHOBAX,
OpraHizaifisix).  3MHACHIOBATH  MOMEPESHIO  OIIHKY
JOCTAaTHOCTI Ta KOPEKTHOCTI BHMOT 1 TIOTpeO
KOpPHCTYBa4iB (3aMOBHUKIB)IJII TIOOYIOBH ITIIICHCTEMH
KpHUITTOrpagiqHOro 3axucTy iHdopMarti 3 HeoOXiTHIM

Identify (formulate) the needs for cryptographic protection of
information at enterprises, (institutions, organisations). Determine
and analyse the requirements for cryptographic protection of
information at enterprises, (institutions, organisations). Carry out a
preliminary assessment of the sufficiency and correctness of the
requirements and needs of users (customers) to build a
cryptographic information security subsystem with the required
level of security. Analyse the needs and requirements of users in
order to plan and conduct system development.
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piBHeM Oe3mekd. AHaIi3yBaTH MOTPEOM Ta BHUMOTH

KOPHCTYBauiB 3 METOI0 IUIAHYBaHHS 1 IPOBEACHHS
PPO3POOKH CHCTEMH.

Ipoepamni pezynomamu Hasuanns broky 3. Ipogecivinuii cmanoapm. Daxiseyb 3 mexHiuHO20 3axucny iHghopmayii/
Programme learning outcomes Block 3. Professional standard Specialist in technical information security

[IPHOn 3.1. IlpoBomuty criemianbHi  JOCITIHKEHHS
3aco0iB  00poOKM iH(OpMalli, TEXHIYHMX 3acO0iB
(BU3HAYATH CKIQJOBI Ta PSKUAMH pOOOTH 3aco0iB
00poOKK iH(opMAaIlil Ta TEXHIYHUX 3ac00IB, BU3HAYATH
TECTOBI CHTHAM, CKJIQJaTd CXeMH  CICIaTbHIX
JIOCIT/DKeHb, BUSIBISITH Ta BUMIPIOBATH HEOE3MeUHI
(TecToBi) €JEKTPHYHI, EIEKTPOMArHiTHI Ta OITHYHI
CHUIHAIM,  BU3HAYaTH  IIOKA3HUKM  3aXMIIEHOCTI
iH(opMallii 3aco0iB 0OpOOKM IH(OPMALIT, TEXHIYHUX
3aC00IB Ta MOXJIMBICTb (HEMOXUIMBICTB) CTBOPEHHS
HUMH 200 Yepe3 HUX TIEBHUX TEXHIYHNX KaHAIIB BUTOKY
iHopmari). [lpoBomuTH cremianbHi  IOCTIHKEHHS
00’€KTIB 1H(pOpMAIIIHOI TisUTBHOCTI (CKIamaTd CXeMH
CTIEIIABHAX JIOCHI/DKEHb, BUSBISATH Ta BUMIPIOBATH
HeOesneyHi  (TecToBi) aKyCTHuHi, BIOpPOAKyCTHYHI,
AKyCTOCJICKTPHYHI, aKyCTOCJICKTPOMATHITHI, JIa3epHi
CWTHAIIM, BM3HAYATH TIOKA3HMKH 3aXWIIECHOCTI MOBHOI
iHpopmarii Ha 00’ekTi iH(OpPMAIHHOT MIsUTBHOCTI Ta
MOMJIUBICTH (HEMOXUTUBICTB) cTBopeHHst Ha Ol meBHux
TEXHIYHUX KaHATIB BHUTOKY iH(opmarii). BusHauaru
BUMOTH JI0 TIOKAa3HHKIB (XapaKTEpHUCTHUK) arapaTHHX
3aco0iB TEXHIYHOIO 3aXHCTy iH(pOpMAIIii, SIKi HeOOXiTHI
U1 3a0€3TeueHHsI 3aXHIIeHOCTI iH(opMaltii B crcTeMi
a00 Ha 00’ekTi iHhOPMAITIHHOI TISITHHOCTI.

Conduct special studies of information processing facilities and
technical means (determine the components and operating modes
of information processing facilities and technical means,
determine test signals, draw up schemes for special studies, detect
and measure dangerous (test) electrical, electromagnetic and
optical signals, determine the information security indicators of
information processing facilities and technical means and the
possibility (impossibility) of creating certain technical channels of
information leakage by them or through them). Conduct special
studies of information activity objects (draw up schemes of
special studies, detect and measure dangerous (test) acoustic,
vibroacoustic, acoustoelectric, acoustoelectro-magnetic, laser
signals, determine the security indicators of speech information at
the information activity object and the possibility (impossibility)
of creating certain technical channels of information leakage at the
OIA). Determine the requirements for indicators (characteristics)
of hardware means of technical protection of information, which
are necessary to ensure the security of information in the system
or at the object of information activity; draw up protocols of
special studies. Draw up protocols of special studies. Draw up
instructions for the operation of information processing facilities
and information activities.

[TPHOn 3.2. IlpamoBatn 3 (aimaMu >KypHATIB Ta
aHami3yBaty ix. OTpUMYBaTH Ta aHA3YBATH CHUTHAIA
CIIOBIIICHHS TIPO MEPEXKY BiJl PI3HUX JHKEPEN B CEpeIrHI
Oprasizaiii Ta BM3HAYaTH MOXIIMBI NPUYAHK TIOSBU
TAKHX CUTHAIB.

lotyBatn nmoKyMeHTH (3anWTH, 3asBKW, BHXiIHI JaHi
TOMIO) JUI1 TIPOBENCHHS TEMAaTUYHHX JIOCIIHKESHb
(oIiHKM  BIATMOBIMHOCTI) 3aco0iB  KpurTorpadidHoro
3aXHCTY iH(pOpMAITii.

BukoprcroByBati Marepianm Ta 3BiTH 3a pe3ysIbTaTaMi
TEMaTUYHUX JIOCIIDKEHD (OLIHKM BIIOBITHOCTI) 3aC00IB

KpuImorpagiuHoro  3axucry  iHgopmarii pis 1x
palliOHATBHOTO ~ 3aCTOCYyBaHHS ~Ha 00  ‘eKTax
1H(OpPMALIHHOT JiSUTBHOCTI.

Hamapath B HeOOXimHWMX BHIIQJIKaX KEPIBHHUITBY
TIPOTIO3MITii ITIOZI0 YKJIA/IAHHS JOTOBOPIB HA TIPOBE/ICHHS
TEMATUYHUX JOCIIHKEHb (iX OKpPEeMHMX CKIIAIOBHX) Ta
OIIHKK  BITOBITHOCTI  3acO0iB  KpwrrrorpadivHoro
3aXUCTY IHpOpMALTi.

Work with and analyse log files. Receive and analyse network alerts
from various sources within the organisation and identify possible
causes of such alerts.

Prepare documents (requests, applications, initial data, etc.) for
conducting case studies (conformity assessment) of cryptographic
information protection means.

Use materials and reports based on the results of case studies
(conformity assessment) of cryptographic information protection
means for their rational application at information activity facilities.

Provide proposals to the management, as appropriate, on concluding
contracts for conducting case studies (their individual components)
and assessing the compliance of cryptographic information security.
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Po3ymiTi KOHIIEMIIIIO Ta CTPYKTYpPY MOZEN TEXHIYHHX
PO3BIIOK, BKJIFOYHO 3 THIIOBUMH  CIICHAPisMH,
o0'ekTaMHl Ta CyO'€KTaMH PO3BIILYBAIBHOI JSUTBHOCTI.
YMiHHS Ha OCHOBI aHamizy JaHuX (BKITIOYAIOYH
pe3yIbTaT! CTIeTiaTbHAX TIEPEBIPOK,
PaIOMOHITOPHHTY,  BI3YILHOTO  CIOCTEPSIKCHHS)
imeHTU(DIKyBaTH KOHKPETHI THIHM 3acO0IB TEXHIYHOL
PO3BIIKM Ta iX MOXJIMBHX HOCIIB, SIKi 3arpOKyIOTb
00’€eKTaM MPOTHJII1.

Understand the concept and structure of technical
reconnaissance models, including typical scenarios, objects and
subjects of reconnaissance activities. Be able to identify specific
types of technical reconnaissance means and their possible
carriers that threaten countermeasures objects based on data
analysis (including the results of special checks, radio
monitoring, visual observation).

[MPHOon 33. dopmymoparn (Opatu yd4acth Yy
(hopMyITFOBaHHI) BHUMOI JI0 3aXKCTy iH(opMmalii B
iHpOpMAaIfHO-KOMYHIKAIIMHIX ~ CACTEMax Ta Ha
00’exTax iH(popMariiHOI mistbHOCTL. Po3potistTi (Opati
y4acT y po3poOll) TMOMTHKK Oe3rexd iHdopMaryi B
iHGbOpMAaITIHHO-KOMYHIKAIIMHAX cHcTeMaX. Po3po0msTi
(6parm  ywacte y  po3poOri)  TexXHIYHOI  Ta
SKCIUTyaTalliiHOT ~ JIOKYMEHTaIlil 100  CTBOPEHHS,
JICpKABHOI ~ eKCTIepTH3H, —(arecTailii), BBEACHHS B
SKCIUTyaTallifo, eKCIUTyaTallii CHCTeM Ta KOMIUICKCIB
3aXUCTy iHpOpMAITii.

Formulate (participate in the formulation of) requirements for
information security in information and communication systems and
at information activity facilities. Develop (participate in the
development of) information security policies in information and
communication systems. To develop (participate in the development
of) technical and operational documentation for the creation, state
examination, (certification), commissioning, operation of information
security systems and complexes.

Ipoepamni pezynomamu Hasuanns buoxy 4. lpogecivinuii cmanoapm. @axiseys 3 npomuodii mexuiuHum
possioxam/Programme learning outcomes for Block 4. Professional standard. Specialist in countering technical intelligence

[TPHOGm 4.1. Po3yMiTi KOHIISIIITIIO Ta CTPYKTYPY MOJIEII
TCXHIYHMX  pO3BIMOK, BKIIOYHO 3  THIIOBUMH
ClLICHAPisIMK, 00'€KTaMU Ta CyO'€KTaMH PO3BiITYBABHOT
JUSUTBHOCTI.  YMIHHA Ha OCHOBI aHAM3y JaHHX
(BKITIOYAIOUM  pe3yNbTaTH  CHeLiaIbHUX —TIEPEBIPOK,
PaliOMOHITOPUHTY,  Bi3yaJlbHOIO  CIIOCTEpPEKEHHS)
ineHTH(IKyBaTH KOHKPETHI THIHM 3aCO0IB TEXHIYHOL
PO3BIIKM Ta iX MOMJIMBHX HOCIB, SIKi 3arpO)KyIOTh
00’€KTaM TIPOTHIji.

Understand the concept and structure of technical
reconnaissance models, including typical scenarios, objects and
subjects of reconnaissance activities. Be able to identify specific
types of technical reconnaissance means and their possible
carriers that threaten countermeasures objects based on data
analysis (including the results of special checks, radio
monitoring, visual observation).

[IPHGm 4.2. [parroBatt 3 aiiamMu  KypHATB Ta
aHamizyBatu ix. OTpUMyBaTH Ta aHATI3YBATH CHTHAIH
CTIOBIITICHHST TIPO MEPEKY BiIl PI3HIX HKEPENT B CEPEIIHHI
OpraHizaiii Ta BHU3HAYATH MOXIIMBI TPUYMHH TIOSIBH
TaKWX CHTHAIB.

lotyBatn mOKyMeHTH (3amUTH, 3asBKW, BUXITHI JaHi
TOIO) JYIS TIPOBENCHHS TEMAaTUYHUX JOCIIHKECHb
(oriHKM  BiATOBIMHOCTI) 3aco0iB  KpurTorpadiqHoro
3aXUCTy iHpOpMAITii.

BukoprcroByBati Marepiani Ta 3BiTH 3a pe3yJIbTaTaMi
TEMATUYHHX JIOCITIIDKEHB (OIIHKH BiITOBITHOCTI ) 3aC00IB

KpurrrorpadigHoro  3axucry  iHdopmamii i ix
PaLiOHATBHOTO 3aCTOCYBaHHS Ha 00°€ekTax
IH(OPMAITIIHOT JTISUTHHOCTI.

Hamagati B HEOOXiIHMX BHIIQJKAX KEPIBHHUITBY
TIPOTIO3MIIii ITIO/I0 YKJIAIAHHS JIOTOBOPIB HA TIPOBE/ICHHS
TEMATHYHUX JIOCT/PKEHb (IX OKpPEeMHX CKJIAJIOBHX) Ta

Work with and analyse log files. Receive and analyse network
alerts from various sources within the organisation and identify
possible causes of such alerts.

Prepare documents (requests, applications, initial data, etc.) for
conducting case studies (conformity assessment) of cryptographic
information protection means.

Use materials and reports based on the results of case studies
(conformity assessment) of cryptographic information protection
means for their rational application at information activity
facilities.

Submit proposals to the management, if necessary, on concluding
contracts for conducting case studies (their individual
components) and assessing the conformity of cryptographic
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OLIHKMA BINOBIAHOCTI 3aco0iB  KpurrorpagigHoro
3aXMCTy iHpOpMAITii.

[poBomuTH criemianbHi TOCITiHKEHAST 3aC00iB 00POOKH
iHdOopMarIii, TEXHIYHIX 3ac00iB (BU3HAYATH CKIIAIOBI Ta
peXAMH  poOOTH  3aco0iB  00pOOKM  iH(opMarti Ta
TEXHIYHMX 3ac00IB, BHM3HAYATH TECTOBI CHTHAIM,
CKJIaIaTH CXEMU CIEIabHIX IOCIIHKEHb, BUSBISITH Ta
BUMIpIOBAaTH ~ HeOe3NeuHi  (TeCTOBi)  JIeKTPUYHI,
CNICKTPOMATHITHI Ta ONTWYHI CUTHATY, BH3HAYATH
TIOKA3HHUKK 3aXMIIIEHOCTI iH(opMaltii 3aco0iB 0OpoOKH
iHpopMallii, TEXHIYHMX 3acO0B Ta MOXKIHBICTH
(HEMOYKIIMBICTE) CTBOPEHHST HFMH a00 depe3 HHX MEBHIX
TEXHITHIX KaHATIB BUTOKY iH(opMaITii).

information protection means.

Conduct special studies of information processing facilities,
technical means (determine components and modes of operation
of information processing facilities and technical means,
determine test signals, draw up schemes for special studies, detect
and measure dangerous (test) electrical, electromagnetic and
optical signals, determine information security indicators of
information processing facilities, technical means and the
possibility (impossibility) of creating certain technical channels of’
information leakage by them or through them).

[TPHOGn 4.3. 3Haty TEOpETHYHI OCHOB, ICHYIOUHMX Ta
HOBITHIX METOMIB 1 CHOCOOIB mpoTHmil 3acobam
TEXHIYHOT PO3BIIKK  (pamioeNieKTpoHHa —OOpOTHOA,
MacKyBaHHs, Je3iH(opMaIlis, OpraHizaimiiiHi  Ta
IHKEHEPHO-TEXHIYHI 3aX0/IH).

OOwupary HAMOLTBII aleKBaTHI Ta e(heKTHBHI METOIH 1
CIIOCOOH TIPOTHIT TS HelTpati3aliii KOHKPETHHX BUJIIB
3aco0iB TeXHIYHOI po3Bimku 3 ypaxyBanasMm OIIJ] ta
YMOB 3aCTOCYBaHHSI.

OrnepatuBHO 30Mpary, Bepu(iKyBaTH Ta aHATI3yBaTH
BUXIiJIHI JaHi, HEOOXIMHUX JUIS TPOBEACHHS TOYHHX
PO3PaxyHKIB.

Know the theoretical foundations, existing and latest methods
and means of countering technical reconnaissance (electronic
warfare, camouflage, disinformation, organisational and
engineering measures).

Select the most appropriate and effective methods and means of
countering specific types of technical reconnaissance, taking
into account the OPD and conditions of use.

Promptly collect, verify and analyse the source data necessary
for accurate calculations.

Tpoepamui pesyrvmamu HasuanHs 8ilicbKo80-npoecitina ma 8ilicbK08o-cneyianvii niocomoska / Programme
learning outcomes military-professional training and military- special training

IMPHBIII 1. 3acrocoByBarm Bumorn CraryTiB
36porianx Crnn YkpaiHu Tpu OpraHizaiiii Ciry»KOoBOi
TUSTTBHOCTI B TIAPO3IUTL, BHYTPIIIHEOI 1 BAPTOBOI CITYKO,
TATPUMAaHHI BIMCBKOBOI JMCIMITTIHM Ta 3a0e3MedeHH]
CTPOWOBOI 3TAr0/PKEHOCTI iIPO3IITY.

Apply the requirements of the Statutes of the Armed Forces of’
Ukraine in the organisation of service activities in the unit, internal
and guard service, maintaining military discipline and ensuring
the unit's coherence.

TTPHBIIIT 2. 3a1CHIOBATH MiTOTOBKY
miApo3aiTy (MeXaHi30BaHOTO B3BOJY) IO BEACHHS
0010 (TaKTHUHMX Jild), YOPaBIATH  JisIMH
MiPO3/UTY B X0/l BEACHHS 0010 (TaKTHYHUX Jii).

Prepare the unit (mechanised platoon) for combat (tactical
operations), to manage the actions of the unit during combat
(tactical operations).

[TPHBIIII 3. 3naty 1 po3yMiTy IPHHLMIH Ta TPOLEAYPH
VIpaBJIiHHS Timpo3aioM 3a crangapramu HATO Ta
BMITH X BUKOPHCTOBYBATH TSl IOCSITHEHHST CITy>KOOBHX 1
0OMOBYIX IIiJICH; TIpHIAMATH OOTPYHTOBAHI PIIIICHHS Ha IIii
MOpoO3aUly B  yMOBax OOWOBOi  OOCTAHOBKH 3
BUKOPHCTAHHSIM TIPUHIIMITIB 1 TIPOLIETYP 3a CTAHAapTaMH
HATO; BMiTH TIPOBOAMTH iCTOPHKO-PETPOCTICKTHBHHUIA
aHaIi3 diid.

Know and understand the principles and procedures of unit
management in accordance with NATO standards and be able to
use them to achieve service and combat objectives;, make
informed decisions on the unit's actions in a combat situation
using principles and procedures in accordance with NATO
standards; be able to conduct historical and retrospective analysis
of actions.

[MPHBIIIT 4. 3natu i po3yMmiTH OCOOIUBOCTI
npodecii  odinepa, OCHOBM  BiCBKOBOTO
JMiJepcTBa, IIHHOCTI, BIIACTHUBOCTI XapakTepy i
BHJI MHCJICHHS BUAATHUX BIMCHKOBUX JiJIEpiB Ha

Know and understand the peculiarities of the officer's profession,
the basics of military leadership, values, character traits and types
of thinking of outstanding military leaders on the examples of
their military professional activities and the ethnicity of the
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MpUKIagax ix BiHChKOBO-POQeciifHOl AisuIbHOCTI
i etHocy Boina.

Warrior.

TIPHBIINI 5. 3mati MeTOoOW BIOCKOHATIEHHSA CBOIX
(haxoBHX Ta METOMYHUX HABHYOK, OCOOHCTO MPOBOIUTH
3aHATTS 3 OOMOBOI MIATOTOBKA 3 OCOOOBHM CKJIAJIOM
(mopo3auioM);  BMITH — TIPAITIOBATA 3 TAEMHUAMH
JIOKyMEHTaMM; HaJIiFHO 30epiraty 30poro 1 Goerpuriacy,
MaifHO TIAPO3UTY, KepyBaTd BEACHHAM POTHOIO
TOCIIONAPCTBA TPO3/ITY; 3a0e3edyBaTy JIO/CPyKaHHS
3ax0fiB OC3MeK Ha 3aHATTAX, CIPUIHOAX (IONBOTAX,

MOXO/aX), HAaBYaHHAX (TPEHyBaHHsX), IEpeBIpKax
TOTOBHOCTI.

Know the methods of improving their professional and
methodological skills, personally conduct combat training classes
with personnel (unit); be able to work with secret documents;
securely store weapons and ammunition, unit property, manage
the unit's company economy; ensure compliance with safety
measures during classes, firing (flights, campaigns), exercises
(training), readiness checks.

[TPHBII 6. OpranizoByBaru PXb 3axuct B mipo3mimi
(3acTtocoByBaTr 3aco0M IHIMBIAYAITBHOTO 3aXHCTY Ta
JIONIaTH  PaifiOHM  3apaXEHHS) B PI3HAX  YMOBAaxX
OOCTaHOBKM B  XO[i BHUKOHAaHHS 3aBJaHb  3a
TIPU3HAYCHHSIM.

Organise CBRN protection in the unit (use personal protective
equipment and overcome contaminated areas) in various
conditions of the situation in the course of performing assigned
tasks.

I[MPHBIII 7. BwuzHayar TaKTWYHI BJIACTHBOCTI
MICIICBOCTI TIPH BEJICHHI OOMOBHIX JIiif B PI3HUX YMOBAX;
NpairoBaTd 3 TONOTpaiuHUMH ~ KapTamH  Ta
(hoTOOKyMEHTaMK;  OpIEHTYBaTHCS Ha He3HaHoMiit
MICIIEBOCTI 32 KapToro, 0e3 KapTh Ta 3a JIOTOMOTO)
HABITAIiiHUX TIPWIaaiB BACHb 1 BHOYI 3a Oyb-IKOl
TIOTOJTH 1 TIOPH POKY.

Determine the tactical properties of the terrain when conducting
combat operations in various conditions; work with topographic
maps and photographic documents; navigate unfamiliar terrain
with or without a map and using navigation devices, day and
night, in any weather and season.

[IPHBIIIT 8. dopmyBar BKa3iBKH 3 iHKEHEPHOL
MITPUMKA  B3BOJYy B pBHMX  BHAaX OO0,
BUKOPUCTOBYIOYM ~ PO3YMIHHS ~ OCHOBHHX  3aXOJIiB
IIKEHepHOI ~ TMIATPUMKH;  3/IIHCHIOBATH — TMPAKTUYHE
oOnanHaHHA Ta MAacKyBaHHS €JIEMEHTIB B3BOIHOIO
OTIOPHOTO TyHKTY; OpPraHi30BYBaTH 3aXOIM IIOZO
BCTAHOBJIEHHS Ta ITOIO0JIAHHSA OIVHOYHIX MIH Ta MIHHHAX
TIOJTIB IITATHAMH 3aC00aMHU.

Formulate platoon engineering support instructions for various
types of combat, using an understanding of basic engineering
support activities; to carry out practical equipment and
camouflage of the elements of the platoon stronghold; organise
measures to detect and clear single mines and minefields using
regular means.

[TPHBIIII 9. BukopricToByBaTH IITaTHi 3ac00H 3B 3KY,
sKi TepeOyBalOTh HAa O30pOEHHI  MAPO3AUTYy YIS
oprasizaii 3B’sI3Ky; OpraHi30BYyBaTH 3aXOH 13 3aXHCTy
BiJ1 3aC00IB PaIiOCNICKTPOHHOT OOPOTHOM MPOTHUBHHUKA ITiT
Yac MArOTOBKH Ta BEJICHHsI OOI0.

Use regular communications equipment in service with the unit to
organise communications; organise measures to protect against
enemy electronic warfare during the preparation and conduct of
combat.

I[MPHBIIIT 10. 3actocoByBaT 3HAHHS  IIOMO
3a0e3reueHHs MOTpeOd BIHCHKOBOCITYKOOBIIS TIiJT Yac Jiikt
B ABTOHOMHHUX YMOBAX 32 PaXyHOK IIPUPOIHUX PECYPCIB;
3aXMCTy BiJ BIUMBY (i3HKO-TeOrpadiuHux YMOB 3a
JIOTIOMOTOF0 TIPUPOJIHHX Ta TiIPYYHHX 3ac00iB; BMITH
OpraHi30BYBAaTH BUKOHAHHS 3aBIAHb 3 TAKTUYIHOL
ME/IUIIHN.

Apply knowledge of how to meet the needs of a serviceman
during operations in autonomous conditions at the expense of
natural resources; protection from the impact of physical-
geographical conditions using natural and improvised means; be
able to organise the performance of tactical medicine tasks.

ITPHBINI 11. 3acrocoByBaTy 3HAHHSI MaTepiabHOL
YaCTUHM  CIPUICIBKOI  30pOi, TpaBWiI  CTPUIHOH,
eKCIUTyaTallii Ta OOCIyrOByBaHHS CTPUICIIBKOL 30poi,
METOZIMKM OpraHi3ailii Ta TPOBCSICHHS 3aHATh YIS
HaBYaHHS OCOOOBOTO CKJIaAy MiAPO3ILLY, IMiATOTOBKH
030pOeHHST IO CTpUbOM y ToXimHOMY (O0HOBOMY)

Apply knowledge of the material part of small arms, rules of fire,
operation and maintenance of small arms, methods of organising
and conducting classes to train unit personnel, prepare weapons
for firing in marching (combat) handling and in the performance
of combat missions; apply knowledge and skills of unit fire
control in combat.
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MOBO/DKCHHI Ta TIpU BHKOHAHHI OOWOBUX 3aB/IaHBb;
3aCTOCOBYBAaTH 3HAHHS Ta HABUUKH 3 YIPABITIHHS BOTHEM

TIApO3IUTY B OOFO.

[IPHBIIIT 12. Po3ymith TOpSNOK TPOXOHKEHHS
BIICBKOBOI CITy>KOH, MPATSTHEHHS BIHCBKOBOCITY>KOOBITB
JI0 KPUMIHATBHOI, aMIHICTPaTHBHOI Ta MaTepiaTbHOL
BUNTOBIMATHGHOCTI; COITIAIGHOTO Ta TPABOBOIO 3aXHCTY
BIHCHKOBOCITY)KOOBIIIB Ta WIEHIB 1X CiMell; 3Hard
TOPSJIOK  TIPOBEZICHHSI  CITY»KOOBOTO  PO3CIT/TyBaHHS B
36poiinnx Cutax YKpaiHu; 3acTOCOBYBATH 3HAHHS HOPM
MDKHApOIHOTO IyMAHITAPHOTO IpaBa.

Understand the procedure for military service, bringing
servicemen to criminal, administrative and material liability;
social and legal protection of military personnel and their families;
know the procedure for conducting an internal investigation in the
Armed Forces of Ukraine; apply knowledge of international
humanitarian law.

[TPHBCII 13. 3Hati i BMITH BIEBHEHO 3acCTOCYBATH
iH(pOPMAITIIfHO-KOMYHIKAITiiHI  CUCTeMH  (KOMIUIEKCIB
CY4aCHHX PYXOMHX BY3JIiB 3B'I3KY Ta 3aCO0IB YPSZIOBOTO
TIOJTEOBOTO 3B'ST3KY).

Know and be able to confidently apply information-
communication systems (complexes of modem mobile
communication nodes and government field communication

equipment).

[TPHBCII 14. Bwmiti TOTyBaTH IITaTHE OOJAITHAHHS
CTaHILIiH 1 By3/iB IHPOPMAIIHHO-KOMYHIKAIIHHIX CHCTEM
JI0 BUKOHAHHSI 3aBJIaHb 3 YPSIOBOTO TIOJILOBOTO 3B’513KY;
BHKOHYBaT CXEMy-Haka3 Ha OpraHi3alfif0 ypsIOBOrO
3B’S3Ky; OpraHI30BYBaTH UYEpryBaHHS Ha  By3Iy
YPSIIOBOTO TIOJBOBOIO 3B’SI3KY; BECTH EKCILTyaTaliiHO-
TEXHIYHY JIOKYMEHTAIIIF0; OpraHi30BYBATH 3aXWCT Bil
3aco0iB PaiOeNeKTPOHHOI OOpOTHOM; OpraHi30BYBaTH
OXOpPOHY 1 000POHY TIOJTEOBOTO BY371a YPSIZIOBOTO 3B’SI3KY.

Be able to prepare the standard equipment of stations and nodes
of information and communication systems for performing
government field communications tasks; execute the scheme-
order for the organisation of govemmental communications;
organise duty at the governmental field communications node;
maintain operational and technical documentation; organise
protection against electronic warfare; organise the protection and
defence of the government communications field node.

I[TPHBCIT 15. Bwitei TIpOBOIWTH IUIAHYBaHHS 3
BUKOHAHHS BY3IOM VPSZIOBOTO 3B’SI3KY 3aBIaHb 3a
TIPU3HAYCHHSIM; OpraHi30ByBAaTH BHKOHAHHS
TMIEPIIOYEProBUX  3aXOAiB  LIOAO  MIATOTOBKU  JIO
BUKOHAHHS 3aBJlaHb SIK B TITOTOBYMIA MEPIOJ] TaK i I
Yac BUKOHAHHSI 3aB/IaHB 3 YPSZIOBOIO TTOJTEOBOTO 3B’SI3KY;
po3pobmoBar 1 odopMITIOBaTH  oriepatvBHI (00HOBI)
JIOKYMEHTH 3 YPSZIOBOTO 3B’SI3KY; CTABHTH 3aBJIAHHS
0CO0OBOMY CKJT/Ty By3JIa 3B’sI3Ky Ha BUKOHAHHSI 3aBIaHb
32 TIPU3HAYCHHSIM; 3a0€3MeuyBaTH BUKOHAHHS BY3JIOM
YPSIOBOTO 3B’S3KY TIOCTABJICHUX 3aBIaHb BIJTOBITHO J10
wiaHy OOMOBOIO 3acTOCyBaHHsI TepUTOPIATEHOTO By3/ia
YPAZIOBOTO 3B SI3KY.

Be able to plan for the performance of assigned tasks by the
government communications centre; organise the implementation
of priority measures to prepare for the performance of tasks both
in the preparatory period and during the performance of
government field communications tasks; develop and execute
operational ~ (combat)  documents on  government
communications; set tasks for the personnel of the
communications centre to perform assigned tasks; ensure that the
government communications node performs its tasks in
accordance with the plan of combat use of the Territorial
government communications node.

IMPHBCII 16. OpranizoByBaty Ta IPOBOAUTH 3aX0IH 110
3a0€3MCUCHHI0 PEKUMY CEKPETHOCTI B YCTAHOBAX,
OpraHi3aIfisix Ta B mposnaiiax Jlepskerneins’sBKy.

Organise and carry out measures to ensure the secrecy regime in
institutions, organisations and units of the State Service for Special
Communications and Information Protection of Ukraine.
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8 — PecypcHe 3a0e3nevyeHHs peaJiizanii mporpamu

/ Resource provision for programme implementation

Kaopose 3abesnevenns / Staffing

BignoBigHO 10 KampoBMX BHMOr MIONO 3a0e3MeueHHs
TPOBA/PKEHHSI OCBITHBOI JTISUTBHOCTI YIS OaKaiaBpChKOTO
piBHS BWINOi OCBiTH, 3arBepmikeHHX [locTaHOBOIO
Ka6inery MinictpiB Yxpainu Bin 30 rpymms 2015 poky Ne
1187 (B unHHIH peaakiii).

3araibHa KUTBKICTh HAYKOBO-TICAATOTTIHIX, TISarOrHIX
Ta HAYKOBHX IPALiBHUKIB: 23

Kinpkicth  HayKOBO-TIGNATOTYHMX, TMENArOriyHUX —Ta
HAYKOBUX TMAIBHHKIB, SIKi TPAIOIOTh 32 OCHOBHHM
MiCIieM pOOOTH (B TOMY YHMCITI 32 CYMIIIICHHSIM)

3 HAX KUTBKICTB:

- IOKTOPIB HayK Ta (a00) mpodecopis: 6

- KaHAMIaTiB HayK Ta (abo) noreHTiB: 18 (14)

In accordance with the staffing requirements for ensuring the
implementation of educational activities for the bachelor's level
of higher education, approved by the Resolution of the Cabinet
of Ministers of Ukraine No. 1187 dated December 30, 2015 (as
amended).

Total number of research, teaching and scientific staff: 23
Number of research and teaching, pedagogical and scientific
employees working at the main place of work (including part-
time)

of which:

- doctors of sciences and (or) professors: 6

- candidates of sciences and (or) associate professors: 18 (14)

Mamepianvno-mexuniune 3abe3n

euennsi / Material-technical support

BigmoBigHO OO0  TEXHOJNONYHHAX  BHMOI  IHOAO
MaTrepialbHO-TEXHIYHOr0  3a0e3MeYeHHs]  OCBITHBOT
TUSDTBHOCTI TSI OaKamaBpPChKOTO PIiBHS BHINOI OCBITH,
3arBepkeHnx [locranoBoto  KabGinery MiHicTpiB
VYipainu Big 30 rpyans 2015 poky Ne 1187 (B uvHHIM
penaxiiii).

Hns  peamizanii  ocBiTHBO-TIpodeciiiHOT
ITITOTOBKY OAKAJIABPIB 33/TisTHO:

HaBYalbHA Jlaboparopiss 3  TEXHIYHOIO
idopmartii imeni Cxprunanka JI. B.,

OITHa HaBYAbHA JIAOOPATOpisl TEXHOJOTIH 3aXHUCTY
MEpeK,

obnamuaanns HayxoBo-nocmimaoro nentpy 1C331 KIII
iM. Iropst Cikopcbkoro.

TporpamMu

3aXHCTY

Hapuanbhi  ayautopii 3a0e3neyeHi MyJIBTUMEIHHAM
00J1aJTHAHHAM Ha JIOCTaTHHOMY PiBHI.

In accordance with the technological requirements for the
material and technical support of educational activities for
the bachelor's level of higher education, approved by the
Resolution of the Cabinet of Ministers of Ukraine No. 1187
of December 30, 2015 (as amended).

The following facilities are involved in the implementation
of the bachelor's degree programme:

training laboratory for technical protection of information
named after L. V. Skrypnyk,

one training laboratory for network security technologies,
equipment of the Research Centre

Igor Sikorsky Kyiv Polytechnic Institute, a sufficient level of
provision of classrooms with multimedia equipment.

Inghopmayiiine ma naguansHo-memoouure sabesne

yenns / Information and methodological support of the

educational process

BinmoBigHO 10 BUMOr 1OA0 iH(QOPMAIIHHOTO Ta
HABYAILHO-METOJMYHOTO 3a0e3MeYeHHs OCBITHBOT
TUSUTBHOCT1  BIATIOBIAHOTO pIBHA BHIIOi OCBITH,
3arBepmkeHux llocranoBoro Kabinery Minictpis
Vkpaiam Big 30.12.2015 p. Ne 1187 B uumnHIH
penaxitii.

KopucryBanas HaykoBo-TexHi4HOIO 0i0110TEKOIO
Ti iHmmME iHGopMamiiinumu pecypcamu KIII im.
Irops Cikopcbkoro.

KopucryBanns 6i0mioTekoro HaBuanpHOTO Bimmimy
IC33I KIII im. Irops Cixopcbkoro. KopuctyBanus
CrertianpHOI0 610Ti0TEKOI0 PeXMMHO-CEKPETHOTO
BIIUTLTY.

In accordance with the requirements for information
and educational and methodological support of
educational activities of the appropriate level of higher
education, approved by the Resolution of the Cabinet
of Ministers of Ukraine of 30.12.2015 Ne 1187 in the
current version.

Use of the Scientific and Technical Library and other
information resources of Igor Sikorsky Kyiv
Polytechnic Institute.

Use of the library of the Educational Department of the
Igor Sikorsky Kyiv Polytechnic Institute.

Use of the Special library of the Secretive department.

9 — AkajgemiuHa MoOiTbHiCTH / Academic mobility
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Hayionanvna xpedumna mobinenicms / National credit mobility

HarmionanpHa KpeawTHa MOOUTBHICTH 3a JaHOIO
OCBITHBO-TIPOQECIHHOIO MIPOTPamMor0 HE
repeabadeHa.

National credit mobility is not provided for this study
programme.

Miscnapoona kpeoumna mobine

nicmo / International credit mobility

MoOXNUBICTh YKIaJaHHA YIrof, HpO aKaAEMidHy
MOOUTBHICT, TIPO TPHUBATI MDKHAPOJHI TPOCKTH,
AKi ependavyaroTh BKIIOYEHE HaBYaHHS 37100yBaviB
BHIIO] OCBITH (32  piuleHHsIM l'onoBu
Jepxcren3s’ 13Ky).

Possibility to conclude agreements on academic
mobility, on long-term international projects that
provide for the inclusion of training for higher
education students (by decision of the Head of the State
Special Communications Service).

Hasuanns inozemnux 3000ysauie suuyoi oceim

u / Study of foreign applicants of higher education

HaBuaHHs iHO3eMHHX 3700yBayiB BHUIIOI OCBITH 3a
JAHOIO OCBITHBO-TIPO(ECIHOIO MpPOTrpaMor0  He
nepeadayueHo.

Training of foreign applicants for higher education in
this educational-professional program is not provided.

10 — ITpouexypa npucBoeHHs npodeciianx kpaJidikauiii / Procedure for awarding professional
qualifications

Cy0’ekTOM, YIIOBHOBOKEHUM 3aKOHOJABCTBOM Ha
MIPUCBOEHHSI/ T ITBEPIKCHHS Ta BHU3HAHHS
npodeciianx kpamidikamii € KsamidikamiiHuii
LeHTp iHopManiiHIX TEXHOJOTiH Ta KibepOe3neKku
npu Hepx.H/Il Ttexnonoriii kiGepOe3mekn Ta
3axucty iH¢opmarlii [lepcnen3s’si3ky Ha OCHOBI
MiArOTOBKM  3100yBadiB  BHINOI  OCBITH 32
crermianpHicTIO F5  Kibepbe3neka Ta  3axucT
indopmariii Ha mepmoMy (6akaraBpCbKOMY) piBHI
BHIIOi OCBITH Ta OTPHWMAaHi OCBITHBOI KBasidikaris

The entity authorised by law to award/confirm and
recognise  professional  qualifications is  the
Qualification centre for information technology and
cybersecurity at the State Research Institute of
cybersecurity and information protection of the State
special communications service of Ukraine on the basis
of training of higher education students in the speciality
F5 Cybersecurity and information protection at the first
(bachelor's) level of higher education and obtaining the
educational qualification - bachelor of cyber security

— OakanaBp 3 KibepOe3nekn Ta 3aXUCTy iHpopMaIii.

and data protection.
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2. IEPEJIIK OCBITHIX KOMITIOHEHTIB / EDUCATIONAL COMPONENTS

®dopma
Kox/ Ocsitai komnoneHTy / Educational components Kpeuru €KTC / HmCyMKOBOF.O
Code ECTS credits koHTpouto / Final
control form
O00B’s13K0Bi (HopMaTuBHI) 0cBiTHI KoMnoHeHTH / Required (standard) educational components
Huxka 3aranabHoi niaroroBku / General training cycle

3001 | Ykpainceka MOBa 3a npodeciiHuM 2 3aTiK/test
cupsmyBaHHsaM./Ukrainian  language for  professional
purposes.

30 02 | YkpaiHa B KOHTEKCTi icToprrHOro po3utky €sporm./ Ukraine in 2 3aTiK/test
the context of historical development of Europe.

30 03.1 | Arrmiiceka MoBa. Yactina 1./ English language. Part 1. 3 3armiK/test

30 03.2 | Anxrmiiiceka MoBa. Yactina 2./ English language. Part 2. 3 3aTiK/test

30 04.1 | Anrniliccka MoBa mpodeciiiHoro cropsimyBadHsa. Yactuna 1./ 3 3artiK/test
English language for professional purposes. Part 1.

30 04.2 | Anrmiiceka MoBa npoceciitHoro cripsimyBanHs. YactiHa 2./ English 3 3ariK/test
language for professional purposes. Part 2.

305 | WEB —Texnomorii. / WEB —technologies. 4 eK3aMeH/exam
30 06 | Maremarnunuii anami3./ Mathematical analysis.

30 06.1 | Maremarnunuii anami3. Yactuna 1. J{udepeHitiaisie YnciieHHS 5 eK3amMeH/
omHiel Ta Kimbkox 3MiHHMX./ Mathematical analysis. Part 1: exam
Differential calculus of one and several variables.

30 06.2 | Maremariuanii  aHam3z. YactmHa 2. [HTerpaspHe YMCIEHHS 5 eK3amen/
(yskii omHiei 3miaHOL. [ndepermianpHi piBHSHHSL. YncioBi i exam
(hysKmioHapHI psiay 1 iHTerpan ®Pyp’e/ Mathematical analysis.

Part 2. Integral calculus of a function of one variable. Differential
equations. Numerical and functional series and the Fourier integral.

3007 | Oizuka./Physics.

30 07.1 | Ouka. Yactmra 1. Enextpomarsemism. KomvBanHs Ta XBUITi. 5 3aTiK/test
Orrmvka/Physics. Part 1: Electromagnetism. Oscillations and waves.

Optics.

30 07.2 | Oizuka. Yactura 2. OcHOBH KBAHTOBOI (hi3vki. Dizvka TBEPIOrO 6 eK3ameH/
tina. OcCHOBM KBaHTOBOI eyiekTpoHiky/ Physics. Part 2. exam
Fundamentals of quantum physics. Solid state physics.

Fundamentals of quantum electronics.

30 08 | Juckperna matemaruka/Discrete mathematics. 5 eK3aMeH/exam

30 09 | Jduckperna maremaruka. Kypcoa po6ora / Discrete mathematics. 1 3ayTiK/test
Course work.

30 10 | INporpamyBanns/ Programming.

30 10.1 | Iporpamysanms. YactrHa 1. AnropratMizariis Ta porpaMyBaHHs/ 5 eK3ameH/
Programming, Part 1. Algorithmization and programming. exam

30 10.2 | IporpamyBaHHsL. UYactuna 2. O0'eKTHO-OpIEHTOBaHE 4 3ayiK/test
nporpamyBanHs/Programming, Part 2. Object-oriented
programming,
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30 11 | IIpaBoBi ocHOBM HarioHABEHOI Oe3reku Ykpainw/Legal basis of 3 3ayiK/test
national security of Ukraine.

30 12 | dinocodis/Philosophy. 3artiK/test

30 13 | Teopis iiMoBipHOCTEH 1 MaTemaTnyHa cTarrcTika./ Theory of eK3ameH/
probability and mathematical statistics. exam

30 14 | JliniiiHa anreOpa Ta aHamiTiH4IHA reoMetpist / Linear algebra and 5 eKzamen/
analytical geometry. exam

Huxna npodeciiinoi minroroBku / Professional training cycle

MO 01.1 | ®iduune Buxopanus. YactmHa 1. Po3BUTOK KOOpIMHAINIHHIX 4 3artiK/test
3Ai0HOCTEl 3aco0amu (DI3MYHMX BIPaB Ta CIOPTUBHUX irop/
Physical education. Part 1. Development of coordination skills
through physical exercises and sports games.

1O 01.2 | ®iznune BuxoBanHs. YactuHa 2. [IpuickopeHe mepecyBaHHS Ta 4 3aiK/test
JeTKa amieTrka, cropreBHi irpw/ Physical education. Part 2.
Accelerated movement and athletics, sports games.

10 01.3 | ®izrune BuxoBanHsa. YactmHa 3. [iMHACTHKA, TIPHUCKOpEHE 4 3aTiK/test
niepecyBaHHsl Ta cropruBHi irpe/ Physical education. Part 3.
Gymnastics, accelerated movement and sports games.

10 01.4 | ®izrane BuxoBaHHs. YactmHa 4. YIOCKOHAJIEHHS CHIIOBHX 4 3aTiK/test
skocteit Ta ButpuBaiocti/ Physical education. Part 4. Improve
strength and endurance.

1O 02 | IndopmariiiHo-KoMyHiKariiHI Mepexi/Information-communication 4 3ayTiK/test
networks.

I1O 03 | Teopernuna kpurrosioris/ Theoretical cryptology. 4 3amiK/test

I10 04 | Kpwurrrorpadist/Cryptography. 4 eK3aMen/exam

1O 05 | Kpwurrrorpadist. Kypcosa pobota/ Cryptography. Course work 1 3ayiK/test

ITO 06 | Texniunmii 3axucT iH(opMmartii/ Technical protection of information. 4 3ayTiK/test

IO 07 | Kibepbesneka/Cybersecurity. 6 eK3aMeH/exam

1O 08 | Kibepbesneka. Kypcosuii mpoekt/ Cybersecurity. Course project. 2 3ayTiK/test

IO 09 | OcHoBu oprani3anii Ta 371l ICHEHHS! KOMIUIEKCHUX 3aXO0/IiB 3 3 3aJTiK/test
TPOTHIIii TEXHIYHAM pPO3BIOKaM Ha 0O0€KTax IPOTHIIT/

Fundamentals of organising and implementing comprehensive
measures to counter technical reconnaissance at countermeasures
facilities.

IO 10 | Perymopanns B chepi iHdopmartiiiHoi Oe3reku. / Regulation in the 4 3ayTiK/test
field of information security

IO 11 | OcHoBu cTBOpeHHS crucTeM Oe3rieku iHgopmartii./ Basics of creating 4 eK3amMeH/
information security systems. exam

ITO 12 | OcnoBu crBOpeHHst crcTeM Oesreku inpopmarii. Kypcosa pobora/ 1 3aik/test
Basics of creating information security systems. Course work.

MO 13 | OcHoBu yOesmeuenHst iHQopmarii Big BHTOKY TEXHIYHHAMHA 4 eK3ameH/
kaHarmamy/ Fundamentals of protecting information from leakage exam
through technical channels.

10 14 | OcHoBu yOesmeuenHst iHQopmamii Bin BHTOKY TEXHIYHHMHU 1 3arik/test
kaHamamu. KypcoBa poGora/  Fundamentals of protecting
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information from leakage through technical channels. Course work.
I1O 15 | 3actocyBanHs 3aco0iB Kpurrrorpagigaoro 3aXHCTY 4 3armiK/test
iHdopmarii/Application of cryptographic information security tools.
ITO 16 | Besneka criemianbHOTO 3B's3KY/Security of special communications. 4 3aik/test
I10 17 | Hapyasneha npakriika/ Educational practice. 2 3aJTiK/test
I10 18 | Bilicekope craxxypannst/ Military internship 3 3atik/test
10 19 | Hurmomee npoektyBarHsy/ Diploma design 6 3axuct/defense
Buobipkogi ociTHi komnonenTu / Elective educational components
Huxa BiiicbkoBo-npodeciiinoi minrorosku/Military-professional training cycle
bazoeui kypc maxmuunozo piena siticokosoi ocimu (L-14)/
Basic Course of Tactical Level Military Education (L-14)
BIIIT 1 | 3aramsHa BikicekkoBa miaroroBka. Yactuaa 1. OCHOBM TaKTHYHOI 3 3aIiK/test
miarotoBkw/General military training. Part 1. Fundamentals of
tactical training.
3aranpHa BilickkoBa TiroToBka. Yactrra 2. boiioBe 3a0e3reueHHs 5 3aJTiK/test
BIIIT 2 | siticekoBux migpo3aitie/General military training. Part 2. Combat
support for military units.
3araipHa BiICKKOBA MATOTOBKA. YacTiHa 3. YTIpaBIiHHS 1 TAKTHKA 5 eK3ameH/
BIIIT 3 | GotioBux miii/General military training, Part 3. Management and exam
tactics of combat operations.
3arayibHa BikickkoBa Tiaroropka. Yactuna 4. OCHOBH BIMCBKOBOTO 4 3aTiK/test
BIIT 4 | mucrenra/General military training. Part 4. Fundamentals of
military art.
OCHOBH BiliCBKOBOTO YIIpaB/IiHHS (Y TOMY YHMCII 32 MPOLIEAYpaMH 3 3arik/test
BIIIT 5 | Troop Leading Process)) Fundamentals of military management
(including Troop Leading Process procedures).
Daxosuti Kypc makmuyHo20 pieHs Giticbkoeoi oceimu (L-1B)/
Professional Course of Tactical Level Military Education (L-1B
TaxTrko-crierianbaa miaroropka. Yactuaa 1. OcHOBH opraHizariii 4 3amK/test
BIIIT 6 | BificekoBoro  3B’s3ky/Tactical-specialized  training.  Part 1.
Fundamentals of military communications organization.
Taktnko-criemiaibHa — mimrotoBka.  Yactmaa 2. Oprasizamis 4 3ayTiK/test
BIIII 7 | ypsanoBoro  3B’si3ky/Tactical-specialized ~ Training.  Part 2.
Organisation of government communications.
TakTrko-crieliaibia — mirotoBka. Yactuna 3. YrpaBmiHHSL 5 3aTiK/test
BIIIT 8 | mixpo3minamu ypsinosoro 38°si3ky/ Tactical-specialized Training, Part
3. Managing government communications units.
Buo6ipkogi ocBiTHi komnonenTH / Elective educational components
Huxa 3aranbHoi minroroBku / General training cycle
3B 01 | Ocsirniit komnonenT 8§ ®-Karamnory / 4 3artiK/test
Educational Component 8 from P-Catalogue
Huxa npodeciiinoi minrorosku / Professional training cycle
1B 01 | Ocsirtsiii komnonenT 1 d-Karamory / 4 3aTiK/test
Educational Component 1 from P-Catalogue
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1B 02 | Ocgitniit komnoHent 2 ®-Katanory / 4 3artiK/test
Educational Component 2 from P-Catalogue

1B 03 | OcgitHiii komnonent 3 ®-Karanory / 4 3artiK/test
Educational Component 3 from P-Catalogue

1B 04 | OcgitHiii komnonent 4 ®-Karanory / 4 3artiK/test
Educational Component 4 from P-Catalogue

I1B 05 | OcgitHiii komnonent 5 ®-Karanory / 4 3ariK/test
Educational Component 5 from P-Catalogue

1B 06 | OcgitHiii komnonent 6 ®-Karanory / 4 3artiK/test
Educational Component 6 from P-Catalogue

1B 07 | Ocgirniii komnonent 7 ®@-Karanory / 4 3artiK/test
Educational Component 7 from P-Catalogue

1B 09 | OcgiTHiit kommoneHnT 9 ®-Karanory / 4 3ajTiK/test
Educational Component 9 from P-Catalogue

1B 10 | OcgiTHiit kommonenT 10 ®-Karamory / 4 3aTiK/test
Educational Component 10 from P-Catalogue

IIB 11 | OcgitHiit kommonent 11 ®-Karamory / 4 3aTiK/test
Educational Component 11 from P-Catalogue

IIB 15 | OcgitHiii komrioHeHT 15 ®-Karamory / 4 3ayTiK/test

Educational Component 15 from P-Catalogue

BubipkoBi koMmmonenTu 0;104H0ro Buoopy/ Selective components of the block programme

brox 1. Hpogpecitinuii cmanoapm. Daxiseys 3 peazysarHs Ha iHYUOeHMU KibepOesneku /

Block 1. Professional standard. Specialist in response cybersecurity incident

IIB 12.1

besneka iHpopmariitHO-KOMyHIKaIitHIX cuctem/ Security
of information and communication systems.

4

3aJik/test

I1B 13.1

Meromomoriuai aCIeKTH 3aXHCTY indopmarrii
(xpinTorpadiuanii 3axuct iHpOpMamii, TEXHIYHUA 3aXHUCT
iHpOopMaIii, TIPOTHIIS TEXHIYHUM po3Binkam)/
Methodological — aspects of information security
(cryptographic information security, technical information
security, organisational and legal information security).

3alikK/test

I1B 14.1

Amnani3 BpasnuBocteil iHpopmaniitnux cucrem/ Analysis of
information system vulnerabilities.

4

3ajiK/test

bBrox 2. Hpogpeciiimui cmanoapm. Paxiseyb 3 Kpunmogpaiuroeo saxucniy inghopmayii/

Block 2. Professional standard Specialist in cryptographic information security

1B 12.2

Kpurnrorpadiuni nporokomw/Cryptographic protocols.

4

3aIiK/test

1B 13.2

MertopomnoriuHi aCIEeKTH 3aXUCTY iHpopMarii
(xibep3axucT, TeXHIYHMI 3axucT iH(popManii, MPOTHIISA
TexHiyHUM  posBinmkam)/Methodological — aspects  of
information protection (cyber protection, technical
protection of information, organisational and legal
protection of information).

3aTK/test

I1B 14.2

MomiTopiHr Ta OIIiHIOBAHHS piBHS Oe3meKn
kpunrorpadiyHoro 3axucry iHdopmamii B JepKaBHUX
ycraHoBax/ Monitoring and assessment of the level of
security of cryptographic protection of information in state

3ayTiK/test
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institutions.

~

Birox 3. Hpogecitinuii cmandapm. Daxieeyb 3 mexHiuHo20 3axucny Hpopmayii’
Block 3. Professional standard Specialist in technical information security

B 12.3

OchoBu criemanbHux  nociimkens/Fundamentals of  specialised

research. 4

3ayTiK/test

1B 13.3

MertopomnoriuHi ACIEeKTH 3aXUCTY iHpopmarii
(xibep3axuct, Kpinrorpadiyanii 3axucT  iH(poOpMaLii,
MpOTUAisT TeXHIYHUM po3Binkam)/Methodological aspects
of information protection (cyber protection, cryptographic
information protection, organisational and legal protection
of information).

3aiK/test

I1B 14.3

CTBOpeHHST Ta arecTalii KOMIUIGKCIB TEXHIYHOTO —3aXFHICTY
irdopMartii Ha 00’ekTax iH(opMmariiHoi misteHOCTI / Creation and
certification of technical information security complexes at
information facilities.

3aIiK/test

bnox 4. Ipoghecivinuii cmanoapm. Daxieeys 3 npomuoii mexHiuHuM po3eiokam/
Block 4. Professional standard. Specialist in countering technical intelligence

1B 12.4

®Di3ryHI OCHOBM BUHHKHEHHS JIEMACKYBAIBHHX O3HAK 00 €KTIB
MPOTHUIii Ta MOXKIMBOCTI TexHIUHMX po3Binok/Physical basis for
the emergence of unmasking signs of countermeasures and
possibilities for technical reconnaissance.

3ayTiK/test

1B 13.4

MeTtoomnorivsi aCTIeKTH 3aXUCTY iHdopmarii
(xibep3axuct, Kpinrorpadiuauii  3axucT  iH(pOpMAaIii,
TexHIYHUH 3axucT iHpopmarii)/Methodological aspects of 4
information security (cyber security, cryptographic
information security, technical information security).

3ayTiK/test

I1B 14.4

Meromm Ta 3aco0u 3axucTy 00°€KTiB IpoTumii Ta indopmari
Bin TexHiunux po3Bifok/Methods and means of protecting
countermeasure  facilities and information from technical
reconnaissance.

3ayTiK/test

3aranbHU 00CAT 000B’ I3KOBUX KOMIIOHEHTIB /
Total volume of the required components:

147

3aranpHuii 00CsT BUOIPKOBUX KOMITOHEHTIB /
Total volume of the elective components:

93

Total volume of the educational components aimed at acquisition of competencies

OO0cCsT OCBITHIX KOMITOHEHTIB, IO 3a0€3MEeIYIOTh 3700y TTS KOMIIETCHTHOCTEH

BHU3HAYEHHUX CTAHIAPTOM BHIIOI OCBITH /

specified in the Higher Education Standard:

147

BuGipkoBi OCBITHI KOMITOHEHTH IMKJIIB 3arajibHOT Ta po¢eCciiiHOT miAroTOBKY /
Elective educational components of General and Professional training cycles:

48

BubipkoBi KOMITIOHEHTH OJI0YHOTO BUOODPY/
Selective components of the block programme:

12

OO0csr ocBiTHIX BHOIPKOBIX KOMIIOHEHTIB, IO 3a0€3MeUyI0Th 300y TTS
KOMITETEHTHOCTEN Bu3HaueHux L-1A, L-1B/

Total scope of the educational elective components aimed at acquisition of
competencies specified in the L-1A, L-1B:

33




41/48

3ATAJIBHUAM OBCST OCBITHBOI IPOT'PAMM / TOTAL
VOLUME OF THE EDUCATIONAL PROGRAMME :

240
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1. CTPYKTYPHO-JIOI'TYHA CXEMA OCBITHBOI NIPOT'PAMM / STRUCTURAL AND LOGICAL SCHEME OF THE

EDUCATIONAL PROGRAMME

Icenectp 1T centectp Il cenectp IV cemectp V cemectp VI cemtectp VI cemtectp

VIII cemectp

Tporpanysarss

=
|
=

Bubipkosi ocBiTHI
KOMIIOHEHTH

Brok 1. Tpodeciiinmi cranmapt. baxisers 3
PeAryBaHEA HA HIEACHTH KiOepOeInex:

Baok 2. ITpodeciinei cTaEnapT. PaxiBens 3
0 3axHCTY 1 i

Buox 3. Mpodecifimi cramtapt. axisems 3
TEXHIMHOTO 3AXHCTY tHbOPMAI

Buok 4 Tpogecifimmii crasnapt. Paxisems 3
POTHA TOXHISHAM POSBiTKAM




I semester

I semester

III semester

IV semester

V semester

VI semester

VII semester

VIII semester

| English language. Part |

= T ST

Ukrainian language for
professional purposes

}7

Ukraine in context of the
historical development

of Europe

k2

English language. Part 2

English 1 for profe

Discrete

Course work

Mathematical analysss
Pat

Physics. Part 2

]

A\ A

v

Theory of probability and
mathematical statistics

A

v

Y

Legal basis of national
security of Ukraine
Elective educational Block 1. Prof, 1sfindind Seacialisti
y st . m
components response cybersecurity incident

Block 2. Professional standard Specialist in
cryptographic information security

Block 3. Professional standard Specialist in
technical information security

Block 4. Professional standard Technical
counterintelligence specialist
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4.  ®OPMA ATECTAII 3JOBYBAYIB BUII[Oi OCBITH / THE FORM OF
ATTESTATION FOR DEGREE PURSUERS

Arecranis 3100yBayiB BHIIOI OCBITH 3a OCBiTHBO-TIpodeciiiHolo mporpamoro «besneka aep:kaBHHX
iHpOpMaLiitHUX pecypciBy 3IiHCHIOETBCS Y (OPMi €AMHOTO AEP:KaBHOTO KBaNi(iKalifHOTO 1CITUTY Ta 3aXUCTY
kBamiQikauiiHoi poOoTH OakanaBpa, IO 3a0e3leyye OLIHIOBAHHA IOCATHYTHX NPOTPAMHHX pE3yJbTaTiB
HaBYaHHSA, BH3HAUEHUX CTaHAAPTOM BHIOi OCBiTH 3a cremiaibHicTIO F5 «KibepOesmeka Ta 3axucT
iH(popMartii» it mepmroro (0akagaBpCchKOTo) piBHS BHIOI OCBITH Ta OCBITHRO-TIpodeciitHoo mporpamoro. J{o
aTecTarlil T0myCKarThCs 3100yBadi, sSKi YCITIITHO BUKOHAIHA OCBITHRO-TIPOdECiiHy MporpamMy ITiATOTOBKH.

Ksamidikamiiina pobGota mependadae po3B’S30K CIEMiali30BaHOTO 3aBAAHHA TEOPETUYHOTO abo
MPaKTUYIHOTO CIPSIMYBaHHS B Tay3i KibepOe3rneku Ta 3aXUCTy iHpopMallii 1 He MOXKe MICTHTH aKaJeMI4HOTO
miariaty, ¢anbcudikamii Ta Qabpukaiii. 3 1i€l0 METOI0 pPo0OOTa MEPEBIPAETHCS HA HASBHICTH IUIATIATY,
¢danbcudikarii Ta pabpuKarii 3riJHO 3 TPOIIETYPOI0, BUBHAYCHOI CUCTEMOIO 3a0€3MEeUCHHS IKOCTI OCBITHBOT
JSUTBHOCTI Ta SIKOCTI BUIIOI OCBITH Y HIBEPCHUTETOM.

ATtecTanis 3IIHCHIOETBCS 3 JOTPUMAHHAM BiIKPUTOCTI Ta myOmiuHocTi. B pa3i HasBHOCTI B
kBati(ikamiiHii poOoTi iH(GOpMAIlii 3 0OMEKEHHUM JTOCTYIIOM, TO 3aXUCT MPOBOIUTHCS B 3aKPUTOMY PEXKHMI 3
HEYXWJIBHUM JOTPUMAHHSAM | BUKOHaHHSM BUMOT YMHHOTO 3aKOHO/ABCTBA MO0 30epesKeHHs CIIy>KO0BOI Ta
Jep>KaBHOI TAEMHHUIT.

Attestation of applicants for higher education in the educational and professional program «Security
of State Information Resources" is carried out in the form of a single state qualification exam and defense of a
bachelor's thesis, which provides an assessment of the achieved program learning outcomes defined by the
standard of higher education in the specialty F5 "Cybersecurity and information protection”" for the first
(bachelor's) level of higher education and the educational and professional program. Applicants who have
successfully completed the educational and professional training programme are admitted to certification.

The qualification work provides for the ability of the higher education applicant to solve a complex
specialised problem in the field of cybersecurity and information protection and may not contain academic
plagiarism and falsification. To this end, the work is checked for plagiarism in accordance with the procedure
determined by the University's system of ensuring the quality of educational activities and the quality of
higher education.

Attestation is carried out in an open and public manner. If the qualification work contains information
with restricted access, the defence is conducted in a closed mode with strict observance and fulfilment of the
requirements of the current legislation on the preservation of official and state secrets.



ITPOI'PAMMH / COMPLIANCE MATRIX OF PROGRAMME COMPETENCIES WITH PROGRAMME COMPONENTS

5.

MATPHUIA BIIITOBITHOCTI IPOT'PAMHUX KOMIIETEHTHOCTEW KOMIIOHEHTAM OCBITHbOI
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5.1 MATPHUIIA BIAIIOBIIHOCTI ITIPOI'PAMHUX KOMIETEHTHOCTEM 3 BINCbKOBO-
MPO®ECIAHOI MIZITOTOBKH KOMIIOHEHTAM OCBITHBOI ITPOI'PAMHA/COMPLIANCE
MATRIX OF PROGRAMME COMPETENCIES MILITARY PROFESSIONAL TRAINING WITH

PROGRAMME COMPONENTS

BIIII 1 BIIII 2 BNI3 | BIN4 | BIIS5 BIIII 6 BIII 7 BIIII 8

BIIK1 +

BIIK2 + N

BIIK3 N +

BITK4 N

BIIKS +

BIIK6 +

BIIK7 +

BIIKS +

BIIK9

BIIK10 N

BIIK11 +

BIIK12 N

BCK1

BCK2 N

BCK3 t

BCK4 +




6. MATPUIIA 3ABE3IIEYHEHHSA ITPOI'PAMHUX PE3YJIBTATIB HABYAHHSA
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BIJIMIOBITHUMHU KOMIIOHEHTAMMU OCBITHbOI IPOT'PAMHU / COMPLIANCE MATRIX OF PROGRAMME LEARNING

OUTCOMES WITH PROGRAMME COMPONENTS
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6.1. MATPHUIISI BABE3IIEYUEHHS IPOTPAMHUX PE3YJIbTATIB HABUAHHS 3
BIMCBKOBO-ITPO®ECIHHOI TA BIMCBKOBO-CIIEIIAJIBHOI IIZITOTOBKH
BIZINOBITHUMH KOMIIOHEHTAMM OCBITHBOI TIPOT'PAMHA/ COMPLIANCE
MATRIX OF PROGRAMME LEARNING OUTCOMES IN MILITARY-PROFESSIONAL

TRAINING WITH PROGRAMME COMPONENTS

BIIII 1

BIIII 2

BIIII 3

BIIII 4

BIIII 5

BIIII 6

BIIII 7

BIIII 8

ITPHBIIIT 1

[TPHBIIIT 2

TTPHBIIIT 3

[TPHBIIIT 4

TTPHBIIIT 5

[TPHBIIII 6

ITPHBIIIT 7

ITPHBIIIT 8

TTPHBIIIT 9

ITPHBIIIT 10

TTPHBIIIT 11

[TPHBIIIT 12

ITPHBCII 13

[TPHBCII 14

ITPHBCII 15

[TPHBCII 16




